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Abstract

The purpose of this study is to develop system software for
perform secure and reliable conversations over Internet, by
studying Applied Cryptography and rules of Information Security
and employing them to develop the mentioned system.

This work also aims to provide a short Arabic summary for the
fundamentals of this important field which lacks Arabic books in
spite of its highly importance.

Besides that, it intends to shed a light, practically, on the open
source software, which is an excellent facility for learning and
practical application when studying computer science and software
development, where the researcher benefited from several open
source libraries to develop the system.
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Install Certificate...| | Issuer Statement | EditProperties..., Copy to File,

»

m

4=l

Learn more about certificates Learn more about certificate details
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L key
| source
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| ) | |
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¥ : I :
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1
tn & |
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destination
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.Menezes, et Al, Handbook of Applied Cryptography : .2l

27



D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

((SHA2) L5618yl a1 " algl" it iyl 4.2.2

sT Jetadl pa Laodlor (6T colaghall s o il (3 agr j9o W I 1) g
WY Bl 055 gy ¢ T oAl e Leie s 5T = (Y O e L) B e Ll
U 035 e kol SUL 3ae (S6 Y (of (Function One Way) Sl db p 065 o
ol Ayl ol (s
F AUl ¢ 0L e sllall gl gnear 35 Y gy edsnd) Sl e S U
il oo 9 NSA osill oW1 ISy o Osladly NIST gme laclyy Gyl ods skes
i o i ddae 3 had laeS Lealisnn 21993 ol 3 G35 SHA (oY) JiY)
921995 sl 3 ULT ST (o F 5)aol shs o 2l (3 jsab SLasST & & ¢ olaglal)
By Jo sl Ayl oda sly & ¢y 160 sk pls o3) wgn 258 5 SHA-T o
MIT sgne & Rivest dbwls Layshs ¢ MDA Ll 2
spaze o)1 Ay LeSe 9 SHA2 e 5 Bl 1 3 B ol ¢ 52002 ol 3
é 9 ¢ SHAS12 5 SHA384 5 SHA256 ; Lal Oym 5 1 512 4 384 41 256 sk
eyl lzet @ 22010 ale 3 g "W Ji dus LaeS 52005 Sl 3 eslazel
o 5= S gl e 27 Lk o T L) s 30 BLESY By lne 2 SHAL
9 ¢ mmlyd elal g ae (3 S kel me AT 8 pzel Lo ga g — Ll Sl OIS LS 2%
S L ULT T Y SHA2 plaszad e 1Y LU
LU (3 il ¢ B aylas Beale LY Adlie e O £ 22012 sl g Y 4

S s oS SHAS vl e 502012 s (3 (Keccak) 2l

ol SLST el (3 el — G Lo d] BLEVL — U Jlgs Slalisanl ool s

SY SUL 3asl s 35le LY ) 2alS B n ¥ G ¢ DL dels e wpll
plisial o b6 (o o Pl ke b e g o) ptT et b e kS S
¢ aloV) Sl Bl e Yoy UL 35 03 el ST e ple o, W5 (3 i) el
BalST Jles) o Lo s a3V ) ST 8 me (Se Y B 3y aSTE g e JWL
& e Leesl gl BalST oS lalas 13 (Ol U e aslie 5 U A5 0

28 |



D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

ST g Veb ST ol ad o LS el e o b g ST 5 ¢ YY) g el 1S3
ey el WSl Gl Ot (02 gm0 U o 5 2B 5 o) 5 Do o) Blste
o 3 ekie B2 w OldS s Gl psi ped) lde 3 (Dictionary Attack) e
9 el e 83l Ll AST e B s pai o ¢ Apidl) uladl g SLISU OYT e
ST s ¢l adsT eSSl x gs Ll 15) ¢ SULI 3asl e Ol aUL Lgs s
Akl ol LehaS Gl adany 6 B35ll LS s Y g adlste g Wil

Sk of middl milie W5 @ Ll U Y Jlgd) deghl wlaldsan ) e ST
w2 oWl ods (Pseudo Random Number Generator) aflseall b 235 iy
i ol PO e o L) pllss IV a Ly

s daladl bl 3.2

. How safe is instant messaging? :awl)l Olge —

£2008/6/9 syl w)s -

By & o 5 Declan McCullagh sl 5 (SIS tauhdll el culs g dgd) ~
DCNET.COM

o U OLYI 5 dd) st Jo= el ST S Ll calazadl) 5500 s
Biladl) Zegl) Aen) o degaz slael ST el 26 ¢ (IM) (5dl) ol galy 00 2502
oda ¢ bl odd 2lasdl 5 Bzl UGN UL ULey) 5 = paadl Je Olsnl f — gkl
foht LS = e Cpan — 1Y)
Opedsznd o = Sl Loy pioned) psiy Lidis o) ol o gl Ogedsnd Ja —
Bkl o Lo IS OIS g Bld pb jhdS 25 Ogadoinnd o — SN Jols e pasd)
Js ) s Slbend = 3l = il o (Cdl) @B it Ogasi o — fhadszd
6T il o = ool ada Lai 0 ol e oS g SOgedsnnd) Usly &) L)) o

29 | http://news.cnet.com/8301-13578 3-9962106-38.html (1)



D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

Copdsiiad) Sllam o Sloglas 28 — T a0 2 Sl oo of — S 0 SLzs ol
Stas ol ol iy Jo — 0els Wb @ & ol st oS5 (wla b g TP 3y 5 W) e &)
dive 5ls coas of pondl Gliul Bas sl — 27 8550 ex T o o — 2SH1 0
o o ol oy VL) 2 Of (ol ¢ $olsl=all interception or wiretap)
g gl agll 55l

¢ o)l Ll Bt pii ) g By Akl UGN e 858 Ao sest Ol e JLuly (SIS B8
(2 Ty bt 3 LS il s 5 om o £

U foolidl 57 2,8 L JB me¥s ¢ OS2 0lb B V) g Blznl) o SIS 56 LS
il ¢ IS 4 Jos b jasdd (0l oball oda gl o 3 jlal U o6
Ads Gdadl g amsls

Sloglall 2285 Jig 0F ko 5 22008 alall 3 Laglal ¢ 5,58l anlall oda OF L SWL ) e
OF Gla ¥ g = Lewd — 205 UL ol 0555 08 S ¢ gy SV gl oo Cguld)
sl 3 — all) SUGY) o g — U by U OV 6 - Y1 e — Leam
iy o ol 6 s Al g DL s ddd G35 bl sda e dold) o) Lesd
¢ CBISTOITIE]) 5 Solald) g VLYl eeld el OVsSHe 5 laples (m35M 5l) ol
ol (3 jpadll amgl Ly (Emld) Blae 2 o g Leadsiiy (&) Sl sds o Led
¢~ O — Al el e 2V e U Jgloen ¢ SOLYT 5 Bl E e gl

el sda (3 sl Lo oal el am S35 U el
5 Facebook Chat yedll sise s 223,00 Gt 2 oMol Ll Ll &0 bzl ods
— o) ods OF & ¢ Yahoo Messenger iele sl =l 5 Skype oS by

etz LT g agal o — el oo a e

30



D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

LoV folsdl sl SISLE e Ao gast pdis Olinl il5 s (2.1 Jgir
Logs kept

Secure Secure Logs kept of Government
L . of user For how long . .

logging-in conversations oo message content wiretapping
AOL AIM Yes Yes Yes No Won't say Won't say
AOL ICQ Yes No Yes No Won't say Won't say
Facebook Refused to Refused to Refused to Refused to

No No
Chat[1] answer answer[2] answer answer
Google Talk Yes Yes[3] Yes No[4] Four weeks Won't say
1BM L'otus Yes Yes Yes Configurable  Configurable N/A
Sametime
Microsoft's
Windows Live Yes No[5] No No N/A Won't say
Messenger

,, ., Cannot comply

Skype Yes Yes Yes No A short time e sG]
ML Yes No Yes No {}S long as" Won't say
Messenger necessary

[I] Over the course of a week, Facebook refused to reply to  questions.
[2] Facebook has said both that chat history "is not logged permanently" and that it is archived for 90 days.
[3] Encryption is on by default for the downloadable client, off by default for the Web, and not supported
with the Google Talk Gadget.
[4] Configurable: users can choose to log conversations in their Gmail chat archives if they wish.
[5] Conversations are unencrypted, but files exchanged via Windows Live Messenger are encrypted.
[6] Skype was the only IM Company that said it could not perform a live interception if presented with a
wiretap request: "Because of Skype's peer-to-peer architecture and encryption techniques, Skype would not
be able to comply with such a request."”
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cd LS = TLS 5o Qb Ll —oasY1 o o SSL 25 OF ol e 5 oealill sl
(2.5 el 3 Sl 5 yLay)

OLI Slalasl o pusinedd S 6TV ¢ pdss 09 SUBE lol 5 w3kl mdaad o SIS ny
4BV ods OF gy 5 ¢ oMol STl pdad) Sl plisiaaly (ol (Kas Wbl minad)
L OLY) s o gl n g psoshl Jom 0 slasl T oS pB Lais B39 S5
OF LS — (Ul stbly bl Seml plsznl Jgmdll wign po SUslE ool 5 minas
U3 35 ¥ Cpeld plisunl, U 5 JLasVl ol jiedl pises gl bzl e )
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095 rhate plsinly Jootdll Jmad dis Sncd w3sk a3 )l S3lesdl e 85 (2.5) ISs
www.facebook.com

The identity of this website has been verified
by ESET SSL Filter CA.

Certificate information

Your connection to www.facebook.com is
& encrypted with 128-bit encryption,

The connection uses 550 3.0

The connection is encrypted using RC4_128,
with SHAL for message authentication and
RS54 as the key exchange mechanism.

The connection is not compressed,

The connection had to be retried using S5L 3.0,
This typically means that the server is using
very old software and may have other security

issues,

Site information
You first visited this site on Mar 8, 2013,

What do these mean?
b b Dy 4 S DY (Ssn 3 j3il) bls oal asils S
a,\}‘y\&w—s@QL(&;j—J?.U\WMbM\M‘w N
.(J.:a’fw)

@l 2l (i (Ra3l) el ) mioll plsunl b pdidl CLE sl 0 V2
Loiad glas e SblasY) puan adsandd pB 5] Y] G5 Y g ¢ (pload) b gy S
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Jetdll Jomas ke ggal aBsk a3 )l Salg2dl e 15 mow (2.6) o3, IS

login.yahoo.com
The identity of this website has been verified
by DigiCert High Assurance CA-3.

Certificate information

ﬂ Your connection te loginyahoo.com is
encrypted with 256-bit encryption,

The connection uses TL51.0.

The connection is encrypted using
CAMELLIA_256_CBC, with SHAL for message
authentication and R5A as the key exchange
mechanism.,

The connection is not compressed.

ﬂ Site information
You first visited this site on Mar 8, 2013,

What do thece mean?

O
glie mo Aplall AES Gjls plisuanl oz o = gy S = LT ST g8 (S ey
= (S G55 L) Bl Dol s iy 256 5 Je ) Leeed 1y 128 ke
Lie 0LV gt ool e Ul oUsl (2.7) Sl Jlail — Aol 4 prand i Job

S @b eV el s

S — Sl e il O NSA gl oY1 38 5) 25801 Mjg.\ of Al
Sl Jals g Bold) Sledss i gl SIS L b — SV Sledss ol gl — wkall
ihuly F SIS Al 3 OVLaY ods 2 e p ALY e LS %.J; — i) e
— e OF oS sles) min ¥ g ¢ SN sl Y158 WL aias — g ol = ans
IP opsle 5 piid) mslie slasl (olSu poi5 OF Usgms S8 o ¢ iy S Y — Lhes
W 056 e = Lkl ) BegS gl - il e wp U L — el dol
Ul g2 e ¢ ALY e LS — sl

s el S8 Aal LA sgmg € REREN 5 SIUEBY e 158 S gy &3l 3
La L
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han 70 22008 sis @ b ¢ S plasal o5 @) SUsbed) padl Blinl 5 cnaidl e
ihuly o5 Olsle Jo caadl e oS = ) 8 el — Bslendl B G 3 m)
OF s 8 Vg g latll ol comes 3] i) sda Jo gl (oS coiady B 5 ¢ S
S e T 0SE g Wbl e el e 50all U S
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095 gehnaze plsznly Jerdll o e (oS Wl 2l )l Balgidl e i 1 (2.7) s

secure.skype.com
The identity of this website has been verified
by ESET S5L Filter CA,

Certificate information

ﬂ Your connection to secure.skype.com is
encrypted with 128-bit encryption.

The connection uses TLS 1.0

The connection is encrypted using

AES 128_CBC, with SHAL for message
authentication and RSA as the key exchange
mechanism.

The connection is not compressed.

Site information
You have never visited this site before today.

What do thece mean?
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i 7 CAUsers\SERVER\Desktop\ZAJIL_SERVER\zserverd.exe [E=R =

m| s

ZAJIL Server Started...

at: Wed Dec 4 15:A9:24 2813
sepver port: 27755
Setting Server Local Key(AES):.
Betting Server Public Key(REA>:
Betting Server Private Key(RSH)
Betting 3Client General Public Key(RSH)
Runnin TCPServer{Listening to: ANY>:

Clients Loaded When Starting: (1@>.

ZAJIL Servere Is Running OK.
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Pk LSl (Lady Lendy g SUL pdss sy ol

Do) Bdes e aSTH : JoWI At
V- (4.12) IKs il - (Prortotype Jsf z358) gl oo Hare &des B pldszal @
o r T B s b cogaldl Jlem e ae B s @ ¢ paad) dads eas
VMware ) Jos ks szl ¢ (Virtual Machine) o7 Sl Jo melin)
Py A ekl o LU aolil Al i slael & 5 ¢ (Workstation , v.9.0.0
(e ol 3T plisaad o clIs 5 ¢ il e malpd) s Cp Bl Dols o2 o~
2= S (packets) A IS LUl el s psi ¢ (4.13) ISs Lot — SmartSniff <)
<y g W dsb 5 g GV sl i — Bl Slagles o 08 IS8 e ooy 5 102
RO USCIPNS W

hsd B pi ¥V bl Lol 23460 (4.12) IS

e RS
BSERVE SERVER@SERVER-PC:2344
FoE @192.168. 1.15:49218 has joine SERVER@192168.1.15:49218
«SERVER@SERVER-PC:2344> Hi from Sased
<SERVER @192, 168, 1.15:49218> Hi from Nazar
<SERVER@SERVER-PC:2344> Hi from Saeed
Message:
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SmartSniff szt 3s] oo wligdas 1(4.13) Ka
rSmarlSnif‘f M1

SmartSniff +2.00
Copyright (] 2004 - 2012 Nir Sofer
hittp: / fwww. nirsoft. net

JSLedl Clast o Lo OISl peiige B3le wsdiiny g = ST k) bl B
Ko 3 LT ysS i malbipl snd cp 2k b L) DL — Lede Oglan &) SIS0
Y S JWL 5 = pdas deds pui Y bl e eV Bl O Lhes e e ¢ (414
IV o el anly Uyl o g Lo )l g2 Jo allay O awlll lesY 4 (S
A

bl ¢ 3aae sé alla) 22 0 o 0 (4 14y K

C O filey///C;/Program%20Files%20(x86)/NirSoft/SmartSniff/report html

PONG 1 p

M\u@-L;;—yu)\wi:aﬁb(wg\j—@ujg\yz,;@\wxwg:ﬂsw
Lpies & o)l L) LUl cals gl 5 odlel 3, ST asCadl a1l Laes e (4.15) ISa st
ZJL\NJJ‘ ol UT e Jlx:j\ f: 9 (.(HGX) ag.fzx.:m %) Jg.& L5L° C)).@.b S ¢ (416) Jg.& ¢
Copd 3 o malpd) Loaddy @) Bheaddl Slishall IS e el Aanlyy Wlu)) @ Sla
5 JLoVh g 5 LU 5 o bl IST g (6T pslis 5 pondl JsSadl oo & 5 (4.17) S
Gyt o g ALY e SW s ) UL 5 ¢ Lilas e ST @ By Lolidl e clS e

U ey il e ) — L)
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U b om e 336 0 (415 S

.[Mon Dec 2 13:09:33 2013] : 3 @241 Babwall oz

[saeed mohamed]:

T o 5]
52 AL
i

i
(£

bl ¢ 5aia by 522 e o 1 (4.16) S

c O file:///C:/Program%20Files%20(x86)/NirSoft/SmartSniff/report.html

[29/01/35 01:09:58 &:624]

PONG 1 pMESSAGE 1696 52e3523cBaaT83c5476dd17623Tab3ef86ffaad5787eeldel

[29/01/35 01:10:03 §:624]

L) Al Jo 1Sl 07 5 e o 0 (4017 K

(e N3] file:///C:/Program%20Files%20(x86)/NirSoft/SmartSniff/report html

Index 2

Protocol TCP

Local Address 192.168.1.1

Remote Address 192.168.1.15

Local Port 2358

Remote Port 27753

Local Host SERVER-PC
Remote Host WIN-IMIOS594B4Q0O

Service Name

Packets 221
Data Size 4,791 Bytes
Total Size 13,696 Bytes
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Any Wl o b dly B Izl psid 83 13 Ubl Ll BLo) ¢ e §a2d) e Lk
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uwmduji\dufw&m(cow\wc&u 418y KKz

# Conversation::sendMessage(const QString, const QString)

58 MSG = message;

59 MSG.append (MessageSeparatorToken) ;
60 MSG.append (m_mePtr->name () ) ;

61 MSG.append (MessageSeparatorToken) ;
62 v if (15Chatt1ng3tarted 1) _
66 b else

1 cipher = encryptMSG (MSG) ;

Zp if (cipher.isEmpty())

1a else

82 {

83

,4| m_connection->sendMessage (cipher)
B5 }

}

055 0F a5 ¢ (419) S @ WS wn Wl Jlgl 5 = haed) s — malpd) Jris ¢
@ ¢ ol e ol htadl) Sgim SlasT e 556 el Gl ol malipdl e (621 e
gl Slasly - IS sl abiwi oz b A g = add ebpd) BB Jadll 5 el asly ool
S ) ey ¢ B w3 3 ot s psall e ¢ (4.20) JSs b g e
@ sr Al Jof @ b @ el ol 0 els g b o b elay | audandd Al of s

AL E N B (3 mog g e Jop UV BN wBg5 (3 ol Jof wdlg
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e bl sl e stz (4.19) IS

..[Mon Dec 2 14:00:21 2013] : 3 @b2401) Lalwalt )

[saeed mohamed]:

| A

ol Bl s it s 1 (4.20) (s

-[Mon Dec 2 14:00:39 2013] : 2 @bsyl) Lstowall )

[saeed mohamed]:

Hi From Saeed.

AL

| o b W) 35 ¢ ggo o

il 11.4

Sansly pladll L)l Lsdly kel )l COlgd) amy lanal g i3k & QU M 3

Loyl 9 A.DJ; (c: 4.1.3&&5) oﬂjﬁu’uﬁ C‘J.L“ day Aol CA\JJJ‘ VU‘).’ Uo‘f&wy wloY ¢

91



D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

L

s AdlAl)

B o) g BLEL 05 Of g Sl y wolsll ol 1 OBl 38 ) s 1S
L Lein of Jdo & Jl coboghall el izl Jle 3 ) 26l ) 2l
ewﬁw\jgﬁs(},q@ujwsw&%a@wxﬂmwuc@ofjw
g 5o B ad Olges 0 O Lo g Ol g il b Tase 0 OIS Lo 1ty
el W) Oyl dasdl O lses 2Ty L mat wmesy T oy dast L o ey o)l Loy

e 9 e Gy @ 1 el 5 — U OU Bl — ollbed) livld mabil 3ad -1
claslall ol el g Bl paidl) Sl et aldsaaly 22N pe Al Ll OLYY s
3L Olssdl 3 Ll e Bols ¢ Ol ke JI2 (3 degaill slall wal usT 2
b 3 sl & Y ol e S O g L Bl Bl o) Alsle b s plaza)
OLY e e sgad 2l 5 g gl Sliged Aol ¢ Sligedl il (3 sl psle
degell pshall pliscraly aadly ISTal ales 5 aeade Jsb> 5180 095 5 o)l e aal -3
BL e toad Lo 5 3L Lged & e 5 ) 5 ¢ IS (3 Lzl 09U BB )
A8 Gefsn by sl 5 IS

F Ol ded) g Olo sl

il y degll Sl e bl BLeY (CryptoEngine) pisd) i ks
Jpge Lslazel @ gl SHAZ &l 8)lua¥W) — oW1 (plbly Jips V1 s oS

.C)L:.LE.U e oj;.é« 9 OLA;Y‘ L;j:.w

92|



D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

OLY) (Sstmn o 83Lzad (Linux) oS Jordd ol o fand oill) oo 2o s 3
plad o 5T Jorts ol e fnd (o)l Bend) golinll o i sl 5 ¢ b ()l ah
LY Gtn iy pIN) e 2T Liilsdl e (Android) g0

Al et 5 wilal) el (St Gped oo gl CitlBgll g Sl o e Bl 4
i Y el g g A5l SIS Sledst BLol SUIST 5 ¢ feaall alid pogen I
O e ssadd

= e Sy ksl s olglal) el g pasdl oo 3 gl ol a3 el 5
Al oS Sl b 5 gl g pgll i Vs Lol e g WY1 e ) )W S
WA

93



[1]

2]

[3]

[4]
[5]

[6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

O s s — 1y plla — ASC2)1 s Bgisal) g Al SUsboudl s 2 pls sk

Bibliography

Ezust Alan and Ezust Paul, Introduction to Design Patterns in C++ and Qt, 2"
Edition, Prentice Hall, 2011.

McCullagh Declan, How safe is instant messaging?, visited in March2013,
http://news.cnet.com/8301-13578 3-9962106-38.html

Menezes, Oorschot, and Vanstone, Handbook of Applied Cryptography, 5t
Edition, CRC Press, 1997.

Milewski Bartosz, C++ In Action, RO Release.

Molkentin Daniel, The Book of Qt 4: The Art of Building Qt Applications, 1*
Edition, Open Source Press GmbH, 2006.

National Institute of Standards and Technology, FIPS PUB 140-2, SECURITY
REQUIREMENTS FOR CRYPTOGRAPHIC MODULES, March 2002.

National Institute of Standards and Technology, FIPS PUB 180-4, Secure Hash
Standard (SHS), March 2012.

National Institute of Standards and Technology, FIPS PUB 186-3, Digital
Signature Standard (DSS), Gaithersburg, June, 2009.

National Institute of Standards and Technology, FIPS PUB 197, Advanced
Encryption Standard (AES), Nov. 2001.

Ramnath Sarnath and Dathan Brahma, Object-Oriented Analysis and Design,
Universi-ties Press and Springer.

Schneier Bruce, Applied Cryptography, 2™ Edition.

Stallings William, Cryptography and Network Security, 5" Edition, Prentice
Hall, 2011.

Wei Dai, CryptoPP, visited in :March 2013,
http://www.cryptopp.com/wiki/index.html

94 |



Lo S 8 Y S

i

e

-1

Lo L WY S

-1

oo T o i T o5 o T S T R S T S O T

e P P P e
[ e’

LA s Lo

D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

1

:cj;;l} etl&ﬁ é)éhi (;}A ZEfSLA& .

: CryptoEngine i I
:celib.h ale .1

/! eelib.h:

#ifndef CELIB H

#define CELIB H

#include "../CELIB/cedll.h"

#include "../CELIB/CryptoEngine global.h"

namespace CELIB {

enum OP MODE {ECB = 1, CBC, CFB, OFB, CTR, GCM}; // Operation Modes.
enum CIPHER RLGORITHM {AES_ALGORITHM =1, RSA RIGORITHM, DSA_ALGORITHM} ;
enum Padding { DefaultPadding = 1, NoPadding, PRCS7 }:

/ /enum Keylength {MIN = 1, MAX, DEFAULT};

typedef CryptoPP::SHA256 SHAZ256;

typedef CryptoPP::SHA3B4 SHA3B4;

typedef CryptoPP::SHAS12 SHAS12;

typedef CryptoPP::SecByteBlock SByteArray;

typedef CryptoPP::Exception Exception;

class CELIB EXPORT SymmetricCrypto : public QoObject {
Q OBUECT
public:
SymmetricCrypto():
virtual const QBytelrray encrypt(const (ByteArraye plainText, bool * 0K = 0) 7
virtual const QByteArray decrypt{const (ByteArraye cipherText, bocl * OK = 0) = 0;
virtual ~SymmetricCryptol);
virtual QString className()const;
private:
QString m Name;

i

class CELIB EXPORT PublicKeyCrypto : public Qobjectf
Q OBUECT

public:
PublicKeyCrypto () ;
virtual const QBytelrray encrypt{const QByteArraye plainText, bool * 0K = 0) = 0;
virtual const QByteArray decrypt{const QByteArrayé& cipherText, bool * OK = 0) = 0;
virtual const QBytelrray sign{const QByteArraye msg, bool * OK = 0) = 0;
virtual const bool Verify(const (ByteArraye signature, const QBytelrray &msg)= 0;
virtual ~PublicReyCryptol);
virtual QString className()const;

private:
QString m Name;

i

}

$endif // CELIB H
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//a=s.hz|
#ifndef AES H
#define RES H

#include
#include
#include
#include
#include
namespace CELIB

D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

<QObject>
"../CELIB/cedll.h"
T ACELI B e lib B
" _/CELIB/SymmetricKey.h"
"../CELIB/CryptoEngine global.h"

{

caes.h ke 2

class CELIB EXPORT AES :public SymmetricCrypto{

Q OBJECT
public:

AES (SymmetricKey &key,
AES (SymmetricKey &key,

const
const

AES (const AES& other)s
virtual ~A4FS():

AFS& operator=(const RES& other) ;

bool operator=={(const AES& other)const;
//Encryption:

const QByteArray encrypt(const QByteArrayve plainText, bool * OK =

OP_MODE mode) ;
QByteArray &ivFromHex, const OP MODE mode) 7

ay;

const QPByteArray test{const QByLeArrays pt};

//Take scurce file path & destination file path as input:
bool encrypt(QFile asourceFullPath, QFile &destnFullPath);
//Decryption:

const QBytelArray decrypt(const QByteArrave cipherText, bool * 0K =

01:

/{Take source file path & destination file path as input:
bool decrypt(QFile asourceFullPath, QFile &destnFullPath);

//key & iw:
inli bool
i bool
in bool
i void

inline

setKey (const SymmetricKeye key):

setKey (const QByteArrave kev); // key as Hex.
setIV(const QByteArray& iv); // IV as Hex.
setOFMode (const OF_MODE mode) ;

const SymmetricKey& currentKey ()const;
const QByteArray currentKeyHex () const; //return KEY as Hex.
const QByteArray currentIVHex()

const;

virtual QString teStriang() const;
QString currentOPMode ()} const;
inline const byte& currentIV()const;
virtual QString classhNamel() const;

signals:

void error(QString err);

private:

i void
vaid
void
void
void
vaeid
void
vaid
void
void
void
veid

encryptECB (const
decryptECB (const
encryptCBC (const
decryptCBC (const
encryptCFB (const
decryptC¥B (const
encryptOFB (const
decryptOFB (const
encryptCTIR (const
decryptCTR (const
encryptGCM({const
decryptGCM (const

@5tring m Name;

symmetricKeys m Key;
byte m IV[CryptoPP::RAES::BLOCKSIZE];
0P MODE m Made:

QBytehArrays plain, QByteArrayé& cipher):
QByteArray é&cipher, (ByteArrays plain);
QByteArrayé plain, QByteArrayé& cipher):
QByteArray &cipher, QByteArrays plain):
QByteArrayk plain, QByteArrayé& cipher):
QByteArray &cipher, QByteArrays plain);
QBytehrraye plain, QByteArrayé& cipher):
QBytelArray &cipher, (ByteArrays plain);
QByteArrayé plain, QByteArrayé& cipher):
QByteArray &cipher, (ByteArravée plain);
QBytehrrayk plain, @ByteArrayé& cipher):

QByteArray &cipher, QByteArravse plain, bool * integrity
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:v.il.d\ isewd

s client.h :als .3

#ifndef DCLIENT H
#define DCLIENT H

#include <QOCbject>
#include <QHostRddress>
#include <QStringList>

#include "CELIB/INCLUDE/CELIB/rsa.h"

N

10 {

(3

i

publ

8 #include "aregpending.h®
g namespace ClientMGR

class Client : public QObject

Q OBJECT

public:

enum STATUS{
ONLINE,
OFFLINE

}i

enum GENDER{
MALE,
FEMATIL

it client(leng cid, QString name, (OBvteArray [passwd
» QString email, @String gender
; DString location; QObject *parent = 0):
virtual ~Cclient();
const long cid()consts:
const QString name () const;
const bool isPasswdCorrect(const QByteArrays passwd) const;
const bool isPubKeyCorrect (const CELIB::RSApublicKey* othrPubKey) ;s
const @String email()const;
const @String gendexr{)const ;
const @3String locatien()const ;
const @String status()const;
const bool isOnline{)const;
const QHostAddress myIPAddress () const;
const int myPort()const;
const CELIB::RSApublicKey publicKey{)const;:
const @ByteArray publicKeyHex ()const;
const @String contactsList ()const;
const @3tring RegPendingFromOthersToMe () const;
const @String RegPendingFromMeToOthers ()const;
const QByteArray passwd()const;
virtual QString toString()const;

const QString toString2(}const://used with sign in request to send contact data.-

ie slots:

void setIPAddres(const QHostAddress ip):

setPort (const int port);

setPublicKey (const CELIB::RSApublicKey* pubKey) ;
removePublicKey(); //Only used when encryption failed!.
setStatus (const STATUS status):;

setPasswd (QByteRrray &passwd);
addRegPendingFromMeToOthers (const long cid):
removeRegPendingFromMeToOthers (const long cid):
addRegPendingFromOthersToMe (const long cid):
removeRegPendingFromOthersToMe(const long cid):
addcontact (const long cid);

removeContact (const long cid);

setContacts(const @String contacts):
setRegPendingFromMeToOthers (const QString regpZothrs):
setRegPendingFromOthersToMe (const QString regqp2me) ;s

private:

GENDER. toGENDER (const @String gender):

long m_cid;

@String m_name;

QByteArray m passwd;

QString m email;

GENDER m_gender;

@String m_location;

STATUS m status:

QHostAddress m ip;

int m_port;

QStringlist m contacts;//contains contacts CIDs.
CELIB: :RSApublicKey* m pubKey:

ARegPending m regPendingFromMeToOthers;// Holding CIDs
ARegPending m_ regPendingFromOthersToMe;// Holding CIDs

I
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server.cpp w4

1| F/server.cpp:
tinclude <QtNetwork>

#include "connection.h"
#include "server.h"
namespace ConnectionMGR

{

Server::Server (QObject *parent)

{

!

{

}

: QTcpServer (parent)

listen (QHostAddress: :Any, 27755);

4 QString Server::ipAddress() const

QString ip;
QList<QHostAddress> ipAddresseslList = QNetworkInterface::allRddresses();
// use the first non-localhost IPvd address
for {int i = 0; i < ipAddressesList.size(}; ++i) {
if (ipAddresseslist.at{i) != QHostAddress::LocalHost &&
ipAddresseslist.at (i) .tolPvdAddress()) {
ip = ipRddressesList.at(i).toString();
break;
1
1
// if we did not find one, use IPvd localhost
if (ip.isEmpty())
ip = QHostAddress (QHostRddress::LocalHost) .toString():
return ip;

0 4 void Server::incomingConnection(int socketDescriptor)

{

}
}

emit newConnection(socketDescriptor);
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WO E N

: contactlist.h :cals .5

#ifndef CONTACTLIST H
#define CONTACTLIST H

#include <QLinkedList>
#include "contact.h"

4 namespace ContactMGR {
a4 class ContactList : public QLinkedList<Contact*>

{

public:
explicit ContactlListi{);
virtual ~Contactliist();
bool containsEmail (const QString& email)const;
bool containsName (const QStrings name)const;
bool containsContactPtr{Contact* const contPtr);
PString contactName({const QStrings email)const;
gString contactEmail {const QStrings name)const;
Contact* contactPtr({const QStrings name)const;
void append(Contact® const contPtr);

public slotst

private:
ContactList{const ContactlListe):
ContactList& operator=({const ContactList&};
E
}
#endif // CONTACTLIST H

JII
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#include
#include
#include
#include
#include
#include
#include

int main

{
QRpD
QTex
QFon
QFon
QFon
app
app-
app
app-
app-

D s s — oy pllas — IS e Bgigall g Aa) Sislonall s Y allai gl

:main.cpp : ks .6

<QApplication>
<QTranslator>
<QMessageBox>
<QFontDatabase>
"mainwindow.h"
"dboperation.h"
"dardashat.h"

{int argc, char *argv[]l)

lication applargec, argv);

tCodec: :setCodecForTr (QTextCodec: :codecForName ("utf8")}) ;
tDatabase: raddapplicationFont ("FTBLDHAD.TTE") ;
tDatabase: :addApplicationFont ("TRADEDO.TTE");

tDatabase: raddapplicationFont ("TRADO.TTE") ;

.setApplicationName ("ZRJIL");

setApplicationVersion("1.0.1-BETA");

.setDrganizationDomain{"sudasoft.com");

setOrganizationName ("SUDASOFT SOLUTIONS LTD.");
setlayoutDirection (Qt::RightToleft);

QTranslator translator;

tran
app-
QFili
if (!}
{

slator.load("drdshTr ar");
installTranslator (&translator);

e dbaseFile(gString("dBase.db3"})) s
dbaseFile.exists())

OMessageBox msg;

msg.setIcon (QMessageBox::Critical);

msg.setText (QMessageBox: :tr("Fatal Error:")):;

msg. setInformativeText (QMessageBox::tr ("Database file Does Not exist, Unable to run.")};
msg.setDetailedText (QMessageBox::tr("Can Not find database file ["+dbaseFile.fileName ()

-toutfl()+"], please be sure that file is exist "
"then run the application.™));

msg.setDefaultButton (QMessageBox: :0k) ;
msg.exec()s
exit (EXIT FAILURE);

}

dBaseMGR: :dBconnect dbc(@String ("QSQLITE"), dbaseFile.fileName()):
dBaseMGR: :dBOperation dbo (dbec, @String("").

QString(""), QString("localhost™)):

Dardashat drdsht(dbo) ;

MainWindow mw{drdsht) ;

mw:init{);// show splash

if{mw.signedIn{))//if user signed in successfuly, show main window.

{

mw.setContactsLists ()
mw.show () ;

}

return app.exec();
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