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Project -1

MEX OLHE

All devices

= >

q X

Reuter 1700
Router c2600
Router 2691
Router c3600
Reouter 3700

PLX firewall

ASA firewall

p & ri; AW+ router

Juniper router
& Ethernet switch
s Ethernet hub
= ATM bridge

RS ATM switch
E Frarne Relay switch
EtherSwitch router
105
“  Qemu guest
VirtualBox guest
" Host
Cleud

asboll JM> o VI aijp>l Jocg ailSuuw 8lSeo) alawg o cligySulold Su plg
plbi Luwaii piv > (Virtual Machine) avaswidl wuawlg=dl 9 aol oVl
W\9 jodiwgdl JM> o el e Josllg ansl oVl aislodl o\ lig)Sulodl Jasuini
alolS asiuw sl HlisY asls e aiy,dll 0dd CilS lodg wisicdl LoVl el
W\ UlS . dae Wlniio) alolSing acgiin S Hlizlg paowai ailSol (g Vg
Gliuw VU ploVl (Jl 6,uaS dgbbcy WLSxollg WISl clypus pB A9 o)l Luusi
W\ ppll> Uludg (GNS3) JI J>lu Jodl (8459 o\ LigSulall J>Y 2wl dasy
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I have simulator, I am running on
GNS3 Network simulator

) .
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Juniper’

Lig Sulo 650> o WgSioll lSiuindl Joe 85 Jupani UsSs oS s oo dylslg
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(Jos)l Olslisl) @zl wlgsl
WL @Sl bul, oo api oS (GNS3)  Slxoll 2wl -)
) www.gns3.net
pruiaang (Quick Emulator) gijudl \Slxoll Laul (swouws :(QEMU) 2wlu -Y
bul) go aupi USeug VS JSuiw wewl> jlg> gl Jols jlg> Skl bdle
www.qemu.org : NUWI as il
SVl Swmaidll wiloll 9dg (Mikrotik ISO file) lig)Syloll plai) gjul ko -¥
wowl> jle> Sl e wmaill 3B UsSug &S il 8990 Lo Al (So
OlilSoVl > e adJ Ulgioll o Mall )9lgiig (Lol sl gl N ja9)
SV i Sgivmall o 2yMi9 LIl 991l gloll > ey L) a>Lioll
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asloll plasiawl lwlw U,S5 LS ales 8Skxo Sow ligrSulodl Ul ,SUL yua>
2 SNdlg Lo piisiow Nl adyyboll plasuiawl gl (Winbox) JI 2wl g asol,uoVl
.S i oS lasSVlg JooVI
GNS3) JI (JI &b WJl aslol
JI o alsly gaig (mikrotik) awouwig aw yo,idl 9 MA> wlo (§low pos
Lig ) Sulol) gVl A Azl gaoi liSg abeo dl9g alyjuis Led Sl (gemu)
(command prompt) j9augll 9 UiVl Jlouw guss pgii pi (Mikrotik.iso)
1aAJUI Ol VI wesug
C:\ cd mikrotik
C:\mikrotik>Qemu-img.exe create mikrotik.img —f qcow2 256M
i Al Lwd Sl Mxoll J=1> 9 cligrSulol) auol udl 6)0.0 sliwil pind
VS clS el ddlw,
Formatting 'mikrotik.img’', fmt=qcow2 size=268435456 encryption=off
cluster_size=0
HE NV H] B CTV FELSREVI I
C:\mikrotik>qemu.exe mikrotik.img —boot d —cdrom "“mikrotik-6.12.iso0”
i plaid alijuiu Lo Sl gVl wlo puwl 98 (mikrotik-6.12) Ul >
il ay,bll gusivg Lig,Subll waauiw (Qemu)Jdl posuuw UVIg clig,Sulall
:aJUJl 6291 5\ loS

# QEMU - Press Cirl At to ext grab.

PFE
|:=I |“| [
A1 advanced-tools

A1 WsEer—manager
X1 multicast X1 wirelezz

system (depends on nothing):
Main package with bazic services and drivers

a9 jo Ml o.\sb wJl do=ig (gemu) 619U (9l wuaiidl Jloisl .uug

C:\mikrotik>gemu.exe mikrotik.img —boot c
(System shutdown) JWI ¥l U pgiid cigySulell Joc cu 649U ,pboil
(qemu)Jl 619U HMel pgsig (Yes) pi
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(symbol manager) pJ (edit) aoild Jl Ldlig (GNS3) Jl 2wl gusy pgsii UVIg
:aJdUJl 629Ul o loud

®  Symbol Manager @
Symbol librairies Customized node settings
Library path: Mame:
E] Type: Router c2691 - ]

Add ] [ Remove

Available symbols

Customized nodes
4 = Built-in symbols
D PIX_firewall

a frame_relay_switch
T3 call_manager

wi¥ access_point

a optical_router
_[?! asa

o~ computer

a sip_server
% dslam

= atm_bridge

a router_firewall
i

m

gemu_guest
route_switch_processor
i = -

a label_switch_router
cloud

& voice_router
Bl is -

pedl e yiig (router firewall) (SWJg plasuiaw )l alls o>Vl oo Sl b
wo VI il Jl aisloy 8491 waakio S\
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®  Symbol Manager @

Symbol librairies Customized node settings
Library path: Mame: Mikrotik
E] Type: lQemu guest - ]

add | [ Remove

Available symbols

»

Customized nodes

4 = Built-in symbols e router firewall

D PIX_firewall

a frame_relay_switch
B call_manager

@i access_point

a optical_router 2
2.

m

computer

sip_server B
E dslam

= atm_bridge

a router_firewall

qemu_guest

U3 route_switch_processor

a label_switch_router
cloud

@ woice_router
BN i 2

.(ok) pu (Apply) pv (qemu guest) acgs >axig (mikrotik) ySJ9 puwl aubig
:a Wl 69Ul ,ploi) (preferences) ,Lwg (edit) aoild Jl Ll WYIg
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¥ Preferences [ 7|2l

General | General ‘
Dynamips
General Setfings | Terminal Settings | GUI Settings
Capture
Qemu Language:
VirtualBox (Engish (en) -

Launch the project dialog at startup

Use relative path for projects

Include & screenshot when saving a project
Automatically cheds for update

Delay between each device start when starting all devices:

1 seconds

LLd

Autosave:
0 seconds =
Paths
Projects directory:
C:\UsersMUSTAFA\GNS 3\Projects (o)
05 images (105, Qemu, PIX etc.) directory:
C:\Users\MUSTAFAVGNS 3\Images E]

Configuration file

C:\sers\MUSTAFA WppDataRoamingans3.ini

Import ] [ Export ] ’ Clear

o [Coma ] [ romy

:a Ul 629UJI ,phbiJ (gemu guest) pi (gemu) Jl DL
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" Preferences @

General | Qemu ‘
Dynamips
General Settings | QemuGuest | PIX | tunos | asa [ ms [ aws |
Capture
Qemu Qemu Guest Settings
VirtualBox

Qemu flavor: [Defﬁult - ]

Identifier name:

Binary image: [I]

RAM: 128 MiB

4k

Mumber of NICs: &

Ak

NIC model: [e1000 -

Qemu Options:
[ use KvM {Linux host anly)
[ Add user network backend

|| Monitor mode (pause and resume)

[ Save l[ Delete l

Qemu Guest Images

Mame Image path

[ CK ][ Cancel H Apply ]

binary ) Uil 6,9.0)1 Maxiv pgiig (mikrotik) ,SWe jlexl puwl JIdU pgs
:a Wl 639UJI 59 oS (image
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X5

¥ (Qemu image

£ Searches
1M Computer

bios

[

10/16/2010 6:56 AM

VLC media file (.bi...

e,
@u'| . » Computer » Local Disk (C) » mikrotik » - | 5¢| | Search mikrotik yel |
Organize Mew folder = 0 @
dr My Music g Mame Date modified Type it
= My Pictures i )
i . keymaps 5/8/2014 9:03 AM File folder
3 My Videos i )
J gemu 5/8/2014 9:03 AM File folder =
# Saved Games ) 3
L | bamboo.dth 10/16/2010 6:56 AM  DTE File

) | gpxe-eeprcl00-80861209.rom 10/16/2010 6:56 AM  ROM File
& Local Disk (C) - o ,
) | gpxe-eeprol00-80861229.rom 10/16/2010 6:56 AM  ROM File
8. SRecycle.Bin — ~ o
= %] libz-1.dll 9/13/2009 6:13 PM Application extens...
, CMB0S . ~ o ) o
Dl & linuxboot 10/16/2010 6:56 AM  VLC media file (.bi...
J Del
144 mikrotik 5/8/2014 9:31 AM Disc Image File
. download - - Y -
] E mikrotik-6.12 5/3/2014 12:48 PM WinRAR archive
. inetpub . . ~ o ) o
— o multiboot 10/16/2010 6:56 AM  VLC media file (.bi...
. mikrotik . ~ o )
|| openbios-ppc 10/16/2010 6:56 AM  File -
J MOC
- 4| 1 | 3
File name:  mikrotik - [Alfiles () -
[ Open ] ’ Cancel ]

»uig iVl OyS g9i9 jlpxl) a>,uaoll A9lndl dacg (RAM) 6,S1MI Hlase daxig
:aJll 639UJI 9 losg (Apply) pi (save) e



Y A5 g 3 Sledl O laided OLSOEIl 53051 5395 o oLl s jxdl

" Preferences @

General | Qemu ‘
Dynamips
General Settings | QemuGuest | PIX | tunos | asa [ ms [ aws |
Capture
Qemu Qemu Guest Settings
VirtualBox

Qemu flavor: [Defﬁult - ]

Identifier name:  mikrotik
Binary image: C:\mikrotik\mikrotik.img [I]

RAM: 128 MiB

4k

Ak

Mumber of NICs: &

NIC model: [rtiB139 -

Qemu Options:
[ use KvM {Linux host anly)
[ Add user network backend

|| Monitor mode (pause and resume)

[ Save l[ Delete l

Qemu Guest Images

Mame Image path
mikrotik Chmikrotikhmikrotik.img

[ CK ][ Cancel H Apply ]

WO\ LilSlxo ,Sou W\l 65p>V1 Aild Il ol A9 jlexS ligySulodl Ul A= UYIg
rad Wl 5101 5\ LoSg 6LSLeoll 518U (sJI UMSYIg el o,Lisd (GNS3) JI
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" GNS3 Project - 2 o[ ()

Eile Edit ¥iew Control Device Annotate Jools Help

L_.:%_ QL).g’;f ESJ'!’ ) . q? - 2. L B ]

All devices [ + | Captures -4

rl

Hostname  Interface

m

# Ethernet switch
& Ethernet hub
=W ATM bridge
0.8 ATM switch

S Frame Relay switch

Topology Summary 5 X
) mikrotik
& gemu guest
] I 3
B Host
Cloud Console 5 X
e Mikrotik GMS3 management consale, Running GMS3 version 0.8.6,

Copyright (c) 2006-2013 GN53 Project.

==

Topology Graphic View (Workspace).

649U ,ploi) (Start) ,lsug oy 6,80 gl e i aloy) Ay 9l Ja9 aloc caudg
yoow e Jodl laug Lpl> a9 ;L= (user name and password) wlbi (qemu)
raJWl 639 o 5le=dU ol ,olgVI

E | QEMU ({mikrotik) - Press Ctrl-Alt to exit mouse grab =] @

MMMM MMMM KKK TTTTTTITTITT KKK

MMM MMMM MMM III KKK KKK RRRRRR o0oooo TTT ITI KKK KKK
MMM HH MMM III KKKEKK RRR RRR 000 000 ITT ITI KKKEK
MHH MMM III KKK KKK RRRRRR oo0 000 ITT ITI KKK KKK
MHH MMM IIT KKK KKK RRR RRR 000000 ITT ITI KKK KKK

MikroTik Router0S 6.12 (c) 1999-2814 http: s wwuw.mikrotik.com~

ROUTER HAS NO SOFTWARE KEY

You have Z3h38Bm to configure the router to be remotely accessible,
nd to enter the key by pasting it in a Telnet window or in Winbox.
Turn off the device to stop the timer.

See www.mikrotik.comskey for more details.

urrent installation “software ID": DWBE-EKWU
Flease press "Enter” to continuet

ASuis by WS Zomitd 531 > 9 S0 sl Jol sde paadl Ywod vpiis Ld VI
Lgslol Hluislg Wpilslacl buog s Skeoll 14D (59 alolSio cligySulo
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Y welaoll Saxi clig,Suloll

S\ Lig)Sulodl 8Slee @S I Jliodl 13D Lo JoVl ciodl 9 Lhogi Ul asy
SVl 5Lzl 1id go Joladl @S e Waskdd podl b (GNS3) upuiddl (s\Sloeoll
s @ lino JSai \8 olidoy,

mikrotik

Bb e VI jilo JSuin aze Joladl Sos ¥ igySiloll 0L Wi los g
a9, 209 ba> aSuuinll pio o wlhbii willg (command terminal) ,olgVl 619U
LigrSulodl Uiy a0 VLS gl pasiume Jwu &ilziwwdl ol GVl o s
Uﬁﬂlpyl)mpgs&wéplmwdu\squaw&uu
Joleidl 9 abludl e Ugicew il digrSuloll (wisiomo oo Sl alasy
Ml Jos il gabiaww waS (SJg (winbox) o,...g.udl oVl ui,b e 6,I>Vlg
S(GNS3) wlsuidl wblxo @ W\9 81dVI 04D (i b e clig,Suloll

tpol Low)d V9 dic Cusxiow bo 14D

Ul A 2woaii 6 uaS Qg v juois Aule Jowi Sl Ol (Sl UL Lulw LS s
lade Josi Sl ozl lugaw by s by 0592> jusig a1y asaw by
Clad aus

oo lej> At Lgwldl 14D juisug wewl> U3l audlusl asui buy 4l psi
lasuindl el

T piv s g

aolol pgii ol ksl asw U ,S g9 (loop back adapter) o b (G b e
W Jsb aSuidly wewldl G Jogdl aals> ueS) uaswidl Wgwl I
i\ loSg (GNS3)

> gl e pouVl el (i b e (device manager) 6>Vl yio gusy posJ
: s\l o) apsliao 819U ,plbid ,igamn9SII
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=1 Eo )

A Computer Management
File Action View Help

E'é‘ Computer Management (Local | pame Actions
4 [ system Tools ]ﬁ System Tools Computer Management (L. &
> @ Task Scheduler
> E Event Viewer
» | Shared Folders
» #l Local Users and Groups
> @1] Performance

=4 Device Manager
4 %5 Storage

= Disk Management

> Ty Services and Applications

= i
=% Storage More Actions 4

:; Services and Applications

:aJ Wl 649UJI o) (Device manager) (sJe i
T

A Computer Management
File Action View Help

| H

A Computer Management (Local | a (= MUSTAFA-PC Actions

4 [/} System Tools B @ Batteries Device Manager a
» (B Task Scheduler +-€) Bluetooth Radios

X More Actions »

> Q Event Viewer - 1M Computer
» @l Shared Folders <y Disk drives
» &l Local Users and Groups L. Display adapters

, (&) Performance » iy DVD/CD-ROM drives
iy Device Manager s g IDE ATA/ATAPI controllers

4 (=3 Storage b
= Disk Management
» Dy Services and Applications

@ IEEE 1394 Bus host controllers

wj Imaging devices

Keyboards

Mice and other pointing devices
Menitors

Metwork adapters

Other devices

Processors

I SD host adapters

b -%| Sound, video and game controllers
- M System devices

B ¢ Universal Serial Bus controllers

»pbaJ (Add legacy hardware) ,Uswg Goul ywolo 685 ,iguogS)l puwl e 2
:a Ul 609Ul o) (next) e 8iid Ma> lp> aslol 649U
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Add Hardware

The wizard can help you install other hardware

The wizard can search for other hardware and automatically install it for you. Or, if you
know exactly which hardware model you want to install, you can select it from a list.

What do you want the wizard to do?

(") Search for and install the hardware automatically (Recommended)

i@ install the hardware that I manually select from a list (Advanced):

| <Back || Net> | | Cancel |

:(next) (he ,hisg sVl )Ll Hlis

Add Hardware

From the list below. select the type of hardware you are installing

If you do not see the hardware category you want, click Show All Devices,

Commen hardware types:

'i IEEE 1394 Bus host controllers
iImaging devices

J: Infrared devices

%MEdia Center Extender
Ed]Memaory technology driver
L= Modems

"I Multi-port serial adapters

L4 Metwork adapters

EJPCMCIA adapters

m

| <Back || Net> | | Cancel |

6.9WJI ,phbiJ (network adapters) e a>gdj0 o, i 9 oMel 6a9UJl ,ploi

L WA
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Add Hardware
Select Network Adapter
Which network adapter do you want to install?

Click the Metwork Adapter that matches your hardware, then click QK. If you have an
installation disk for this feature, click Have Disk,

-
Manufacturer Metwork Adapter: i
Intel S Microsoft IP-HTTPS Platform Adapter

Sl Microsoft ISATAP Adapter

Intel Corperation
Microsoft 54 Microsoft Loopback Adapter
S Microsoft Teredo Tunneling Adapter

I T ST [ N R N JURPUY . RPN ) YRR (N P e a

’ Hawve Disk... ]

|, m

1

=) This driver is digitally signed.

Tell me why driver signing is important

| <Back || Net> | | Cancel |

Microsoft ) g9 uo Al W, S9 (Microsoft) pwwanll oMcl 319Ul o Hlisu
:(next) pJ (loopback adapter

Add Hardware
The wizard is ready to install your hardware

Hardware to install:

> .
g Microsoft Loopback Adapter

To start installing your new hardware, click Mext,

< Back | | Ccancel
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e il 98 aled lule llsy wallwll WSl wuais U)y9 Glei) oMel 810WI Hphas

:(next)

98 4 poii Lo JS8 audlol uolydl ol WlgSe izl ¥ Wl wuwaiid] ados 1
sl @iyl oigs VI Josi ¥ swly Lo 639>90J] j9uwe)l WlgSe a>l Jussi
tomaiil] audoc slpiil Qidso duilpdl 535U

Add Hardware

Completing the Add Hardware Wizard

The following hardware was installed:

- icrosoft Loopbac apter
L. P ft Locpback Adap
-

Windows has finished installing the software for this device,

To close this wizard, click Finish.

< Back

Cancel

i\ LS9 aslol Lwei A9 LiyS Ul axid 8>Vl jua0 819U Il L UYIg
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A Computer Management
File Action View Help

| 8| @

[F=1 Eow 5

é‘ Computer Management (Local | 4 2 MUSTAFA-PC

4 [[’j System Tools b E Batteries
> @ Task Scheduler > 8 Bluetooth Radios
> E Event Viewer - 1M Computer

» | Shared Folders
» #l Local Users and Groups

= Disk drives
L. Display adapters

> l@] Performance b 1 DVD/CD-ROM drives
=4 Device Manager » g IDE ATA/ATAPI controllers
4 %5 Storage s @ IEEE 1394 Bus host controllers
= Disk Management 5 Imaging devices

> Ty Services and Applications = Keyboards

B }“J Mice and other pointing devices

b - Maonitors
a4 & Network adapters

Bluetooth Device (Personal Area Metwork)
¥ Bluetooth Device (RFCOMM Protocol TDI)
Dell Wireless 1395 WLAN Mini-Card
-y Microsoft ISATAP Adapter
2 Microsoft ISATAP Adapter £2
) Microsoft ISATAP Adapter #3
~1&¥ Microsoft Loopback Adapter
- Microsoft Loopback Adapter £2
¥ Realtek RTL&168C(P)/8111C(P) Family PCI-E Gigabit Ethernet NIC (NDIS 6.20)
i Teredo Tunneling Pseudo-Interface

a -5 Other devices
-|[f Bluetooth Peripheral Device
- |[f Bluetooth Peripheral Device

|im Bluetooth Peripheral Device

i@ Bluetooth Peripheral Device
-y Bluetooth Peripheral Device
-|[f Bluetooth Peripheral Device
- |[f Bluetooth Peripheral Device

4 m b -[lm Bluetooth Peripheral Device

mn

Actions
Device Manager -
Maore Actions 4

2uig YwyMl S\ 6,9.0 Jgl N9 Qiwnoll Al by yig (GNS3) JI (Jl M UV
aoldl (QEMU) Jl 638U ,phis aSwuinl Jusuiv ead a3Vl Gliodl (e
g ;9,001 AnlSy pasuiuioll puwl sl wlli (il wlgVl sphig cligySilolu
Qogoll @il i Ldg A&, ,9,0)1 4olSy (UN: admin) usidl Juds Lilali Uess

Suiiugadl (I gk i (sl D (Host) Lgwldl WS (o Si Dy

:.s\Ju LS9 (Microsoft loopback adapter) 1gi olicol Sl ,SI

b Clgxl

" GNS3 Project - 55 Cloud name: C2

[E=E =]
Ble Ef So onis Uhues ciiiiis deis 50 nio_gen_eth:\device\npf_{38caT0da-4eb4-4181-a353-1a70322a1820}
= A T s oE = ~ Wiireless Network Connection is not connected
B > G) A 11l =] .- + =
MEA CANEAPIRSY == 1
nio_gen_eth:\device\npf_{65¢09295-86ad-42eb-8710-82ds841348b9}
Al devices 8 X Local Area Connection is not connected | Captures g8 x
Router Hostn Interfa
e ot nio_gen_ethi\device\npf {dbeb0172-b7f4-426d-8e36-T4ccfel 5es0} =
" Bluetooth Network Connection is not connected
Router
Router nio_gen_eth:\device\npf_{204bb31 c-3442-418e-adfb-e623d541.¢633)
mikrotik g 3
P& rover 11is connected to SW1 2
Router
S nio_udp:30000:127.0.0.1:20000 is not connected
] ASA firewall nic_udp:30001:127.0.0.1:2000L i not connected
B | v rout
[ ) o E" \ nio_udp30002:127.00.1:20002 is not connected
unipe router
g &P Ethemet suitch Sfrn [ o udea0003:127.00 120003 et connected
&P Ethemet hub o
&5 ATMbridge S=cagl i 1dp:30004:127.0.0.1:20008 is not connected L
e. ATM switch nic_udp:30005:127.0.0.1:20005 is not connected
- B Frame Refay switch
A ettt \c nio_udp:30006:127.0.0.1:20006 is not connected
therSwitch router 2
s nio_udp:30007:127.0.0:1:20007 is not connected
S Qemu guest - nio_udp:30008:127.0.0.1:20008 is not connected
irtualBex guest Topology Summary 8 %
= Host » 0
Cloud = &) mikrotik
» @
& Mikrotik swi
‘ i v
Console

GNS 3 management console. Running GNS3 version 0.8.6.
Copyright {€) 2006-2013 GNS3 Project.

=>

Topology Graphic View (Workspace).

——— T 3
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<)) uS) 98 b (SJg Yiniwgadl JI (1)) STl Loy, Wil L b>Mis

Wl vgawl> 9 iouwi wacl Ul a Jud9 Jud oliol SVl JU walll u,S ail
: Taud e S oSg (1)) puwl

rwlglsdl gl Leaw bl 9 asiidl We S b, axao Wl VWAl JMWS o
Start-> network 2> network and sharing center > change adapter settings >
;AW 619UJ1 59 oS w Sl ploud
[E=H E=R (==

@l\:jl=| & ¢« Network and Internet » Metwork Connections » - | 4 | | Search Network Connections 2 |

File Edit View Tools Advanced Help

Organize » Disable this network device Diagnaose this connection Rename this connection ﬁ:: - [ 9

t 11 l: Bluetooth Network Connection t Laocal Area Connection
= _ Unidentified network % Mot connected "-’.I. Network cable unplugged
.~ Microsoft Loopback Adapter ® 8 Bluetooth Device (Persanal Area . K W= Realtek RTLB168C(P)/8111C(P) Fa...

t Laocal Area Connection 2 l: Wireless Network Connection
o _ Unidentified network Mot connected
@~ Microsoft Loopback Adapter #2 ® deﬂ Dell Wireless 1395 WLAN Mini-Card

wle GxdU poiig axisig (Winbox) Jl Jl wdii guxo lloc Ul aslJ uVlg
W\ basyoll jlezdl W ,pbad (Weaswidl lugawl>) WiSuw o9 cligySuile 6p>I
10Ul N9 oS 85 Lol] 2wl 1> awol V] asuwidl
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[ »
© MikroTik WinBox Loader v2.2.18 (o= [[=]
Connect To: | 52:54:00:12:34:56 - Connect |
. MAC Address IP Address Identity Version Board Mame
e 52:54:00:12:34:56 0.0.0.0 MikroTik 5.12 x85
Password:
Mote:
Address
4| 1] [ 3

(Winbox) JI JI J>aig a&,ld ,9,0)l @olSg (admin) passwoll puwl wusid
aSaindl 8,15Y 0200 s SU poii
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: (VPN in Mikrotik) lig ,SuloJl (s\9 dus|,i9V| av ol asuaill

JlaiVl guold pasuiowi il wuSe awol oVl asiuildl pgpan gywin Lod Ul (Guuw
Jiiawog ol Jswin puiaclin Gaivlgs v Asduw V gl Asliw a>gisn A puc
0Ad pirxiawig WUlWI e gMbVlg Bl OYglxog il e sy
Loyl a>uw pi SA)lg (Tunnel Communication) aaidl JLaiVl popao QM_I
bl padlaoll i Barks @S e poall LSy UsSiwg Brlw gwss 0\
0y9:0dl N9 Yol ol 0Vl 2dg0illg igruloll Ulxiio plrxiawni ASuab e
roblacVl gusivg S| asiun Wl aruwgi Sou gd90ul 14D Ul lode aJUlI

Web Server
192.168.1.3

PC
192.168.1.2

B e Ether1 Ether2
e 1.1.1.1/30 192.168.1.1/24
§  Interwebs 3 =
“_ oF Mikrotik
k‘- o /") a

S\Dg lpiliol Al Lwlw Uopun 199 wlinbid] 83imi0 uisil] VLAVl ils L)
989 leguuis JiSVI )3V g9l e poull L v S0 uaw (PPPOE client and server)
al Sl $2ull U )by g V Sallg (Point to Point Tunnel Protocol PPTP)
giovg (A>ly plivwo lg>) a>lg WADg (a>lg Juwro lp>) A>l9 Haow dSixuaw
Ugpaw €94l 14D Uljuow (o . Uuo Auuwl> (I a>g0Jl A9l pMw VI o ausiuli
PPTP ) Uosil Liluwl> buai auaxdl jeaugll aokil Js Lu,aus ailslacl buo
Wkl (client

oVl JLaiVl 98 ,>Vlg jusuinig Auiol W boda>| yuylsw (PPTP)JI plaswiuwl Sy
JLaiVl jaSoidg (MSCHAP V2) usaind]l JgSgigy piiwwl cldg 8 aua0 LS juc
iAW Ol guii (remote) Jusall jlg=xdl go JgSgig | 10D alouwlgy

j :(PPTP) JI ,9 0w whdlacl

Wl wdl lwlw a> i pi S (LAN and WAN) Jl le=d]l A8le wiblac! oo asy
UP9> Sdog puwl daxi pi (+) Vil e e yhisg (POOL) JI pi (IP) wugwi
10Ul W\ oS (0k) e yiuig wolill
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Interfaces

I P Pool
: Pools IUsedAddresses.
Bridge —
|
Mesh !_tl E! _1!
PPP ‘Name / Addresses

IP I
IPvE P Il New IP Pool

Wireless

MFLS Name: t” POOL
Addresses: |172.16.1.2-172.16.1.254

VPLS
Routing P
Ports

Next Pool: [ hohe

Queues

Drivers

System P

Files
Log
SNMP

| lzers
PPTP ) WJI pi (PPP) wugi JI wdiid (PPTP) Jl ;90w Linl pgosi UVIg
:0ldl o, | 9 WS (0k) pJ (enable) ,L> e 2uo aMe uugig (server

Interfaces
Wireless : : :
B Interface ]PPPOE Servers Secrets  Profiles  Active Connections
i =it . ' |
= L'_';J =] [#] [j &1 | Y| | PPTPSewer | L2TF'IServer | OVPN Server | | |
PPP Name ‘| Type Tx |Rx ‘TxPac... RxPac...| Ad
IP M
[\.
iF3 Bl PPTP Server
MPLS

v Enabled -
VRLS Max MTU ’14130ma : -
: ;
Routing [ i L Cancel

Max MRU: 1460 \
Queues MRRL: : v

Drivers Keepalive Timeout: [‘30“ | -
285 ) Default Profil: | defauit-enciyption | ¥
Files — Authentication

Log [ | pap || chap

SNMP v| mschapl V| mschap2

Users

Radius

Tools [*

; 0 items out of 2
New Terminal
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29 pad | 13pd o ddicsodl JS Ja9 o paicmissw SVl Jg,ul Blow pesii LVIg
o9y Axiww Ldg (Profiles) wugw Jl pi (PPP)eugs e ,adb g
(+) wle e )il va> a>lg clinil pgii boilg logs el M9 Lo ud9>90
Moeo UlgisS 18 jull Ulgic >asuig (profile 256K) (Sws 0)lisu puwl SU auouuis
oLbliwl Sl yog=dl puwl W pbaud ppad] sle yiii (remote) Ulgisll yos.asus
S\ .(remote address) Ja> \9 douwl LUy po2id ,pbos pJ Ul o liig JudS Jud
(local) JI ¥ lulw oliwis Sl L9l Ulgic wusi (DNS server) JI Ja>
2goumoll JliiwYlg Jlw,W laie (swadl iz (limits) wugw e i Wdasug
Saxig Mgyl 10D Ugodswiaww (WAl pwedsuawol 9l pasuiwodl  1ip)
lporis uslboll @oasdl ducgi wuwm> Llaioll 1id walisug (256K/256K)
(0k) i (apply) e riw Wiy @odioll Goasdl Hlewl BWsUg o dskiauwol)

10Ul 9 oS
Interfaces 1@
Wireless F e
: ’ Interface  PPPoE Servers Secrets  Profiles | Active Connections
Bridae !
Mesh i
PRP M PPP Profile <Profile 256k> B PPP Profile <Profile 256k>
IP " | General | Limits General Limits
IPvE
Name: ||sislilERea=s Cancel Session Timeout; >
o | Concel |
— Local Address: |172.16.0.1 o | Apply Idle Timeout Yo LLAeel
. Remote Address: | pooll ¥ a
Routing Comment | | Rate Limit (rs/ts): | 256k /256k - Comment
Ports 3
- Co C
Queues e T id Only One i——l
Remove " default C no © pes Remove
Drivers Incoming Filter: 5 S L ‘
System ! Dutgoing Filter: v
LS Address List v
Log
SNMP ‘ DNS Server: |172.16.0.1 -~
Users WINS Server: =
Radius
Tools Use Compression
& default C no O yes
New Terminal :
Use W) Compression
Telnet & default C no O yes
Password Use Encryption
Certificates & defaut © no ©C yes O required
Stores Change TCP MSS
ISDN Channels @ default  no C yes
Make Supout.rif

wiSi pi (Secrets) wugn Wl Ldb il JLaiVl 14D (Il pasuowe a9loY LYlg
sl I Josall passomel] lpodsvowmw il ,9,0)l @olSe pasuwoll puwl
(local address) J=oll Ulgig)l uogasu bly .JlaiVl e 6,38 wluuSls
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(remote address) asJl Ulgig)l blg yaodswamoll JSJ sy Uy Ul (SouS
U Linio jaf9 paimo JSJ 13,9 Uy Ul s

Interfaces PPP

Wi Interface  PPPoE Servers Secrets | Profiles  Active Connections

Bridge . ] ' ' o : : :

Vo g = « 8 O T @ PPPAuthentication & Accounting »

es| = - — - — P, - Fr—

PP . |Name ¢ |Password  |Service  |Caller ID Profile Local Address | Remote Address | v
2k

P N I New PPP Secret

IPvE ) Name: [J5% 0K

MPLS Password: :"""" | Cancel

VPLS Service: :pppoe |E3 Apply

3 N
il Caller ID: :
Ports A Disable
Profile: | Profile 256k '
Queues moTE T Comment
Drivers Local Address: Copy
P :

S Remote Address: Remove

Files

Log Routes:

SNMP =

Fionre Limit Bytes In:

Badiie Limit Bytes Out:

Tools ) "

- 1 iti ble
New Terminal

(PPTP) Ul ,9 puw widlacl (onpiii Ld Jlg

(NAT) wugwi ,lizkig (Firewall) pi (IP) wugwi Il wd i aSuwidl ol JlosY uVlg
Ulgic buaig (Chain=secret) dasa> auwdaw a8loV (+) Ml aoMe e hii pJ
DU pi 9 ) (Nxodl daiodl aSuuw Ulgic A 98 wgSW (Scr. Address) Jl
>Suil asloV (action= masquerade) ,licwig 538U Guwsi N9 (Actions) wugwi sVl
:0U>] 5\9 loSg (0k) pi (apply) pi aSuwidl I
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Interfaces - Firewall
Witeless - : : : :
o Filter Rules NAT | Mangle Service Parts Connections  Address Lists | Layer7 Protocols
ge . X ‘1 "
Mesh # = & % @O T 00 ResetCounters | 00 ResetAll Counters |
PPP M NAT Rule <> (X] | NAT Rule <>

General  Advanced Extra Action Stalistics 0K General Advanced Exa Action | Stalistics

- Chain | SEEEE) [=] Cancel Acton: IEETEET N ¥
VPLS Src. Address: | || 172.16.0.0/24 A Apply Apply

1

Routing J Dy, Addevs: i Disable [IJ

Pots Protocok | |w Comement [ Cornment

quiss

e —ll o oo |
Files Any. Fort | ¥ Reset Counters
Log In. Interface: | | v Reset &l Counters
SNMP I

Drivess

Out. Interface: | v
Users
Radius Packet Mark: |
Tools ) Connection Mark: | v
pasTaminn Routing Mark: 2
Telnet
Password Connection Type: o
Certificates
Stores
ISDN Channels
Make Supout.iif

4

Maral

Wl o5 (IP) wugw I wdis (default route) wol,u0Vl ,Luoll o UV
ol ,lzug (+) ) e U (static route) wul )luo a9lol pgiaig (routes)
:(0k) pi (Apply) pi oU>l 629WJI 5\ oS
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Interfaces = 8
Wireless -
Routes | Rules
Bridge - =
=] Find al |+
Mesh v+ ”- Uit || L’ ? , : é I
PRP . | Destination | Gateway |Gateway ... | Interface | Distz v |
P B B New Route @
IPv6 | General | Attibutes
Bt Destination: | (TN |
VPLS - ]
Gateway: |10.0.0.1 - Aopl

Ports Gateway Interface: | -
i Interface: | _

i ; Check Gateway: | ¥
System i
Files Type: | unicast | ¥
Log Distance: | v
Sl Scope: :30
Users ~

: Target Scope: |10

Radius :
Tools N Routing Mark: v
New Terminal Pref. Source: | v
Telnet ' e I '

VUL clUdg (DNS server) Jl uolic a9lol (\Dg 6 4>Vl dglazdl I Jsuiis UV
590 WUl él=xioy Ul Yoy Nl olirll J>1 pu (DNS) pu (IP) wusw WJI
Jos J)lp> Jexiuw Sullg (allow remote requests) Jsei vl ,SAig (ISP) anaxdll
(ok) s (apply) sy (2048) < Jsu V Ul e Jw&l pxx> buog (DNS server) J

10Ul 5\ oS
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5990 (o LI

S

Interfaces
Wireless
Bridge
Mesh
PPP

IP

IPvE
MPLS
VPLS
Routing
Ports
Queues
Drivers
System
Files

Log
CHKP

#|[=] [ ][] [ 7] | setings |

|Address

| Bl DNS Settings

TTLE)

Primary DNS: 10001

Secondary DNS: \|

v/ &llow Remote Requests
Max UDP Packet Size: |512 ]

Cache Size: | 2048 KiB
Cache Used: 55 \

Cancel

Ji

0 items

woldl 3Vl Wbl yogwasu blg (PPTP) Jl ;8,0 whlacl piii L g
pawl au9 gaoig (broad band connection) sLinl Jo=)l yosdiand pisuiwolU
.(PPTP server) asizdl 5950 LI Llbcl il H9,0J1 AolSe pa=wiaunoll
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Lig xSulol) S,WI Hlazdl plaswiowl Guso 2910 >

Ao @9lgo I Jg>Ul M yig Quainyi e @)a9 Al yao wilby pdl o
S\9 Aodzuiwnodl WigdVl pdl oy B Nl S B\ yaodsuiawodl Ju9 o
Silg (Firewall) ,WI )laxdl 98 ligySuloll \9 Aiuso 89190 JI Jgog)l x>
Uazo Ol Ll Jowll i (chains ) JuwMadU o bo gog (o Lisoy

GsaS € pol Wl UgSuwg JuiSJl B uce Jroxig 299 giog gloww o (actions)
>>| 8990 SV Llghsdl gt (gaubi Sy lig xSuloll plaskiuwl Jou pamsdl x>

iy LoSg (IP address) g99oJl LUlgic ,usi go

9 s (firewall) pi (IP) Wl wdiig @slucl aia,bJu (winbox)Jl gusy 1w

:adWl 635WJI

New Teminal
MetaROUTER
Make Supout rf
Manual

Exit

[

Hide Passwords [ (5]

Addresses
DHCP Client
DHCF Relay
DHCP Server
DS

Firewall
Hotspot
IPsec
Neighbors
Packing
Poal
Routes
SMB

:0U>] 619Ul agslino 600> 649U Hpbi e
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admin@192.168.88.1 (MikroTik) - WinBox v5.26 on RB Metal 25HPn (mipsbe)

Hide Passwords [ (7]

Quick Set
Interfaces
LEES Firewall
Brid
ge Fiter ules | NAT Mangle Service Ports Connections  Address Lists  Layer? Protocols
PPP
Switch IE“E‘ @ |3: Reset Counters || 00 Reset Al Counters | |-5.'.".c‘.‘ | |EI|| ||3|
#|  |Action [Chain |Src. Address |Dst. Address |Proto...|Src. Port  |Dst. Port  [In. Inter...|Out. Int... |1+

Mesh .

;1 defautt configuration
IP I2 0 W aco.. input 1 lic...

.o defautt configuration

¥

MFLS 1 W acc... input 1
Routing B .; default configuration
5 I 2 W acc... input
Lt .+» default corfiguration
Ll 3 3 dop  input wiant-...
Files .1 defautt configuration

4 W acc... forward
Log ; default corfiguration
Radius 5 W aco... forward

.o» defautt configuration
Tools r [ Mdop  forward
New Teminal
MetaROUTER « [ >
Make Supout fif Titems

Manual
Exit

AW 518U gl (+) ASLOYI 1) ke s 612> Alubuw a3LoY LVl

= admin@192.168 881 (MikroTik) - WinBoxv5.26 on RB Metal 25HPn (mipsbe) =n el ==
Safe Mode Hide Passwords [ (5}
Quick Set MNew Firewall Rule

Interfaces General | Advanced Extrs Action  Statistics
Wirsless Chain: |?orward " 7| Cancel @E

-z Src. Address: | |v Ppply
PRP ' ' E

S . o -
- [ Comen | [A~
= Protocol: | | - Commert

I
IP Src. Port: | | - ’TI
MPLS P Rem
Routing N Dst. Port: | | v o
e -
Queues P2pP: | | T
Files In. Interface: | 52
Log Out. Interface: | | v
Radius
Todls P Packet Mark: | |~
New Terminal Connection Mark: | |~
MetaROUTER Fouting Masc | |~
Make Supout.rf
Routing Table: | | M

Manual
Exit Connection Type: | | M U

Connection State: | | M

LSy (forward, input, output) & Jdg ol Llisl @S JI Juai UYlg
TS\
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JI @S 59 g9lgol) pastumoll Wb 9 pS=ii alaulw SV :(Forward) -)
WLLJI (forward) au>gi s (lig,Sulall) LiglJl asudbg LeSig (WAN)

Lig ,UloJU pasuimol] @8Me pSi sl JuwWaadly wlsl,>W :(input) -¥

Ao gxig ligySuloll 98 s Jodl jaon Uesy Jl Jow ) :(output) -Y
ool pawdl O oSy (WAN) aSauis sJl ol passimnll JI WUl
N UWI

FORWARD

USER

WAN

Hwis |l pilioai adod)l asuuidl pasuiawoll a9Me vl Lo,c Wil youas WVlg
b JS vl uss SA)lg (drop) ,Uswg (action) wugw e yii WDassg (forward)
LS9 a @ lxiww)l piacy Ulod! pisuw (LY 0ddziaw SMI) 2990l pasuumoll o

10Ul 609Ul 5\
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@' admin@®192.168.88.1 (MikroTik) - WinBox v5.26 on RE Metal 25HPn (mipshe)
LaRiie] Safe Mode

=
v| Hide Passwords [ (7]
= E3
OK
Cancel =1E3]
ply

«

Disable

I

Commert

Copy

Remave

Quick Set New Firewall Rule
Interfaces General Advanced Edra Action | Statistics
o
factess Action: |accept *
Bridge accept
add dst to address list
nily add src to address list
Switch -
jump
Mesh log
passthrough
IP reject
retum
MPLS tapt
Routing
System
CQueues
Files
Log
Radius
Tools

Mew Terminal
MetaROUTER
Make Supout.rf

WinBox

Marual
Bt

D b}

Routar(s

Reset Counters

e

Reset All Counters

Jo posi Jou yuasdl UgSuuw il Lissil loSg aux> >l o)l 29901 98 o W =i UVIg
15\ loSg ailgic a9 ,20J (Nslookup facebook.com) gl (ping facebook.com)

B C\Windowshsystem32icmd.exe
Microsoft Windows [Uersion 6.1.76011

C=“Users~MUSTAFA>ping facebhook.com

Pinging facebook.com [173.252.118.271 with 32 bytes of data:
Reply from 173.252.1108.27: hytes=32 time=1%94ms TIL=Y3
Reply from 173.252.118.27: hytes=32 time=197ms TTL=73
Reply from 173.252_118.27: hytes=32 time=2084m=z TTL=73
Reply from 173.252_.118.27: hytes=32 time=223mz TTL=73

Ping statistics for 173.252.116_.27:
Packets: Sent = 4, Received = 4, Lost = B8 (8% loss).

Approximate round trip times in milli-—seconds:
Minimum = 1%4ms, Maximum = 223ms, Average = 2ZB04ms

C:sUszers~MUSTAFA>

Copyright <c>» 2809 Microsoft Corporation. HAll rights reserved.

0

[ ][5 ]S

IP ) olic dic Sgixi g9lgn)l oy Ul D9 1a> Aogo 6,49 Jl oLVl go
JsJ (chain and action) ulWlkdg Juwlw dic Joc ug>9 usy oo (address
:a Wl 319WJI 5\9 oS Llgic (1)) dlioy Sl Lguigdl 5\ loSg Lpio
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B C\Windows\system32\cmd.exe

2aW3:2880:2110:4fA7:face hBBc =A:1
173.252.118.27

C:“Users“MUSTAFA>ns lookup youtube.com
UnKnown
Address: 192.168.8.1

Non—authoritative answer:

Mame = youtube.com

Addreszses: 2aBB:1458:4081:cB@2::5hb
1732.194.113 .4
173.194.113 .14
173.194.113.8
173.194.1413.3
173.494.413 .1
173.194.413.@
173.494.413 .6
173.494.4413.9
1732.194.113.5
173,194,113 .7
172.194.113.2

C:sUzers~MUSTAFA >

I Aslol pgii bad ax> Slwll gdgo0ll Ulgice Lo,e Ul Ay WVIg
:aJUJ] 69UJI 5\ LoSg (0k) pi (Apply) pi (destination address)

@' admin@®192.168.88.1 (MikroTik) - WinBox v5.26 on RB Metal 25HPn (mipsbe)
KD | Ca Safe Mode

Quick Set New Firewall Rule
Interfaces General | Advanced Edra  Action  Statistics
e Chain: |forward ¥
Bridge
Src. Address: -
PPP
. 71252 11027
Switch Dst. Address: 173.252.110.27 -
Mesh Protocol: -
IP -
MPLS o
Routing s
System P
Gueues P2P: -
Files In. Interface: |; iw
Log Out. Interface: hd
Radius
Tools Packet Mark: -
r’ Mew Teminal Connection Mark: A
-
'ri' LEERTENES Routing Mark: hd
B Make Supout f
= Routing Table: hd
il Manual
)
@] Bt Connection Type: -
Jﬂ Connection State: -
C
O

-0 ]

v| Hide Passwords [l [

o

it

Cancel @E
Apply

Disable

Comment

.

g
2

Remove

Resst Counters

Reset All Counters

: lwlw Liw oS (action: drop) ,lisU Lod Wil oo aslig
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& 2dmin®192.168.88.1 (MikroTik] - WinBox v5.26 on RB Metal 25HPn (mipsbe) [ = |
Lol Safe Mode v| Hide Passwords [ (5
Quick Set New Firewall Rule = E3
Interfaces General Advanced Edra Action | Statistics oK
Wirces cton: T ¢ I
—
- Apply
¥
Fw

Ve

[
IP T
MPLS I
Routing I
-1
Gueues Resst Al Counters
Files
Log
Radius
Tools I
Mew Terminal
MetaROUTER
Make Supout.rf
Marual
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Safe Mode Hide Passwords [ (5
Quick Set New Firewall Rule =EB
Interfaces General Advanced | Extra Action = Statistics
actss Src. Address List: | | 7 Cancel
Brde Dst. Address List: | | Apply
. ress : e p
PPP
Switch Layer7 Protocal: | | - Disable
P I Content: |:||www.facebook.com | -
__Comr
MPLS I Connection Bytes: | |+
-
Routing i Connection Rate: | | -
Sr==n y Per Connection Classfier: | |+ Reset Counters
Queues
Src. MAC Address: | |o | | FEterEs
Files
Log Out. Bridge Port: | | -
FELLE In. Bridge Port: | | -
Tools [
Mew Terminal Ingress Priority: | | -
MetaROUTER DSCP (TOS): | | <
Make Supout.rf TCP MSS: | | -
Marual
Packet Size: | |+
Exit
Random: | | -
~w~ TCP Hags
—w— |[CMP Options

Jl plazkiawl S,3 V1 Gobll (o sl JUd Ol o Lgadl 6,V )i §,u ada>Mo
Al <L vl lax>Y > uiw postuiuw S\Jlg (Web proxy) ¢ (open dns)
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(IP) Wl LW ilg (Winbox) (sde Jo>MJU g9.090)l uasdivg > Lo wsusl w,
Wl 648LJ1 9 LSe (web

) ad B00:0C:42:D7:63:8E (MikroTik) - WinBox v6.9 on RE 5 D (mipsh |
[v| Hide Passwords [l ﬂ
- Accounting
22 Routing I Addresses
idi System I* DHCP Cliert
&8 Queues DHCF Relay
Files DHCF Server
|| Log DNS
J Radiss Firewal
& Tools " Hotspat
New Teminal |Psec
MetaROUTER Neighbors
'} Partition Packing
| 2 Make Supout rf Paol
& Manual Routes
B & SMB
SNMP
Services
Settings
Socks
TFTP
Traffic Flow
UPnP
Web Proxy

Sy wwell (enable) asow posid aJdUlll 618U apsliae 809U ,pbi UV
&, (src. Address) ,aowll Ulgic Jyi 9 puaSoudl aodS wilbw guiyoll 9 Ll
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18LoJU @oild olsl pSly (HTTP) I (A+) daodl Jio wliubily wYVgSgig
1) Cuanas Sl pue Sy51 plos) Lolastuwl Soy Y sily @oiscuoll

TCP/UDP Port Numbers

19 Chargen 546-547 DHCPv6 2967 Symantec AV 6970 Quicktime
20-21 FTP 560 rmonitor 3050 Interbase DB 7212 GhostSurf
23 Telnet 587 SMTP 3124 HTTP Proxy 8000 Internet Radio
25 SMTP 591 FileMaker 3127 [EssR 8080 HTTP Proxy
42 WINS Replication 593 Microsoft DCOM 3128 HTTP Proxy 8086-8087 Kaspersky AV
43 WHOIS 631 Internet Printing 3222 GLBP 8118 Privoxy
49 TACACS 636 LDAPoverSSL 3260 iSCS| Target 8200 VMware Server
53 DNS 639 MSDP (PIM) 3306 MySQL 8500 Adobe ColdFusion
67-68 DHCP/BOOTP 646 LDP (MPLS) 3389 Terminal Server 8767 _
69 TFTP 691 MS Exchange 3689 iTunes 8866 _
70 Gopher 860 iSCSI 3690 Subversion 9100 HP JetDirect
79 Finger 873 rsync 3724 _ 9101-9103 Bacula
80 HTTP 902 VMware Server 3784-3785 Ventrilo 9119 —
88 Kerberos 989-990 — 4333 msQL 9800 WebDAV
110 POP3 995 _ 4664 Google Desktop 9988 _
113 Ident 1025 Microsoft RPC 4672 _ 9999 Urchin
119 NNTP (Usenet) 1026-1029 Windows Messenger 4899 Radmin 10000 Webmin
123 NTP 1080 SOCKS Proxy 5000 UPnP 10000 BackupExec
135 Microsoft RPC 1080 _ 5001 Slingbox 10113-10116 NetlQ
137-139 NetBIOS 1194 OpenVPN 5001 iperf 11371 OpenPGP
143 IMAP4 1214 _ 5004-5005 RTP 12035-12036 _
161-162 SNMP 1241 Nessus 5050 — 12345 _
177 XDMCP 1311 Dell OpenManage 5060 SIP 13720-13721 NetBackup
201 AppleTalk 1433-1434 Microsoft SQL 5222-5223 _ 15118 _
264 BGMP 1512 WINS 5432 PostgreSQL 19226 AdminSecure
318 TSP 1589 Cisco VQP 5500 VNC Server 19638 Ensim
381-383 HP Openview 1701 L2TP 5554 _ 20000 Usermin
389 LDAP 1723 MS PPTP 5631-5632 pcAnywhere 24800 Synergy
443 _ 1741 CiscoWorks 2000 5900+ VNC Server 27015 _
445 Microsoft DS 1755 MS Media Server 6000-6001 X11 27374 _
464 Kerberos 1812-1813 RADIUS 6112 _ 28960 _
497 Retrospect 1985 Cisco HSRP 6257 WinMXI 33434+ traceroute
soo [SERVER 2000 Cisco SCCP 6346-6347 [GAltella Legend
512 rexec 2002 Cisco ACS 6500 GameSpy Arcade | B crat
513 rlogin 2049 NFS 6566 SANE . Encrypted
514 syslog 2082-2083 cPanel 6588 AnalogX . Gaming
515 LPD/LPR 2100 Oracle XDB 6665-6669 _ . Malicious
520 RIP 2222 DirectAdmin 6679/6697 _ . I
540 UUCP 2483-2484 Oracle DB 6881-6999 _

IANA port assignments published at http://www.iana.org/assignments/port-numbers
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=g PPP s
= Switch General | Status  Lookups  Inseis  Refreshes
15 Mesh i1 A
E2L i Src. Address: |::
MPLS ¥
< Port: 8080
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i System - Parent Proxy: |
’ Queues Parert Proxy Port: |
Files
|| Log Cache Administrator: |webmaster
L Radius Max. Cache Size: |urlimited |+ | kB
K Tools r Max Cache Obiect Size: |2048 | kB Connections
Mew Teminal [ Cache On Disk Cache Contents
MetaROUTER
#2 poition Max. Client Connections: |GDD
C
D Make Supout.if Max. Server Connections: |GDD
& Manual Mare Fresh Time: |3d 00:00:00
l, Exit [7] Serialize Connections
[ ] Aways From Cache
Cache Hit DSCP (TOS): |4
Cache Drive: |system
|§opped

(NAT) wuow pi (firewall) pi (IP) JI wdlig (0k) pi (apply) e yiu LUVIg
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% Routing Fiter Fules NAT |Mangle | Service Pots Connections  Addvess Lists  Layer7 Protocos

& System EE | & Feset Courters || 00 Reset Al Counters | [Find | [a [#]

& Cueues # | [Action [Chain |Src. Address |Dst. Address |Proto...[Src. Pot  |Dst. Pot  [In. Inter...|Out. Int... |BI ¥
= ; defautt configuration
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Log

L Radius

ﬁ Tools [
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28 P
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22 Routing
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& Wanual
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- 7 = =

Hide Passwords [ (5

=] = ]

New NAT Rule
General |Mva’1c:ed Extra Action Statistics oK
Chain: |d5tr|at || 7| Cancel
Src. Address: | |v Apply
Protocol: | |v Comment
Src. Port: | | hd Copy
Dst. Port: | | - Remove
Any. Port: | | - Reset Counters
In. Interface: | | > Reset All Courters
Out. Interface: | | hd
Packet Mark: | |
Connection Mark: | | b
Routing Mark: | | hd
Routing Table: | | b
Connection Type: | | hd
|enabled
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A& Quick Set
|8 Interfaces
1 Wireless

New NAT Rule

gg Bridge General Advanced Bdra Action | Statistics oK

=3 PPP Action: [redirect | =] Cancel

5= Switch To Ports: 2080 | « Apply

215 Mesh

s 1P I Disable
&7 MPLS P Comment
2% Routing Iz Copy
£ System P Remove
Q Queues

B Fies Reset Counters
Log Reset All Counters

L

L Radius

A Tools [
|Em| New Teminal
=4 MetaROUTER
#Z Partition

| & Make Supout rf
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A Quick Set
|8 Interfaces
1 Wireless
@1 Dridge
=3 PPP [Qlx]
=2 Switch General | Status  Lookups Insets Refreshes
= IP Src. Address: | =
MPLS [+
= New Web Proxy Rule =B (=l
&2, Routing [
w5 System A H Src. Addrd Action |Req ™
Log c
= oeal Pt i
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Path: -
3 New Teminal
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| & Make Supout rf Redirect To: |www.google.com -
@ Manual Reset All Counters
. Hits: |0
@ = 2 bled :
0 tems Snabe
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Cache Drive: |system

running
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[l Hide Passwords [ (T

Fiter Fules | NAT Mangle Sewvics Poris Connections | Addrss Lists | Layer? Protocols |

(#][=] [][x] = Feset Courters || 00 Reset Al Courters |

# | [Adion [Chain |Sic_Address |Dst_ Address |Proto_ |Src Port  |Dst Fort  |in_Inter |Out Int_|Bytes  |Packets

Src. Address: [1][17220.1.10

Dst. Address: |

Protocal: |

Sre. Pott: |

Dst. Port: [

Ay Pott: |
P2P: |
In. Interface: |

Out. Interface: |

Packet Mark: |

Connection Mark: |
Rotting Mark: |
Routing Table: |

Connection Type: |

Aioll 98 VeSy Ul Ay SAI (IP)J] Ulgic >axig (input)w alwlaad] £95 daxig
won I wdL pi (winbox) JlI &ub e igySulll (Il Jgsall >l
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MikroTik — Quick Set at ad @192.168.88.1 — Webfig v5.24 on RB

File Edit View History Bookmarks Tools Help

"I MikroTik - Quick Set at admin...

. + —

L o % 100% _ S | @ 192.168.88.1 4 ~@||w~ a &~

Quick Set WebFig v5.24
Wireless
AP || Quick set

Interfaces

Bridge

PPP Wireless Configuration
Mesh

®802.11 Cnstreme nv2 Mode @ Router Bridge

SSID & ‘YourSSID |6 WAN

- - Frequency 2412 Mz Address Acquisition Jstatic ' DHCP @PPPOE&
System
e Band 2GHz-B/G/N ~| PPPOE User |you@yourpmvider ‘
7= Channel Width 20/40MHz HT Above ~| PPPoE Password | -------- ‘

Log
Radius Country ‘ australia j| e PPPoE Service Name ¥
Tools >

MAC Address D4:CA:6D:6C:CO:EF PPPoE Status ‘R nnnnnn ct|

1P

MPLS

Routing

vy v(v| v

Mew Terminal

Use ACL
4][‘-’\/-6 = se PPPoE IP Address
Addresses

Security Ewra [EwrAz Gateway
DHCP Client
DHCP Server Encyption [&aes cem  [tkip MAC Address |D4:CA:6D:6C:C0:EA ‘

Firewal SN F— | —

o LAN/WLAN
MAC Address In ACL Last IP Uptime Signal Strength
Neighbors LAN IP Address |192.168.11.1/24 ‘
Pool
DHCP Server [ P

Routes

Make Supout.rif DHCP Server Range = |192.168.11.10-192.168.11.254 ‘ h

Undo NAT &

Redo

Hide Menu System

Hide Passwords Router Identity |YnuarutErNamE ‘b

Safe Mode _
Pee—| ‘ Check For Updates |

Design Skin -

Manual Password | ------- ‘
WinBox
Confirm Password | ssessss
Graphs
—— s N - - \‘ ‘ Apply Configuration |
Logout f @
L . ‘ Reset Configuration |

Wissg viowdl W)l agx)l ;o (Home AP) gl (AP) © JoJl )9b €95 M=y pgsti
:adWl wlogleoll s Jou poi

.(PPPOE) v (mode) JosJl bwos axiv pos -

JI Jia> o9 anasdl dgj0 o oliodivwl Sl pasuiawoll puwl gogs pgos -Y
.(PPPOE user)

. (PPPOE password) Ja> \9 ,9,0J| aolS g -Y

- (WPA or WPA2) ugs.J (security) auoVl ggi L -&

loabuiows] Gaodswiamol ailbel o Silg asil) VbVl gliss wuSi -0
.(Pre-shared key) J&> 5\ aSuwinl) asu,b e JosoJI

apply ) e i Ll @ LS jlexdl oblacl @iy syl Juasy -1
- (configuration

@l sl (802.11 b or g or @) JgSgigyll e Joxs Ujle> Ul o ASUWI e -V
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@00

X>| (4 | Safe Mode

A Quick Set
= Interfaces
i Wireless
&4 Brdge
Ta PPP
i Switch
& Mesh —— WAN — E—
P T Casa-AP a AddressAcquisition @ DHCP C PPPoE C Static =
MPLS Frequency. [2412 FMHz  WUANIPAdaress 10005016 DHCP Renew || DHCP Release *ﬁ

#G Routing Band: [2GHz-B/GN 3 Gateway: [10001 \
D Sy Country. [brazi 5 MACAddress: (D4 CA 6D 63 2A DA
3::“ MAC Address (04 CA 60 68 2A OF e

Use Access List (ACL) —_— =
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D Radius Security (vi WPA |v| WPA2 e
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