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Jameel Tawelh CWNA
About CWNP and CWNA:

CWNP: is an abbreviation for Certified Wireless Network Professional
AL sl s 8 Glaledd Glilatial 5 canlad zeali o &) sl CWNP
vendor-neutral program 2bs 8 CWNP 7l

A 48 5 e (o el SIS 48 8 g miad CWNP
2aa e ae Jalaill 43 Hha anded] gl 5 ASLLOUN CUSLAN agdi] ana 4S )3l 028 rgie
Bkl e a5 8l (A ulat lild 8l 33L8 alad il 13)
Mie 3 58 5yl 52l Cualat @il aaY Jg8 Y il Ay SN i a5 Ladie
358 5 b Adaudl gy 53LAN Chalat @lil J 685 Jy
D) ity i (ol ae daladll e 1506 enatl LKL CHSA 380 alativ il
Al
CWNP gali g (2 Dhaled s lia

CWTS: Certified Wireless Technology Specialist
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CWNA: Certified Wireless Network Administrator
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OSI model, IP addressing, PC hardware, and network operating System

CWSP: Certified Wireless Security Professional
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CWDP: Certified Wireless Design Professional
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CWAP: Certified Wireless Analysis Professional
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Jameel Tawelh CWNA
CWNE: Certified Wireless Network Expert
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CWNT: Certified Wireless Network Trainer

oda o Al gan Jd Leliad o g dag ph 830 23 05 CWNP eial e 33lgs
Balg il

How to Become a CWNA

The information for the exam is as follows:
»  Exam name: Wireless LAN Administrator
=  Exam number: PW0-105
= Cost: $175 (in U.S. dollars)
»  Duration: 90 minutes
= Questions: 60
= Passing score: 70 percent (80 percent for instructors)
= Available languages: English

= Availability: Register at Pearson VUE (www.vue. com/cwnp)
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CWSP,CWAP and CWDP &l jlue &30 alal il CWNA - (2 lala aay

Security Analysis

Exam Objectives

Subject Area % of Exam
Radio frequency (RF) technologies 21%
802.11 regulations and standards 17%
802.11 protocols and devices 17%
802.11 network implementation 20%
802.11 network security 10%
802.11 RF site surveying 15%

Total 100%

dolphin-syria@hotmail.com o
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" Overview of
Wireless Standards,
Organizations, and
Fundamentals

IN THIS CHAPTER, YOU WILL LEARN
ABOUT THE FOLLOWING:

v" History of WLAN

v" Standards organizations
* Federal Communications Commission

* International Telecommunication Union Radiocommunica-
tion Sector

* Institute of Electrical and Electronics Engineers
* Internet Engineering Task Force

* Wi-Fi Alliance

* International Organization for Standardization

v' Core, distribution, and access

v" Communications fundamentals
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Institute of Electrical and Electronics Engineers

@ I E E E Institute of Electrical & Electronics Engineers, Inc.
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sl 2 53

802 & 5 pialls Ul Alle 8365 jaa

Jazll de sane 802.3 Min yulzall ol Jae Cile sana A dania [EEE a0 jlie
< YL A’ Huleddl e 4l gl

WLAN _xlxs e A 550 |[EEE 802.11 working group

IEEE ~ IEEE 802.11™ WIRELESS LOCAL AREA NETWORKS
Ny

The Working Group for WLAN Standards
Sl 8 il 3l i Al

(for example, 802.11a, 802.11g, and 802.3af)
1508,V 4y 0, L Jie lgaladind a4 ¥ a al) an

802.1x Llixall aa 4glial X
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Federal Communications Commission (FCC)
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licensed spectrum 4as joll Cilas yill 2aa3
unlicensed spectrum das ja il cilaa yill 4
305 phaii dad jo puall gdad jall ilas il S
=  Frequency
=  Bandwidth
=  Maximum power of the intentional radiator (IR)
=  Maximum equivalent isotropically radiated power (EIRP)

=  Use (indoor and/or outdoor)
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S badl aniia 8 5 Telecommunications 47 s SO QAL 3laial) Jaad)
¢) jal sac
AL i) alai Al il g8l aa% 408 Radio Frequency Devices 15 ¢ 2l

International Telecommunication Union Radio
communication Sector:

4 5030 1 YL and YLt gl alasy)

alldl ek ) aie s g alladl Jsa o yill Cadall 3l Lglage dpalle dadaia s

Region A: North and South America Inter-American Telecommunication Commission
(CITEL)
www.citel.oas.org

Region B: Western Europe European Conference of Postal and Telecommunications
Administrations (CEPT)
www.cept.org

Region C: Eastern Europe and Northern Asia Regional Commonwealth in the field of
Communications (RCC)
www.en.rcc.org.ru

Region D: Africa African Telecommunications Union (ATU)
www.atu-uat.org

Region E: Asia and Australasia Asia-Pacific Telecommunity (APT)
www.,aptsec.org

e alill Jals (goa il Cadall 3 la) e &l esall o Fae sSal) cilaliiall a) S
Australia Australian Communications and Media Authority (ACMA)
Japan Association of Radio Industries and Businesses (ARIB)

New Zealand Ministry of Economic Development

United States Federal Communications Commission {FCC)

o o 5aY Al (e i g DAY Al (e Calias cYLatV) ol 8 o & o agall (e
Al \S jaal il 8 (e LIS Caliaie oy oY) e (il 8 Jlall

4 ol () ALl A 5 (i) 8 alaiil U 5 ama (o geal) (g0 SO 0] (S i i
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Internet Engineering Task Force:

1 A (2 dpigd) algal) (5 60
il AN e i) Ji ddes 8 aladiud) julae ala g o Jand i sa A
IETF
Internet Society (ISOC) (e e gada (uad (pa Baal g A
Internet Architecture Board (IAB)
AT Aania g audadty Ayie o 4y HLd) A0ad Cn Y] Adia s
Internet Corporation for Assigned Names and Numbers (ICANN)
daiadall a8 Y g eland Cui Y1 dusse

Internet Engineering Steering Group (IESG)
Internet Research Task Force (IRTF)

In Chapter 13, “802.11 Network Security Architecture

Extensible Authentication Protocol (EAP) alafi < gu
that is defined by the IETF

Wi-Fi Alliance:
®
I [

CERTIFIED
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o=aiad g WI-Fi 3lassall ddassall daDlall U juas cllay ag ) e A8 aalsa o8
WLAN Aslaall Sl AL GlSaEl) L 5l 5380,

A g IV 5 Al eS8 e anliall elac Y Aalaia L oS |EEE 2o ol

daga A Cuplall o2g) ke piad Al 3 3l LA Lpaliaial (1 wi-fi alliance Wl
Dbl aalgd ey @l 5 ASLLO 5 Jea ) s colainall 4880 55 (e 2SU 4 dadaiall o2

e 38151l o J panll 4 sllaal) juleall d3Une Ll (e aSTL S V) ani,y o
s AY) clatidl

Wi-Fi CERTIFIED™ Interoperability Certificate Certification ID: WFAxXxxxx
= e— ‘ This certificate lists the capabilities and features that have successfully completed Wi-Fi Alliance
F| intercperability testing. Additonal information aboutWi-Fi Alliance certification programs is
- available at www.wi-fi.orgicertification programs.php,
CERTIFIED"
Certificate Date: date of last product cerification
Tested Dual-Band Company: company_name
Spatial Concurrent : L
S 24CHz 5GHz Product: procuct_name
- Model/ SKUE: model_numbersku
Transmit 3 3
Primary Categary: primary_produd_categary
Receive 3 3
|EEE Standard Security Multimedia Convergence

1& P

WK Power Save

For more information: www.wi-fi.org/certification_programs.php

WI-FI 5 3¢aY (38l 5353l 10000 (s« SiSI =aWi-Fi Alliance

Adlasy) ardl Cas s WI-Fi Qilalgd (e 203211 2000 danl (8 Sl lia¥l 4oy di
connectivity, security, quality of service (QoS) 4wl 52 s g dilaall
Olal Al 8 ella g5 el el Hlaa¥l ) aY Jsday Jilue K e 14 lln

e wixd Wi-Fi CERTIFIED
IEEE 802.11-2007 standard and various802.11 amendments

dolphin-syria@hotmail.com V)
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8 O e sbiac] g 802,11 Gile sandl ) saiall (putigall (e 2u2all
Wi-Fi1 Alliance
Oliladia oliadaia Lea |[EEE 5 Wi-Fi Alliance

el (3353 Ll (e ST 3 3ea Y1 Lasst Wi-Fi Alliance s waell a3 [EEE
s AY 5 el &= (38 ¢l uj‘; 5 ya\a

Wi-Fi technology Frequency band Maximum data rate
802.1a 5 GHz 54 Mbps

802.11b 2.4 GHz 11 Mhbps

802.11g 2.4 GHz 54 Mbps

802.11n 2.4 GHz, 5 GHz, 450 Mbps

2.4 or 5 GHz (selectablel,
aor 2.4 and 5 GHz (concurrent)

International Organization for Standardizatio:
+ sl all 4 gall dadaial)

G g) (Al A9 mtaal) g ghily p o8 da gSa i dralle dabiia & [SO @ 48 j2a
Open Systems Interconnection (OSI) model

eS8 e G bl Jlail Cayay (531 lmal) 138
Why Is It ISO and Not 10S?
Lﬁj\.».&lo‘s.uuuﬂ\lSOngﬁY\W\wéMﬁhﬁﬂ\‘;Gkbjhaﬁa\ Iso

3l glusall Ao Ja Les ALKl oda sl a8 el (<l jlaia¥) GO Caa g
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Laver /
Layer &
Layer 5
Layer 4
Layer 3
Layer ?

Layer 1

051 Model

Apphication

Fresentation

CBSEion

Transport

Metwark

Diata-Link

Physical

CWNA

MAC

&b Juaiy 4l e JEEE 802.11-2007 standard

Physical layer and MAC sublayer of the Data-Link layer of the OSI

model.

Core, Distribibtion and Access:

M\a&dﬂﬁ&#\u@g‘)}ﬂfim .:'\e..}maﬁ
Jea i s Jan s il (e Coagll g T Adlall e juall 53 i) anidl) sa:Core layer
3,8 e sal) Bl ol e slaall SS1 e s e shaall (a5 yu A

Lz O2all dia s o o (Bl Addall 02 400 (S

o3¢) &y Janca sy o 58 18 & not route traffic leadlad sf cibilull aa 65 Y (il 43yl
high-speed switching e ) sall 480l ¢ jal (il

A0illy el siadl sladly cilibull 4a 3 Al 48kl & distribution layer

routes or directs traffic
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VLANSs ,subnets o <CUlall 4a o5 & 585

Lgany ae Al elnl Jom 53 gy Al JATo ot ) (5 ke Al 038 43055 (S

aaiiuall ) 1 pilee cililall ; slad) Jra gil) e A 5 jase A8ulall 038 :Access layer
e O siad) ) a3 Al dae &0 Gl 5 @l jlalls Legaadd (S Al

@y@};uﬂh@ab‘daﬂdzjj\;d\h‘)ﬂb@l\OHQUQ..\S\JEJJUSQJS\S;\
Ol G

Aipna 5 a8 g ddd 6 Ll A0l Cilinda (e Ak JS S apanal 8 (Guday Taaall s
AL asanai (§ yh ae LSLLOU CISLE il (oS agdl ()l agall (e
point-to-point or point-to-multipont ¢S5 o (S LSLLU cilSsll

9 araail) 138 Cpeadiiall ALY Jlai) (el aadins AL QKA alass
point-to-multipont

Oexdinsall Juai¥) (152 access layer (o2 058 Of a4l aanail) 128
Sl L aSaidll Ap s Akl AP (e Cadati Co s linY

Aall o2a 8 aSaidl (s i tunnel traffic o s o aSaidl iy g Sy
distribution or core layer & 0585 O g 4S80

Cpae i ciliy o Jlaiy) el a3A%ud Wireless bridge L.?,,SL..DJ\ yualldliag
LY S Gl (S0 (S oy i 1
Ll 5 in (555 e 0 608 Jom i

de ) a3 Y ASLI ) suall distribution layer 8 0sSs b Glle il 4 58
distribution layer* Alad S5 sl SN core J 2 4 gllaall ddluall

distribution layer J & 4813 Gl gudatl JBa o4 4ASLLB) ) gual)
5 il 5 5 Sl A S (S Adlid e Aleall 5 el
A AS )3 L distribution 0SS O (S e dS i 8 core J)dak

core layer J) & 4SO Gl Gukt b jlde) Sy Mesh network
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carrier signals:

AY e300 0,1 LY 4y hldalan as pits O 3ke oo bl o
i Aagall oda canali e a8 e o sliall 5l el gl
Jitivdl S3u s modulation il didee a3 LS yuad dalany o 585 O an
Sannill @l Llany Al 2ay 5 LAY agd e T 008
enad Aglanll 028 dipra (3 phay Jaladl 3 L) I Ledla ) ol jall 3 LAY Adlialy o o
modulation Jaaxill
amplitude-frequency-phase sk s 2055 sl (Iaa ¢ 5S0 Of Sy Gl 12
Gaanill lee e aaint 4 sl )l cYLaty) S

i) Jl ) dlee die Llee Chamy 13l agii ) Cany ASLLY 305 e el
Amplitude & wavelength :

Ao gall gl ) o gl da sall 3 8 5l A gall Al g8 ¢ JUaall

A gall B 58y et @bl ¢l andaai o) g5 anll dals e cadl g il Jias JUaall agal
5_pall A gall 3 8 (ST 3 )

o5& O 2 JLEiaY) Gl g da sall 38 Cua (e sl L i il gl JLa )Y
Adpmaall 5 4y g8l ol LEY) C Sasadl sl Jaisal) ol iy al&illy ) sl

diluall s ol peak to peak Cxilliie (piidd G dilual s wavelength i sall J sk
Lo ) S5 Ol Jif As all Lgaati Al
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This drawing shows the wavelength and amplitude of a wave

Wavelength (360 degrees)

s
\_/

Hz ¥ gl 4daal g 4 f A e 3as) o1l AWl <l el dae oA frequency: 23 sl
23 A b Legd (a0 (e AB3a)) g8 i mllaas 0 ) shll phase ;) shll-

Dokl B s Giia sall la (il
360 degrees J) 0~& 4 sall J s
Aagil) aie hlay Al Aa sl s da 50 0 J AL Adadil) die a5V As gl o (ol

da ;2 90 JAblsd)
2090 e ¥ s sall e shallis jalie 40 da sall ) S laie
O Lila ol da gall Canliain ) €l grall (e el g mamaall jalias (e aadl llia
z)sa¥) G skl (58 s O (S gsnall jabeas 5 il gaall oda Jaiesall ) Jas ol
adaiill o (e Juadilly EaY Chasill 2t Al

Degrees

0 90 180270360
T T T 1

\ I/,f \\ , / \ /

dolphin-syria@hotmail.com V1

i

L
i
1



Jameel Tawelh CWNA

Keying Methods:
el il (3
DY) o Lo gl a5l Jaaall (g )5l 00 lin
amplitude-shift keying (Ask)
frequency-shift keying (FSK)

phase-shift keying (PSK)
Amplitude-Shift Keying:
a1 sl

20 Q) (e Risne s aasnadd wiy i) Jeiail Jlaall 8 DAY e aing

TRRTRTT
MR

Jum

Ao . R
III ||'I [ l.'"l |I li' I||I ||l
| | | | l (111 | | |
[ ] ] | | AN AN A 1] I I|I“:I n |'r"| n
‘|.| |'||-|I|||I !;I!igl!l.,;lllf!;J
| ‘ | ‘ | ‘ | | i ‘ TTTTTT
‘."i ‘ VRVAVAY 1 || 1ED I“-'|U |,I,|
| | | || i | || k-'l W w L¥) '| | || I ] | || | LY L%, \
i'u'l l'ul |IUI| '|| IL_.'I | | Ill.-'i I'..-

amplitude modulation (AM)
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Frequency-Shift Keying:

od\&@ﬁ?\aaﬂ\jld\dﬁ@am)ﬂ\hi

frequency modulation (FM)

Phase-Shift Keying:

skl s sl a5 YL 1 ) dis 2 s sl (a8 )11 Jaaadil

it sy (813 ,LEY) i 0 Vs

= o phase changs aoccurraed
- Fha=e change occurradd
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LﬁﬁJ\JS\ d\.uu:}” @ cw\j dS.ﬁu 6353-‘-‘-‘3 PSK

Aasal) (s 3 bt e ST e il i PSK (e Fendital Asadl) nsil) (e 3 3l

Oiila Jiay Hsh JS ) shal sl alasin) ki1 JV5 0 I Jisall (g ) s aladial (e Yoy
(00, 01, 10, or 11) instead of one (0 or 1)

e Y1 8 g Gl ) (505 128
multiple phase-shift keying (MPSK) s Jia=ill 14

Pravious + 50" Mo 270" + 1 30
symvbolk change changpe clhxamge changea
o1 D 10 1

Qe 90°1180°| 270°

00 | O1 10 11
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Radio Frequency
Fundamentals

IN THIS CHAPTER, YOU WILL LEARN
ABOUT THE FOLLOWING:

v Definition of radio frequency signal

v Radio frequency characteristics
* Wavelength
* Frequency
* Amplitude
* Phase
v Radio frequency behaviors
* Wave propagation
= Absorption
* Reflection
* Scattering
* Refraction
* Diffraction
* Loss (attenuation)
* Free space path loss
= Multipath

* Gain (amplification)

(55230 0 2 il bl
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(B Arni 9o A pae Al Gl gy AISEN bl 5 OS] A8l il agd ) diLayl

ASLLOU Sl 5 51a) 5 CuS i ppanss

Dsmall s TCP/IP JsS 55w A3 48 jaa e 0585 ) any 4051 o 1) ie
o ASLLUI Y KL A0l 5 la) 8 Slac s <l jlgall sda <l i 5l 1) 5 oLy saall
portal 4:Slul) 4Suill 4 51 e 3 b

The IEEE defines the 802.11 communications at the Physical layer and
the MAC sublayer of the Data-Link layer

agall 5 A oY) Andall 6 AL CASLEN s (oS g () Gy AL S g
radio frequency (RF) communications s 4kl o3a 3

Satie yal 8 LS sho Finti g I} JANS 5 gana 5 ,3Y) LAN ASLI Sl b
@YQYN\Mﬁ;\}é\&dﬂoJM‘X‘%MﬁA M\u&d’\(g&&uﬁj

5 LEY) o3 o gl il
ASLLOU IS0 48 ya 5 a8 gl e 2 583 RF engineer 0sS5 ol cang bl iay 138 Ja
A 5030 1 ) el sl g ailiad agdli Gl g (K153 ) 5 pualls ud Y

What Is a Radio Frequency Signal?

Aalaiall oy 380 4l foalaall & i (S5 oy 3l (il 581 Juada 5 JalS 7 iy o 53 (]

s 520 ) 2o il

electromagnetic (EM) spectrum
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DAl b ol alua¥) Jala @l e of Sy SIA HLEY) e 306l L cilelediyl o2a
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msbling 5 el Cadall (pe 6 5 A5 dalaline s jeS Al (& &y gl I AxY)
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FIGURE 2.1 Electromagnetic spectrum
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Radio Frequency Characteristics:

;L.gj:mbj\ Jd)ﬂ\ L_1\JAA
Wavelength 4a sall J sk
Frequency 22_4ll
Amplitude Juadll
Phase _shll

s sl J b Wavelength
O ) il it 3l glternating current (AC) <stite HLd o4 4 gl Hl) &l HLaY)
eV ) &5 Jal ) e a5 i) st e ) e ) 13 ALl 5 das el Al sl
1a
i (e ld gl il (el G Adlal) 5 1 A gall sk
g 90 IR 3 LAY Leadali il ddliall g8
L S5 0 J8 3 JLEY) e (21 (a1 sa: 5l
Wavelength

Distance (360 degrees)

A1aeY eyl Gisle 4 gall Jshal 3
faaill 3e
C ¢ sl de juds
A sall Jsh 520 il Cpn AauSal) A83al) agdi (f lan agall (1
frequency (f, measured in hertz, or Hz)
wavelength (I, measured in meters, or m)
the speed of light (c, which is a constant value of 300,000,000 m/sec).
The following reference formulas illustrate the relationship:

L=cl/fand f = c/A
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Tas 35S calilboal Jeitoeal) dpbin ddie (e el LdUae Ly 5 el

;50 KHz wavelength = 1,312 feet/400 rﬂeters

/ \ /

Radio tower
(WSEB-AM)

)
f?@% AN

Satellite 2562 GHz wavelength = 0.05 inches/1.2 millimeters
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O dnl e Ja () adaiad Laddiall clas il @ld 21 g () agi e
Aalladl laa il &3 21 s

2.4GHz, 5GHz (o Al o Jaxd 481 ClSull) alars

2.45 GHz wavelength and 5.775 GHz wavelength

I : : | 2.45 GHz
4,82 inches (12.24 centimeters)

I | 5.775 GHz
2.04 inches (5.19 centimeters)

IR Azaddial) Ccalaa jill cld el HLEY) (e S dS....u 2adT dallall JJJJ\ Cld ol HLEY!

oy
T { ._

Vi Jfﬁ)

Higher frequencies reduced more

_J
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POl Gl @y &y G SLWSUY uaigall agall (e
sliadl) 3 Hlud au) o gedly LAY L) JOA 3l aedslly il Adaadl) Al -
(free space path loss =l
Gl gl g alua) (31 538 e 3 LaY) 5508 (e JlaS ddladl claa il -
Oe Qo] (S5 sy O paad) e sandl ki 2 AGHZ 223l cld 3 ,LaY)
5GHz 22l &ald 5 LaY)

Note that the length of a 2.45 GHz wave is about 4.8 inches, or 12

centimeters. The length of a 5.775 GHz wave is a distance of only
about 2 inches, or 5 centimeters.

o

Wavelength (inches) = 11.811/frequency (GHz)

Wavelength (centimeters) = 30/frequency (GHz)

aaﬂ\%@gﬂ\w\wdﬂw&d@“SGHz 23 yill elaladting die

2.4GHZ

cp il e Jaall 3508l Gl L8140l ¢y S5 iy 0 (€Y alies
Frequency:

-2yl

G ISy ST ) ) e 5 ke (o 4y sl Il il LEY)

dasall Jsh o aaly s JOA 5 ,LEY) Leakaii ) Adlisal)

san ) ) AL Leasd 5 5LEY) S5 Al <l pal) e AL <ol el axe 58 120 il
Fa gyl alle ) dws Hz s b 2ol Gulsy

e ) = 4a0lll sas) 55 s

5LEY) e3a 2355 58 Al 5 L3y i sal aae (o Lewi 3 LEY) S5 Al <yl 220

o A

1 3
radio wawves

Low
frequency
radio wawves
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1 hertz (Hz) = 1 cycle per second

1 kilohertz (KHz) = 1,000 cycles per second
1 megahertz (MHz) = 1,000,000 (million) cycles per second
1 gigahertz (GHz) = 1,000,000,000 (billion) cycles per second

Al e 0l 2.4 e Qa2 4GHZ Jsi Ledie

Inverse Relationship

Remember that there is an inverse relationship between wavelength and frequency.
The three components of this inverse relationship are frequency (f, measured in
hertz, or Hz), wavelength (A, measured in meters, or m), and the speed of light (c,
which is a constant value of 300,000,000 m/sec). The following reference formulas
illustrate the relationship: A = ¢/f and f = ¢/A. A simplified explanation is that the
higher the frequency of an RF signal, the shorter the wavelength will be of that sig-
nal. The longer the wavelength of an RF signal, the lower the frequency will be of
that signal.

Amplitude:

-JUakl

3 LEY) ola L@AA;: ) Al 4 5l 5 LY 30k Jiay Jlaall

3 LY 3 A ) el Jlaall SLLAU) Jla )Y e duaati Ladie

L) gl ) A gall Al u:g.uw\ s JUaall 3 LaY1 auly 85 ,LED0 il e
Al da gall LA ) saa g
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A

/

W\

Strong amplitude

A A = wavelength
a = amplitude

Ay

Less amplitude

551 Jla 5 Abu el 5 LaY) JUae llia SIS CHSul) 85 L5 3ad 8l Laxic

A
Jdae 52 13 50millwatts(mw) ) dda e AP iy g (auY Cidana 13)
Jls YY)

JUaall 128 Cam ity o g8 Bl gal) 5 OO

Juainy) Jlae oo Al 5 LAY 82 (3 LAY Jatial) Ladily Ledie

50,000 watts 48Uy 43w da ja Jus i AM 23l )l Gildasa

Ol ) A8l @l iy g GanSY) 8 deadiiuall lalall 4 gl ) <o S
100mw,1mw

Jaas &l LY Juiind aodaivd Qb sall o) o 5iDl) 3 el 3 ASLOU 408l ¢y S
Imw e Be Gsn Ju

Phase:
skl
23 il puds Lagd ST gl (i L3 (A8l iy shall
sl B39 3 23 5il) il 3 (5 HLEY) aed S 1Y) clapal) gl g 30l ddlaadly sy
in phase _shll oriddia o LY o) Js8 deall
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il (i LY ) J st Giidliae (g 33 il Guililaiall (3 LA sl CilS 1Y
out of phase _shlu

Main signal | /\\/A\/ |

In-phase signal | /\\//\\/ {

90 degrees out-of-phase signal } \\//\\// |
180 degrees out-of-phase signal | \//\\/A I

A NVANVAN
N VARVARV

O-Degree Phase Shift * : -

ava \/\/\/

180-Degrea Phaze Shift

Baaate <l HLE) JLsia) aie du\ujs”u il gl () agall (e
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G 35 O Jainall (e Lpmns e pand Juiiteaall 8 Adaiilall | slally dalial) <l jLay)
0 degree Legin yshll 385 skl (piadia o LEY) CulS 1Y) JUadl) ddelias
O LEY)) ) shally (pidling oy LAY 5 180 degree Lagin skl (38 (S 1) Ll
null &Y A Aagiill 5 Legaiany Gliali o g (8 LAY ((iuSlaie
CELEY) G sl GBEAY) Al e dainy (o815 i Al shally ae Ll
S multipath sasiall cl lall 5_als agd (e (St o (5 55 e skl aduay)
liay élin,

Radio Frequency Behaviors:

1a0 3 1l calaa yill & gl
Gob el ol @l jatmi G (Kay sal dawg g1 sl o) sedl sae 4l )l ) a1 i Lavic
&) — il — S — abiaieV) Cpaali g SLEBY) @ gl ans ddlid
el Baaatall Gl jlsall — Hall eliadl) o lua — ac Ll

Wave Propagation:
A A 500 1 ) 50D sl g agall (e Adliall ) a1 Gailiad Cualed () 2e
sl e Leelad)
A o gl e o oSNl JEEY) LeiSay dpnlaling s S ) 50!
wave propagation z)sad) LI e ) Y] Lgy & as ) 43y plall
Cannl) e de giadl (o jaall Da LINA e 3 LAY yad Al 3okl dapda o datad
e Wil g ChiewY) e e siadl ol jaall e calisa il L)
5 LEY) i e
N sed) oo pasise Jai 5 LEY) Jdi o Jsla JLEEY) (e duaai Leaie

)f As a WLAN engineer, you should understand RF propagation behav-

,4;1-5 lors for making sure that access points are deployed in the proper
location, for making sure the proper type of antenna is chosen, and
for monitoring the health of the wireless network.

Absorption:
oabaial) lavie Lo 8 Joa ol ol jae g all 5l alai V) e 5 LY (S ol 13
Gaaa 385 LI IS
Aalide Cila a4y gl ) B LAY (e Alime S aliad 3 gl alana
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Amplitude (signal sil:relngth) IS reduced
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Reflection:
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Incoming Wirsless Signal

Reflected Wireless Signal

Reflective Surface
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il g e 2o 51 I Y 1GHz and 300GHZ G 3253 5e Ay 5 Sall 71 saY)
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BLEY) Ll aie AL Sl Ay 8 Lialaia) 3S je g A5 Sl 2] a1 Gl
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e Baadae iy Al sell
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(MIMO) multiple-input multiple- output

18 Jeadll b Jpuandilly Lgie. aaain

dolphin-syria@hotmail.com vY



Jameel Tawelh CWNA

Sl (e BAEELYL SLWY s e Jaa g (8 (elSadl) dpald (e BalEWY) o

A gl 3 daala ) dgaly 0 Al e e 3 LIY)
Scattering:

il
e Saii G avall o 5! Lgia ge Jsh 0 5S0 Ladie 5 5LED Chany ddeie (ulSall 5o
; ; ; oe i )
Basa Ao Jib il aly el (5 giuall sa Jo¥1 o iy sl Gaasy o) Sy Sl
sl s o Glaall o Sladl Jicdas g e LIV el Ladie hasy 3 )LEY) 50k

2

Basse 3aawie cilalatly (uSaiid (5 gina g prlan 3LEY) arlacat Lovie 2l 43, ,La)
Sl 35 LEY) 88 o o IS8 i o el

Mirror ball

Flashlight

Refraction:
JL&.&SJY‘
AUSIL (adlise Cpdan s LB e 3 LEY) dga jaad oo
slall Jlas oy sl ol sed) 300 a Aan i€ A gall Jalsall 5l sy Gaaa,
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Glass with Water

Cool pool of air

Refracted signal

Main signal

Water vapor

Refracted signal

Main signal

Diffraction:
- ac Lyl
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@w\@&c}@\sx&jﬁ;jdﬁ& iz

dolphin-syria@hotmail.com Ve



Jameel Tawelh CWNA

Jisiiall 5 Jupall G (S g 3 e Al S a Bile 3 LAY Casliay Ladie diaay
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Attenuation (loss):
e |
LAY sk A ladi o LY JUas & (lall ga
o) sedl i o YL LES) die Lghiad e i3 o Sy 5LEY)
sl coaxial ¢ saall JiSU A glia sy Lgiad (e 8s gl il 3,30 @Y
EDla gall Jin (5 DAY paliall
2ada Adlia) Gudigal) Ao 3 50Ul GV any & S5 e e e Llle aaadl)
5l alaill SL) sl 8 jleall 138 Calias gttenuator 3 L
a5l Lo sanall (il g8l Cpaza Al pall A8 (G oS3 Gl Glanial dediall axding
2l e Alats o) gel) A3 HLEY) Al sl (pe 3 LAY & lad) day
Aad e 138 5L (aliaial ) (535 Los Adlisa Jabuo ol jae e By ual 1) 5 5L3Y)
. BJL."I::)“ o.J.@J
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Material 2.4 GHz
Foundation wall -15 dB
Brick, concrete, concrete blocks -12 dB
Elevator or metal obstacle -10 dB
Metal rack -6 dB
Drywall or sheetrock -3 dB
Nontinted glass windows -3 dB
Material 2.4 GHz
Wood door -3 dB
Cubicle wall -2 dB

Free Space Path Loss:
J;j\ e lLiasll J\..w.q BJ\.MS
abaia¥) Cun LEn) oW dadtin dunaling g eI <ol HLEYI el juall (il 8 Cuva
sall eladll jle 3 jled ) ALY el g ae il jLuSaY
Free space path Loss (FSP)
la LSS e amda JS5 3 LI Chaat 3 jludd) o2
e 3lall 2005 100m 222 80dB A8ally i Led daasy 2. 4GHZ 23l <ld s iy
6dB Ladé s 4l
Al sliadll jlse 5 jled aload 233505 Y alaall oda
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FSPL = 36.6 + [Eﬂlﬂgm{fj} + {Ziﬁ}lngm{D}}

FSPL = path loss in dB

f = frequency in MHz

D = distance in miles between antennas
FSPL = 32.44 + {Zﬂlﬂgm{f)} k {lﬂlmgm([)ﬂ
FSPL = path loss in dB

f = frequency in MHz

D = distance in kilometers between antennas

Distance (km) Attenuation (dB)
2.4 GHz 5 GHz
1 100.0 106.4
2 106.1 112.4
4 1121 118.5
8 1181 124.5
Multipath:

) sl 20

gl b & JLsia) e ) ST ) gl ey dagii Chaad il 5 jala g
" “ Al pe AL o) 3al Jualty b

Jitinsall Joas O (g 5 LEY) 20l g il g LY o JLETN) & shas Capes
Badxia ) Hlisa

5a0xie ol e Fsse AN g1 g aall e (peSaii o (S 5 LEY) Adals Ay 3
oyl Al AuSaiall 5 5LEY) Ll Qi Juad 5 Lyl ol A0aY1 5 LY 5,
3a2atall ) lusall a8 1) (nanoseconds) Al b dae ey Jistell Jual );\
delay spread LYl 5ali aw
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Reflective Surface

Traffic Travels Across Multiple Paths;
W.@ some Traffic Armives Later than Other Traffic,
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AnSaiall 3 LAY 5 Ala¥) 8 LAY Jaay (8 5l SAY) s Data corruption
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Combined results
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Amplification( Gain ):
(,.‘MJ\ 3zl
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active gain and passive gain Jud il sl g Jladll zo 1) o ) Gle 63 cllia
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Passive gain:
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FIGURE 2.17 RF signal measurement tools
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Radio Frequency
Components,
Measurements, and
Mathematics

IN THIS CHAPTER, YOU WILL LEARN
ABOUT THE FOLLOWING:

v" Components of RF communications
* Transmitter
* Receiver
* Antenna
* lsotropic radiator
* Intentional radiator (IR)
* Equivalent isotropically radiated power (EIRP)
v Units of power and comparison
* Watt
* Milliwatt
* Decibel (dB)
* dBi
* dBd
* dBm
* Inverse square law
¥ RF mathematics

* Rule of 10s and 3s

¥ Noise floor
¥ Signal-to-noise ratio (SNR)
v Received signal strength indicator (RSSI)

v" Link budget

a v" Fade margin/system operating margin

_;@ﬁqu\ 23 gl yabic 5 cilald s il
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RF Components:
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FIGURE 3.1 RF components

Radio
E|HP 1-"."!3."-"'&5
Data sent j”\\\\\ Data received
)]
. ) !
Transmitter <— Antenna —>> ‘ Receiver ‘
| ' Intentional l
Antenna cable | Radiator (IR) Antenna cable
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}.\J\JM d\..a.i‘){\ \Ju \Aqsu d...uJA\ ¢ L.L-“)Aﬂ t_ﬂ_ﬂ_uj\ (,Lu }M\ JL@A

o G pall L Jea Ladie ¢ Juaeill 3 s Jeladl 5 5L e Jg¥) Juadl) 8 Liala
Sl Y1 2355 20a ) a5 LEY) o3 5 o sliiall Sl 5 L)l gy

Al 8338 b 2.4 billion Jss 5 802.11 b,g <L)

Al 33 Ol 5 el slidl il e L) (4 802.11a (8 Lein

ol Apma Jyad A8 pha aladinly o slitall Hlall 6 L8] Jang s cliball 38k Syl
Jalall 35U Jals clilall jae 55 LA

coaxial s IS Gayb e ) e J Wl S sell I das i dalall 505

dolphin-syria@hotmail.com &y



Jameel Tawelh CWNA
JUase st e Liagl J g e s pall 8 oo i a5 3 LEY) 2l o8 ) ALYl
Jw 2 power level 43Ul (s giva (cam e sl Lad) Jlu )
) Callosal Ja35 ) Leiay V) JUaal) cld <l jLay!
Saly b sl cillaludl J8 (e 2aag laad 55 @ll # pensall Jl Y1 5 LY Tl (5 sl
st e Jygaall 58 FCC Sl
Antenna:

D sl
L AU b pinliad il 5 (e il gl
a5ty Juspall (o daalal) o gliiall il il HLE) aand Leild s jall ae o 55 Loic
sl zlsal I3 e ol sel) 8 Leeladly
pattern glady) Jaai ann Sl sel) Jsn Cpme IS0 (585 sl (1 B0ball ) 5aY)
Ssell £ 5 ma Caliag JLEN f Jaadl 14
e)sed) (3o Ay g0l H ) 5 Lal&illy A sedl a sine JUEiaY) Slea ae il sedl Jua g Lodic
bits and bytes () < sliall HLAN 3 L) i sty o o8 Justusalle Jastsal)l ) Legn g
Sl 8 330 giall 3 LIV (pe Sy Camal (65 Juiteaal) b Aliiunall 3 LEY)
isotropic radiator (e ade xe )& W Llle sl (s sl ) b yY)
isotropic radiator:
(2o R Y gl
CAALIY] JS 8 (5 sluiia JS8 3 LEY) plad) 5
A sl Adal) (g 4paS A1 5 L3 gy 1Y) g lady) e Jla 05SE O (S el

Claladyl JS b
Slo i ands sl Ay ¢ s sig 0 S aly Sl ss delia S Y gl b oS
‘;j\}gj\ \JACJA

sl e B yalall c\s\.ial\ 3aL ) (s yha ém
Ju ¥ e A oSl aik Al g o r Y
N sed) e Bl 3 HLEY1 38 55 o) A i a1 Al
Receiver:
; il
& sed) (e Adaiilal) Jaladl 5 L) 2aly Jaiaalle (SLaU Jass gl 8 581 o Sl 2

Leadlad sl ) L) a5 il 030 34 o5 laal s 5 Jldeal ) e san s
oAl ldl glua il ¢ Ll ) Adlal) Crnn Jas ddyaia 3 L3 o Al 3 L3y

free space path loss (FSPL)
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JJL.AA CA d;\ﬂ\ ERTT QU\J.\“ L.s‘a )i dg 8 ).1.(: ‘....~- L}“‘wa " Ldl.c b)l.u:}“

Intentional Radiator (IR):

RINEIN| a2l

2530 (e Al Taee aliyg Al g 52 Slgall 43l adiadll g laiY) Cije FCC (e 15 anll
$ 5231 )

IR idand 53 Ll 55 = gasall A8l FuaS 2323 FCC Jie A 533l Cilaliial

S sed) oty ¥ sy A sell (A Jue pall e LS el IS 00 5S4 IR

Claile ¢ (ay )) Al Cilara (5l 5 COla gall 5 SN IS 5 Jus ) (paialy IR
sedl s Sl G 0585 ((Claada clediiace (el gaa

el J2a Al ey A Jua gl e (ul& IR J) 2L

IR« 48all 03] i e Llle

G iy ALl (5 sl

milliwatts (mW) or decibels relative to 1 milliwatt(dBm)

Equivalent Isotropically Radiated Power:
56l oo 5 alall dnadacY 3 LAY 505 s EIRP
FCC Jin Adaall culhalul) GlIA 3 LAY adizad o 50l 4l ) sl lale cualad LS
@\}@J\ e 3lall EIRP 4xeS 22a3

Units of Power and Comparison:

40 aall g a8lall chlasl
A0 araca’ IR dae by G S Lebn (350 5 g0l 1) ) SLEY) A8 aial) agdl
Leginy ESal) 5 45 jlaall Gilas g 48]l Glas g de gana bt (o g Juadl) 22
Slaad s L Jid 5 AY) s Al Claal s Lida Jiad Leae Jalaiine ) alae ) (o
" 2 aall
daf aly iy ra (o Jiad 4iall Gilasl )
s saaly o Jlie 13 Guae gadd Jola o ol 1
£ sl i e A DAL 628 aa Gime ool O D Aad A Al Cilaal )
; ; %;)dﬁw&&mﬁ%;ﬂdﬁdﬁﬂﬁf
DAY Uk o jes o S Ladaal Jgla caale 13) 5 ol shall (o il A83ad) (o jai sl
Akl Gl 5 aa Jaall die 3uda Al Silasl )
oSl ddazi 5 iy g enST dard (G A0l Ayl Cilas gl a2 aadii ) (Sa
Al G g

dolphin-syria@hotmail.com o



Jameel Tawelh CWNA
Juiay) Jdae 5 Jla Y JUae (bl aaats daall Glaal

b oedl) O S sl s 5]l ) el ardt A ) Chaa s
(:\ELL-A\
-a8Ual) Chlas) g

Units of power (absolute)

= watt (W)

=  milliwatt (mW)

= dBm

Units of comparison (relative)

= decibel (dB)

- dBi
= dBd
Watt:

gt P

Ol 8 by e allall das aw A8l ((delainY) ) Galdl dalaY) sasl gl sa
e Galdll

KPR PPN ARy P ST BN PRPY WR APICEN P

Cal g8 ) 5508 g adiy g yaal ) BaG L delaiul s

Milliwatt (mW):
(U PRPAIH

gl e V) e e oA

s ) 13

shals e ) o Ll () sSin Jla o Lpaadindi 30 SISl Cilsna aline
L‘j L.A:"“ \ LR

vl g adcary COS JYA BLEY) 5 e die ey Chgw U (5 gine of S
o sell

Ll 1 intentional radiator (IR) ixdll glaiYl zand FCC Jie Aadaal) Ualul
(S un) lagaianmy e (il Jia 5l point-to-point Juail ey 5 00 Yl
iy gy QeSO Jlu Y Aia Jasa e 35080 ) gty W-Fil J) 35l riae alaxs
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Y osaiad) (S5 Y MW to 100 MW Jl ) 538 Lgd lole L@l iy 50 unsY)
A8y 1l iy Jlas Y1 AL (5 e sk
EIRP Jici (p Al (priias vie Lain R Jiad i) (fany vie Jla,Y) 48
milliwatt or dBm Ll Jls ¥ d8lla ) Sliy o)) (S

for example: 32 mW or +15 dBm
EUREUINIT-F NG R AR5 SN WV PR W[ CUR BT 000 R N N
DY) e Fad agiil aiallly

Decibel (dB):

:Jasenall

A8l 3aa 5 (d g A0 jlia Baa) 5 40l Juwall (e 48 503 O angy S5 J sl
@u\@)ﬂ\wﬁwéha‘xﬁj MUMLJMY\M?M}S‘JHS
oy S ol e 38 &R aodiey Lo W Jueal) SLOU S s
ddan) gy dliinall 48Ul 4S5 Juo yall S 58 (e 80Ul EIRP (g 3Ll o CadaY)
il S s

bel zlbhiadl (1 d—“-“ sl

AU JanaS Cailel L glad 85 luall Jiiadd 2 jlal dalay o il yuda il g

Ot gl Al 50 ) ()Y e 1S bl 15 e

ol e 3 WEY) Jiin Yo gidUle 100mw dUay Ul Ja i Sy g enSY)
IMw @siner g Sy e 303 iy Yo 10 mw (s siar iy
40i€10:1 51100:10 ) s iy 5y anSY) 85 LEY) (5 slsa G ADEAY)

1 bel

1bel 5253 10:1 o Lad Yousidlly Yo siSUl (e Y|

2 bel 5o Yosid) iy g Qe G ERY)

ake sl alasinly ddbia (S Jadl)

10° = 1,000
10¥ = 1,000
= log,,(1,000) or y = log,,1,000.

3 =log,,(1,000)
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10! = 10 log,,(10) = 1

102 = 100 log,,(100) = 2
10° = 1,000 log,,(1,000) = 3
10* = 10,000 log,,(10,000) = 4

sl sl aladiuly Yoo s cuy s (anSY e Jall a3 ol
Ol L) Clad aading Jull of S
Pl v e Py, o i g GenSY) e 5 yabeal) A8l il
y = log,,(100/1), or y = log,,(100)
dn2 s Sl e g5l oS3 83 500

(10¢ = 100)

e dall (e e (e e sa Junall
Jamall il

bels = log, ,(P./P,)
decibels = 10 x log, ,(P,/P,)

Y st iy gy ey L 3 gatd
y =10 X lmgm{PMfP[__lj
y = 10 X log, ,(100/1), or y = 10 X log, ,(100).
answer is +20 decibels,

b alaiin Lot agall JUall 128 cwna  gladal dal (e ai e slll Clia aledl dalay
abte sl (s Juall s 43S Jiadl) 34
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09 ammnl) ae Jalaii 13 Jlsii of ¢Sy
MmMw &= Jalats Y 13l
70 db lata Cuasi 100mw 3L J g8 Oi
0,00001 mMw Caual s Cuali 5 )iy J i o) e Jgd
will Gt ol 5 Ll 5 Japessal) G 0 I Jsaa

TABLE 3.1 Comparison of milliwatts and decibel change (relative to 1 mW)

Milliwatts Decibel change
0.0001 -40
0.001 -30
0.01 -20
0.1 -10
1 0
10 +10
100 +20
1,000 +30
10,000 +40
100,000 +50

O ITVER PR ENAY O cann 130l
iy gy oY) (e 100M 2 e iU 100mw 3L il i ciy gn (enlY) 1)
~0,000001 mw i Jaie g 533Ul
laa S sa 100 and 0,000001 (s «e2EaY)
;Aoquidmul\nguﬂjuaﬁgg;‘y CSan g
DAl ) Ll gl FSPL bl 3Ll Alsbaal) axsid i 13)

decibels = 32.4 + (20log,,(2,400)) + (20log ,(0.1))
Jlaial 8l 5 Jgusl a8 511 138 ae Jalxil) 80 db L 80.004 db 5l 58 il
Mmw a= Jaladll e Uaall

dBi:

253 el 5 3 sel) (e Uiy Jucadl) 138 d (o
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Y bhlee 5 ClaladVl aen 355 LAY (e Ay slaie 40aS ady (a5 55 0Y) adiall by
Ay Jad gl a5l 2
@M%Mm‘;csjm‘g\sﬁgmqﬁdi@m%j\j@\QAMAS\Z\ALH\ N
; o
Al Gz A ae Slga z A 4 jad dalsy cul Sl ddlall
s IS ady ) anad) e (S Ladie ) sedl e dAailal) A8l 30l ) )
decibel isotropic dBi exo
A8Uall 3aa) S gl g 45 580 32 S Catiay dBj
s R JSi ady (oAl (Gl ) sedl ae A0 laally (A sd) )l dasiy (8 58
BJMMJ@@\ C_.\)Lé\dg;é dBi 4w
da sall J sl Caal Joulall A s A ity g GansY) e 1Ll Y al) sl
Lol ora ya Slga s 5 half-wave dipole antenna
2.14 dBi 4sbue )y Aad Al A gl Joha coini J 5000 2.4 GHz S 5o
el ) o S8 dBi sy ol B

dBd:
sl ) Casl dB (e i padig G 5ell delia B
il Sl sl dpas S sell ma ) Cia gl aadion s3I B o8 s skl
CIBTE
s At Al sel) ) Caa 5l a5y decibels dipole (dBd ) st JAY!) (il
J sl

Jsulall (2 s 3Lk )l Lexie ) sedl ) (28205 2 dBd

ALY aven b i Aase e sa sa il s il Jeaill L alatin LS
A8l 3as 5 a5 45 )laall 3aa) 5 g4 dBd QW8 A8UAIL Ll g o L (el Jsulall (Y
dBd Y5 dBi Leaaal gl sa (e ¢l O i ) 13k

2.14 dBi o8 g dlley bl Jslall ) 58

2.14 ) calai Aagll o3a B3 dBd gmy A Al Sl sed) S 13

/ 5.14 dBi (s s sl s

dBd (s dBi o aie amy Ll sell ey Llle SIS AN Cilana ae Jand) 2ic
dBd waabial (o)) (S 3500 eVl L oS

56l dBi Aad o Jiasing daill 2,14 A8l o8 Laid

dBm:
ol mw g 5L (ol 48 3 LE) a5 L) ¢l o Jay 4S5 4 jlaa sas) 5 s
asUal)
g el Aialy Juwany decibels relative to 1 milliwatt
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Imw e a5 sk dBm
decibels relative to 1 milliwatt
e ] r 1 . § J i
dBm = 10 X log,,(P_..).

100 mw =+20 dBm
6 s Ll 5 e oS o e () ol 5 dBm e bl S 13
P =10 (dBm + 10)
T | ; ;
a0 dBm OsS8 Imw (e S A8l dad
Gl dBM OsS Imw (e el 4t sl
1 mW to 100 mW Jlaell aasiu Ly 85 4L ISl b
+20 dBm sk 100 mw J J ¥ Jlae
Imw (e J81 (o i) 3 )L3Y) FSPL casy
-40 dBm =0.0001mw Ly i (s slusi Tan 258l Aliaaall 5 LY
Sy Glall oa Yo dBi aladind G i g 138
O LAY agdl Ol ki ASLL JLELY) 5 jal alaza
—30 dBm (1/1,000th of 1 mW) to as low as —100 dBm
(of a billionth of 1 mW Y +/Y)
0.0000000001 mw (= Jexsl -100 dBm e Jalaill 4l 5
5 LI FSPL (i (YY) Aaleall FSPL lisa dic dBm alasiny Al
100m 2= le2.4GHz
200m = Ao 3 5leall GL,_\ Ll Adaledll
FSPL = 32.4 + (20log,,(2,400)) + (20log,,(0.1)) = 80.00422 dB
FSPL = 32.4 + (20log,,(2,400)) + (20log,,(0.2)) = 86.02482 dB
6dbm e Lt 5 LEY) 5 LAY Hiae (e Aileal) dielias ie JU 38 3
ey i o gus Aliiunal) 5 LEY) b Jiiasall 5 Jus yall (0 Bdlsal) Caide Lia 13)
6 dBm
Cae Lol (o gas sl A8lae (8 Gbm lsias 5,LEY) Jlae Lla ) 13) il
o) ) aedl st Juns 430 3208 6 dB rule
Alaaill Adlise Caclial g (Al gell )y e 4l 6 dB S

Remember the 6 dBrule; +6 dB doubles the distance of the usable
signal; -6 dB halves the distance of the usable signal.

v

A
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Jenl 3 LY e A gel) )y a8 Gl Jany dBm plasid
5L 5dbi gy bl A sells 420 dBm 5l Al g Jus el 13)
+25 dBm s 08l & sens s sbd (EIRP) (2 sed) (e Aniiall A8l UL

Inverse Square Law:
L.f““S’J‘ @-‘)—‘ﬂ O

dokazill A8l Caeliatl o g +6 dB MLm\A.&: 6 dB J) 328 Caalxd 2l

Cuaill Audazil) Adlie J83 o g -6 dB  aldi) 2ic g

L;hl\ Inverse Square Law ‘;A-HS’A\ @u).d\ O e dyna e\ﬁjﬁ\ s34 ¢ 3acal) sa
st Blan) allal) o2 f

Adlisally yuail) o pe apati ] (g sbon A8 3yl o O3 ) 380 12

Alsall a 30 slie pa LiaSe i 48Ul 3 jlud () (]

A8luall Ciiclin 23 D e il a3 o g R Ay 5 L) culisinl 13)

change in distance = 2

V(2 e jativ syaall 28
Aalaal) 224505 d3ma 48lual EIRP los B saclall oda alaaiuy
]‘Jli.fl::q_ﬂ— P 3 = r._':’ “:I
L) dlad) & r A5 EIRP 2 p Cas
);j\ JLA.AJ\ J\.fﬁ.'i\ 'BJLAi Adalas
(F)) + [?Glrug” D))

FSPL = 36.6 + 20log

‘"J]:]

FSPL = path loss in dB
F = frequency in MHz

D = distance in miles between antennas

_ 85 A o o
FSPL = 32.4 + (20log,,(F)) + (20log,,(D))
FSPL = path loss in dB
F = frequency in MHz
D = distance in kilometers between antennas

a5 OSD g Adlisall g ) Jsaiall el (i g ) 58 e adiad Liayl FSPL
2 5l s KAl J e
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RF Mathematics:

1ag 33l )l E\}Jd daaly 1l allual)
daaijle gl Vol (528 gy 2y BT i) alaea ol siadl 128 4y ) 2ic
ety e sl Al (52 llual) lat Co g (233 Y
3and 10 dB gz _kiy caual CaS (o jal S )
2 and 10 pladiuly ausl g Caelial CaxS (o i
3 5230 1) ) 5 cililusad e 3O Al Sl gl JS el elila

Rule of 10s and 3s:
A le sl Craadtiil o WS 38y JS5 il sl clhidany Y () olal) 12 aladnl
aite Sl aladinly elile 388y dad ) 13] 5 Ay ol clilany () 5ilal) 128
aaling il La JS el 3 gy ) 3l 138 o aais GBS 55 8 4803 apanail alads ¢S 1))

For every 3 dB of gain (relative), double the absolute power (mW).
For every 3 dB of loss (relative), halve the absolute power (mW).
For every 10 dB of gain (relative), multiply the absolute power (mW) by a factor of 10.
For every 10 dB of loss (relative), divide the absolute power (mW) by a factor of 10.
Al Caclia ) 3db JS
caaill A8l yasi 3 LA 3dh U
G e e A8kl Caelisa ) 10db JS
el ) A8l (el 3 jlua 10db IS
3dBi 4l (S sell s 100 mw Jue ) A8l e ehal cuy gy (unsY) Cilaga 13) 1l
EIRP=200 mw & sell (3 dadiall A8l 48

100 mw e ) Al e iy o GunsSY Cilana 1)

50mw @58 QS Aleh b A8l 48 3 0B 2edd sy JIS il

s Al Jl

10 dBi o4 Jlsedls 40mw Jia ) e e dda gucan iy g unSY) S 1)
durd e )

EIRP=400 mw 2 sel) (3 dndiall d8Ual) S

10 dbi e 4l JS lere Cilia 55 40mw Jlsy) d8lay iy g0 (S il 1)
Amw JSI Al b dalall ) S

o S cllial) i adaind ae ) gl s2a < S35 13)
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UAM@UM\ @;W3db J\Jiag C"UM J\J'J +10 dBm ‘ﬂ.\“ﬂ cnlsS \'Js\
+13dbm syl

3 + = 2
10 - dBm mw T 10
0 1

&-""3 2“*——; |
+3—==6 =4.-__"(_—__LH2
+3—F=g =B‘l—!

You have just calculated that 4 mW = +6 dBm, and 8 mW = +9 dBm. If you had used the
conversion formula for dBm instead of the rule of 10s and 3s, the actual answers would be
4 mW = +6.0206 dBm, and 8 mW = +9.0309 dBm. As you can see, this set of rules is accu-
rate but not exact.

Jalaill e 5ol8 565 o cang g Glaia¥) ol s 45 o padl sl oF QL) 12
40 IS8 ARlIL dagd g 4xs
Rule of 10s and 3s, Example 2

You have a wireless bridge that generates a 100 mW signal. The bridge is con-
nected to an antenna via a cable that creates -3 dB of signal loss. The antenna
provides 10 dBi of signal gain. In this example, calculate the IR and EIRP values.

EIRF

Data sent )>>>
100 mw +10 dBi
| Intentional
-3 dB Radiator (IR)

As a reminder, and as seen in the graphic, the IR is the signal up to but not including the
antenna, and the EIRP is the signal radiating from the antenna.

1. The first step is to determine whether by using 10 or 2, and X or—+, you can go
from 1 mW to 100 mW.

It is not too difficult to realize that multiplying 1 by 10 twice will give you 100.
So the bridge is generating 100 m\W, or +20 dBm, of power.

3 o+ ® 2
1 - dBm mWw = 10
0 1
+10 10 10 = 10
+10 20 100 =10
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2. Next you have the antenna cable, which is introducing -3 dB of loss to the signal.
After you calculate the effect of the -3 dB loss, you know the value of the IR. You can
represent the IR as either +17 dBm or 50 mW.

3 + » 2
10 = g4gm mw <10
0 1
+10 10 10 =10
+10 20 100 x10

-3 17 50 2

3. Now all that is left is to calculate the increase on the signal due to the gain from the
antenna. Because the gain is 10 dBi, you add 10 to the dBm column and multiply the
mW column by 10. This gives you an EIRP of +27 dBm, or 500 mW.

3 0+ 2
10 dBm mw = 10
0 1
+10 10 10 x 10
+10 20 100 x 10
-3 17 50 =2
+10 27 500 x 10

Lehainl Sy ¥ Baall ¢ gud roma 230 (6Y ol Dlaad o) il 228 pladiul it
Jaal 58l 5l 4y HusT) dlae S

eﬁ,ul.i:jﬂ\ PREGIY Qi‘,—\é-\,,.eﬁ‘)‘\y\ s3]

S5 5 dB Jusball Szl

2 dB e s 3 IS 5 (Sl sel) Juyall (30 A g g S (e ¢ S DI clal (1S 13
5 5lud

3 )bl 6dB s AN DL

(e 3dB el aadius 6dB lual
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Loss or gain (dB)

Combination of 10s and 3s

+1

+2

+3

-10

-3 -3 -3

=10 =10 +3 +3 +3 +3

=10 +3

-3 -3

=10 =10 +3 +3 +3 +3 +3

=10 +3 +3

-3

-3 -3 -3 -3 +10

=10 +3 +3 +3

+10 -3 -3 -3

+3 +3 +3 43 =10

+3

Loss or gain (dB)

Combination of 10s and 3s

+4

+5

+6

+7

+8

+9

+10

+10 -3 -3

+10 +10 -3 -3 -3 -3 -3

+3 +3

+10 -3

+10 +10 -3 -3 -3 -3

+3 +3 +3

+10

dolphin-syria@hotmail.com o1



Jameel Tawelh CWNA
Rule of 10s and 3s, Example 3

This example is a little more complicated than the previous ones. You have an
access point that is transmitting at 50 mW. The signal loss between the access
point and the antenna is -1 dB, and the access point is using a +5 dBi antenna. In
this example, calculate the IR and the EIRP values.

EIRP
Data sent )>>>
50 mwW +5 dBi
l { | Intentional
—~1dB Radiator (IR)

The first step after drawing up the template is to convert the 1 mW to 50 mW. This
can be done by multiplying the 1T mW by 10 twice and then dividing by 2.

The dBm column then needs to be adjusted by adding 10 twice and subtracting 3.

When the calculations are more complex, it's useful to separate and label the
different sections.

3 4+ % 2
0 = 4gm my ¢ 10
0 1
+10 10 10 x10
+10 20 100 x 10 Transmitter
-3 17 50 =2

3. The signal loss between the access point and the antenna is -1 dB. Table 3.2 shows
that -1 dB can be calculated by subtracting 10 and adding 3 three times.

4. The mW column will need to be adjusted by dividing by 10 and then multiply-
ing by 2 three times. So the IR is either +16 dBm or 40 m\W.

3 + 2
0 = 4y aw ¢ 10
0 1
+10 10 10 x 10
+10 20 100 x 10 Transmitter
-3 17 50 +2
=10 7 5 =10
+3 10 10 x2 connector
+3 13 20 'y
+3 16 40 x 2
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5. The antenna adds a gain of 5 dBi. Table 3.2 shows that +5 dBi can be calculated by
adding 10 twice and subtracting 3 five times.

6. The mW column will need to be adjusted by multiplying by 10 twice and divid-
ing by 2 five times. The EIRP is therefore either +21 dBm or 125 mW.

3 4+ x 2
0 1
+10 10 10 =10
+10 20 100 » 10 Transmitter
-3 17 50 L
=10 7 ] =10
+3 10 10 x2  Connector
+3 13 20 x 2
+3 16 40 x 2
+10 26 400 » 10
+10 36 4000 %10
-3 3 o000 cp Hntenna
-3 30 1000 =2
-3 27 500 =2
-3 24 250 =2
-3 21 125 =2

Rule of 10s and 3s, Example 4

In this example, you have an access point that is providing coverage to a specific
area of a warehouse via an external directional antenna. The access point is trans-
mitting at 30 mW. The cable and connector between the access point and the
antenna creates 3 dB of signal loss. The antenna provides 20 dBi of signal gain. In
this example, you will calculate the IR and EIRP values.

EIRP
Data sent ))))
30 mW +20 dBi
I Intentional
—3dB Radiator (IR)

It's not always possible to calculate both sides of the chart by using the rule of 10s and 3s. In
some cases, no matter what you do, you cannot calculate the m\W value by using 10 or 2. This
is one of those cases. You cannot set the mW and dBm values to be equal, but you can still
calculate the m\W values by using the information provided.

1. Instead of creating the template and setting 0 dBm equal to 1 mW, enter the
value of the transmitter, in this case 30 mW.

2. In the dBm column, just enter unknown.

Even though you will not know the dBm wvalue, you can still perform all of the
necessary mathematics.
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3 + % 2
10 - 4gm mw 10
unknawn 30
unknown JuU

3. The cable and connectors introduce 3 dB of loss, so subtract 3 from the dBm column
and divide the mW column by 2. So the output of the IR is 15 mW.

3 + * 2
10 dBm mw = 10
unknown 30
-3  unknown-3 15 =2

The 20 dBi gain from the antenna increases the dBm by 20, so add 10 twice to the
dBm column, and multiply the mW column by 10 twice. So the output of the EIRP is
1,500 mW. You can see in the graphic that the 20 dB gain by the antenna and the -3
dB loss from the cable results in a 17 dB gain from the original dBm. Even though you
do not know what the original dBm wvalue is, you can see that it is 17 dB greater.

3 + x 2
10 = 4gm my 7 10
unknown 30
-3 unknown-3 15 =2
+10 unknown +7 150 x10

+10 unknown + 17 1,500 x 10
Lt daad e sl Aol
—_— 3
dBm =10 X log, ,(P )
mW = 1{}idl-‘nr1 = 101

3s and 10s 3xcld

= 3 dBgain=mW x2
= 3dBloss=mW + 2
= 10dB gain = mW X 10
= 10 dB loss = mW + 10
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Noise Floor:
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dBm Milliwatts Power Level
+ 36 dBm 4,000 mW 4 watts
+ 30 dBm 1,000 mW 1 watt
+ 20 dBm 100 mW 1/10th of 1 watt
dBm Milliwatts Power Level
+ 10 dBm 10 mW 1/100th of 1 watt
0 dBm 1 mWw 1/1,000th of 1 watt
-10 dBm 0.1 mw 1/10th of 1 milliwatt
-20 dBm 0.01 mW 1/100th of 1 milliwatt
-30 dBm 0.001 mW 1/1,000th of 1 milliwatt
-40 dBm 0.0001 mW 1/10,000th of 1 milliwatt
-50 dBm 0.00001 mwW 1/100,000th of 1 milliwatt
-60 dBm 0.000001 mW 1 millionth of 1 milliwatt
=70 dBm 0.0000001 mW 1 ten-millionth of 1 milliwatt
-80 dBm 0.00000001 mW 1 hundred-millionth of 1 milliwatt
-90 dBm 0.000000001 mW 1 billionth of 1 milliwatt

Badae ol 5 el g 5 LAY Jama 5 Al (6 (531 A gyl 38D (ha (5 sinn oA

802.11 5 el (3o dadld 5 3a e sl Al Cliy o (5 5a3 () Sy duilall 48U 224
5 el s g Sall Ol Jie s jead (e deald Alana 2 Ala (5S5 O (S o) Ay 8
LU il gl o i g3 6Ll
saxse &l 58 3 Noise Floor Juae (& ol )l G O Sy cidaline 5 568 5 6]
background Noise 4:lall maia cawdl Noise Floor J) JUas

<l 8l ety 2. 4GHz J A8l s JUal) o e Adliad) i) A ¢ s
-100dBm M s> 0585 of San ((ISM) ahall 5 palall (ial 250 duaadall 4300 5l
-90 dBm Yl deas o) (S pibiaaall iany (& AdlAl) miaa
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2.4GHz (o B8 Wle (58 5GHz daa il &l gl 8 Al saaia () Ca et () o
alaa ) B 5GHz oY
Signal-to-Noise Ratio (SNR):

C_\;;aj\ é\ 5 L&Y A
gl ) 5L A Wil e 5 )LaY) a5 0 shom wifi J) 8 Jea] oriias alana
daalll) C“*“‘M 3 L) (5 ghua g Aliiinall 3 HLEY) o Jaanal) ‘_; Ayl s :SNR
noise floor
-85 dBm  4liiuall 3 HLEY) cilS 1)) 1 Jla
-100dBm s (Al sl
15 dBm s Legin Jasnally (3 4l

SNR=15dBm
I_pa SNR (5% Ledie corrupted 2w O (R sl bl
i gf AT o gas LIS Alinal) 3 L3Y) JUae (e T i sl JUae OIS 13
Claall (e 450l dadall (8 Jlu)Y) ale) ang daiil) 5 Lagh (o Jifisal) aadaiony (1
layer 2 retransmissions 4aul)
throughput 4aliy) Jle o i 4 Jl Y sale)

digein B3 5a I3 B L) et J8 5] SNR =10dB S 13
FIGURE 3.2 Signal-to-noise ratio

)

Received signal

amplitude \\_’/\/-W

SNR (dB) <

Moise level \/WW

Time (seconds)

Power (dBm)

Y

Received Signhal Strength Indicator:
Al 3 LAY 3ol pdiga
A 93l 3 LAY (e A8l (5 e () ey Jusieal) duulis Receive sensitivity
zali Juiin) Giay 53
e 150 5 oS o Jiiad) Liaie Jitsall daulun (e JiT dldieall 3 L3V 508 il 13
"6)\.5:}1\ Y e.@ﬁ
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JLEiaY Al ddie () saany Le Uale .SLLOI Q&JA\E}V@\;’\%AM
receive sensitivity thresholds

Badae At Lo il J8 Aoy JSI AABS N Ll Ji oY ana)

ST dulall die 5 oS3 il s S A8Ua 0l 3 L) callats 4l d8Uall Y axe
802.11-2007 standard defines the received signal strength indicator

(RSSI)

AR A Gl Baa oS Alaall 5 LAY B0 jdise i e 802.11-2007 kel
(JUaall) 3 LaY) 3ad Luld)
0t0 255 (s a4l jial LI 138

BOLEY 3 st (eliaS ASLLOU ASLED 5 jeal 3 alasiuD a2e RSS| e

TABLE 3.4 Receive sensitivity thresholds (example)

=

Aliineal) 4 5030 )

Data rate Received signal amplitude
54 Mbps —-50 dBm
48 Mbps -55 dBm
36 Mbps —61 dBm
24 Mbps —74 dBm
18 Mbps 70 dBm
12 Mbps —75 dBm
9 Mbps -80 dBm
6 Mbps —-86 dBm

TABLE 3.5

Received signal strength indicator (RSSI) metrics (vendor example)

Receive

sensitivity Signal strength Signal-to-noise
RSSI threshold (%) ratio Signal quality (%)
30 —-30 dBm 100% 70 dB 100%
25 =41 dBm 90% 60 dB 100%
20 -52 dBm 80% 43 dB 90%
21 -52 dBm 80% 40 dB 80%
15 -63 dBm 60% 33 dB 50%
10 -75 dBm 40% 25 dB 356%
5 -89 dBm 10% 10 dB 5%
0 =110 dBm 0% 0 dB 0%
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signal quality (SQ) 3 WY 53 sa camn HAl (ulie i je 802.11-2007 ksl
s s ol (Sar bit error rate (BER) <l Uad Jaxs (3 2y 30 O ¢Sy o 6

SQ 3 L&Y 83 e
) jladd) 2ax3 5 SNR 3 jpiall Zaaaall 5 LAY A Jie
Aads b 0 yiie JS el of (S RSSTand SQ < daladl e sheall ) jial
MAC Layer ! PHY Layer
clear channel assessment (s s 328 RSSI ae asi i () Sy SQ < yial o (ian
(CCA)
S G5l Ganieaall alana (K15 GOlaiio auliie Laa il RSS| (ibie s SQ b
RSSI @ sl
e RSSI and SQ (o s Lld RSSI () e Ladie i) 14 8
Aldtaall 5 LEY) 525 ) 5ul RSSI (4 802.11-2007 sl G
RSSI 4ed (e yuaill 43 duals 9 4S slas 45y )l Jeziony WLAN vendor JS
0 to RSSI-MAX (3« 5|3 RSS| 4asd Liled
4 doalal) dpadac V) dagdll pans adaiog aiial JS
i) el ae (3855 Colative e RSS| dad e Jaladll A () 5 iy Cpmicadll alaes
i iy e A8, pise e
(lan je) A8 slae 43385 ()5S0 5 RSSI J sbiie (5 0ty ¥ (ppaiiadl) iamy
SN g ST it (paiimn an RSSI (e (o A3l 3 55 Ladie (jlilSe cllia
RN
RSSI-MAX J 4dlise a8 |5 liay of (e o) seiaall V) ASG
0t0 100 (b Sl o) (S A aiadll
0 to 30 wlie Jlids O (S B gl
8 4aty 5 HLAY) Ludi J) judn B Laiw 25 3Ly sadl judn A Genlaall Gl can
asill Jlae CEDGAT a Al S5
-110dBm to -10 dBm 4llae 585285 100 e ebiie Sl o (S A
-95 dBm to -35 dBm (a8 60 (e osbite Jeriow o) Sy B e
roaming and dynamic rate Switching
ERTRPPS Y FORRTERTRPEIE R Y ORI - pRFCI B JRCTE RIS Y
‘ A
5y slaall iy g LSO ailecll dilee o) jaY adiiial) Y Jaladl & RSS| das
) aadinaal) Jaty sarsall diall dad (e JI Alieall 3 L3 sl Ladie ¢ Jasill oL
AV 5 LYY a5 slaall iy o ansSY)
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dynamic rate switching sless oLl aiadll Jd (e 228503 RSS| J Aal) dasd
(DRS)
QUKD 138 (e Al J gnd Baxy (8L 8 g (J gl
12 Jeadll & Juadily (8l DRS
(51 8 3ayall ) HLEY) agiil Jadth daaiae LSLaOU AS0EN g S (o ot () cang
spectrum analyzer —adall Jlae Cud AUAL G g S 5 Glily (5523 Al &l HLEY)
G S (A zmaia 5 LA) Al gy ) AL AS0EN B S e el Cn g ySilall 8l 1)
Ul Jand Y Al (e Ay gl 1 ) Y1 (Y SIS A0l
il (5 9a3 LY 5 slaall LSLOU) IS0l 5 jgal (e dadd Al 6y onoicall
Jlae 58 Y i il Jaad CuilS o gus 2 gl o JLEY) agh s CaiS aubiivns 5301 leall
spectrum analyzer <kl
e ililuns Sl Jal (e Calidall sl diaady o b RISl Cajine
eyl st dalan ASal & S QUL dallaa 5 agd Jad aodatn ASWEN & S (Y ¢ 28 5l
o _nc ORIFY| C'_ﬂ_'a\:gl\ L_,,Js: Alaie YU G;ml\ lual dua
e Adlida s gandall Clual g Aali Claee gy pias JERSSI J 4bde JS4
Cn AY) aaiadll
&S aladind e | i st i) 3l CalsY 38y yha | gan o) Cpmiadl) (oany Gas
Sy il JlaaS A
Casia Cia JlaeS Jand (5 i) dalladd 380 & S Jaad o ¢Sy chips <llia
St AL A8 & S el B¢ gl i b iegall i e Y oS
) i 8 ULl ey 5 S 5 il JlaeS Jaall e 108
JlaeS Jaxtl clia 335 b gas g chips Adlal e 55380 Ld g0 GanSY) (any
Caila
802.11 NICs and spectrum analyzer m «<SEay) e ST o yed o) ca )l 1)
QLS

CWAP :certified wireless analysis professional

Ling budget:
ila ol cllea
g5 DV ditisall (Al dass gl e (5 520 I Jus pall (e 8 bl 5 a5l JS & gane (A
danbea ddie (pe lef dlatad) 5 5Lay) Jlae oS of Alaca cliluall o3a o 4l
Jasiedll
Juadl) 5l g Jlad yuad) A sell )5 (ol du el ) 1 et dlia ) il
il sell 5 ladimall w8 lleally Jala (& o oy sy S ¢ aduaall
LY 3 jLud g FSPL 5 alaedallS chlibaally () 6S8 o oy <l jLadl) U<
insertion loss
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e -Jus pall 4 shaial Ciliae Slea 5f Lasn Al 5 jluddl & :Insertion loss
el pall daila 5 CBla sall g OIS Lesas Al 5 jluad) Jia
Link budget components

Gain Gain

i )
(] J

r Y
Transceiver Transceiver

+10 dBm Ala¥l Jlws,Y) 48k

el pall dnile 3 OUSH 40 Insertion loss
dd e ) Cinday (A sel

);j\ ¢lLiadl) @\A‘)Lﬁd\ e MBJ\.&\SJ\
-65.5 dBm 4luall 4l A i) 5 LY

Loss Loss

FIGURE 3.4 Point-to-point link budget gain and loss

Free space path loss
10 kilometers
-120 dB

Parabolic antenna Parabolic antenna

+25 dBi

50" LMR-600 cable

)
(]

]

+25 dBi

50" LMR-600 cable

-2.21 dB —2.21 dB
Lightning arrestor Lightning arrestor
—0.1dB —0.1dB
10° LMR-600 cable 10" LMR-600 cable
-0.44 dB —0.44 dB

TX=+10dBm | Transmitter I RX = —65.5 dBm Receiver I

Receive sensitivity

threshold = —80 dBm
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TABLE 3.6 Link budget calculations

CWNA

Component

Gain or loss

Signal strength

Transceiver (original transmission signal)
10" LMR-600 cable
Lightning arrestor

50" LMR-600 cable

-0.44 dB

-0.1 dB

-2.21 dB

TABLE 3.6 Link budget calculations (continued)

+10 dBm

+9.56 dBm

+9.46 dBm

+7.25 dBm

Component

Gain or loss

Signal strength

Parabolic antenna
Free space path loss
Parabolic antenna
50" LMR-600 cable
Lightning arrestor
10" LMR-600 cable

Receiver (final received signal)

+25 dBi

-120 dB

+25 dBi

-2.21 dB

-0.1 dB

-0.44 dB

+32.25 dBm

-87.75 dBm

-62.75 dBm

-64.96 dBm

-65.06 dBm

-65.5 dBm

-65.5 dBm

dolphin-syria@hotmail.com

-80 dBm Juiusall dpulien dic ()] i yidil
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+20 dBm + 5 dBi - 73.98 dB + 2.14 dBi = -46.84 dBm

FIGURE 3.5 Office link budget gain and loss

Dipole antenna, +5 dBi

Free space path loss
50 meters
-73.98 dB

Access point,
TX = +20 dBm

Integrated antenna
+2.14 dBi

Final signal at the RX = -46.84 dBm

0dBm (1mw) 0 el 058 Le Ll i) 5 )LaY) JUas
FSPL s 0 dBm (Imw) (e BB osSh Le Llle abiond) 3 LaY) JUaa

Fade Margin/System Operating Margin:

:e\.}éﬂ\ e lh iala) u.uM\ el
A slaal) dagdll e ANV 3 LAY (s sise sa:Fade margin
OsSia Jle Y e (1B -80 dBmM J 4 sbose JLinl) dpubin duie 4l Jusiual) oIS 1)
dial) ol (e ).\Si PARCYION| B LYy JUas Ldlds daals
dn A iy Jala jalias sl Ay el Jal sl Sl (o (a3 LAY (S0
dgie (5 giua oo ) Giala o) JlaS () 5S5 4dla) 10 dB to 25 dB I bbadi o ey
JLsiny) e ~lad Glasal Jatuall 4l
fade margin (e 4dLay) 3wl 228
3mile (e JAY) diluall cald a5l asilia) gy Lo Jil 4 10 dB
15 dB J&Y) (e sal 3l Ghals 05 o sy 5 mile e SEY) Ela gl Ll
5 mile ¢ JsbY Casll 25 dB (2 L (asall (ialed) dad
-76 dBm Aléicdll 3 L3Y) 5 -80 dBm  Jaiusall dpula ilS 1)
ey a8 O S 3LEY) O s JAN) Jal gl oy (1 raiy (o gan JLuadY)
+ 10 dB
et ) Sy Lald 3 LEYL e U 138 sy (S0 5 i Juai¥) Gl adana
b O Jhady) Al oda 4 5 -86 dBmM () Jad s
Jittecall Fandin eaain Ala gl il 6 20 dBmM o3 duleall fiala ALl
-60 dBm
Juai¥) Flad Gaaio da LAl Jal sl G 3 )LAY1 G st ol
6 siaal (el (pald Cangy doa HAY Jal gad) e aaally 305 4 g0l 1 LY oY
48 55 gall Baly 3 3 HLEY)
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Ala oll 48 ¢ 50 (0 2 3 L3 fade margin ded 53
Slaled) laie o pail dlea sl (il ililee (55a3 () pgall (e A sal 1) Al gl CaS i 2y
system operation margin (SOM) (sews (Ll 138
3590 Juai¥l (sS4 ) 5 pall 3 HLEY 5 Alidial) dledl) 3 ,LEY) o (34 2:SOM
¢ fade margin Cllus ¢l 2y #UsS e
A slae (4585 Gl libua (4 outdoor WLAN bridge link sl 2ic
;U
25 mile point-to-point bridge link J <blus s > RF engineer
il Lpilia dic (0 5dB o ST Abied) dilgil) 3 LAY o an g
28 e Ul 3 HLEY) JUae (8 da saed) s (S g6 a4 58S (5 20 ) JladY)
sl ¢S (AAOEN Ghala (8 4y sall o Hlall s Gl Ll
0.08 dB per mile (0.05 dB per kilometer) 3 )Li3U 2edd Caagy y 3all yhadll
2.4 GHz and 5 GHz ¢ 3l 3IS
25 dB fade margin plaiul el 3amll ASLA ) gunll COla B
oyl yaad e O jlsall 02238 4 g0l 1 21 e & gl e ) apeddll g gl
Gluzall g il 5 jhaallS 4 sl
3 Ay & WLAN indoor 4SLay ASuil ¢lis 5 aie
high multipath or high- noise floor
Jitnal) dulis d3ic (0 el 5 dB fade margin J bbad o sy
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