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TCP/IP Lavyers Encapsulation Overview : 1.1

deaﬂduug)*cw&oQLamO)pwuoqcst\aﬁuu”ddg)&oﬂ
o 00 silly JlasVl dudese)OST dodaio) 9,20l pumdill lua) 2w Ld o9
9.8l 0l BLLWI (sde Headers S Lpidlo] pis @iuse daulby lpiw ddab JS) wlidb
roladall 04 aad ol 8,9.a)l (usis TCP/IP JsSgiy w8 wlilb duns (sl ,lais!

0Os1 TCP/IP
Application
Applications
SMTP POP HTTP FTP,

Presentation Telnet, DNS

Session

Transport
Transport TCP uDP
Networt Intemet

IP  ICMP, IGMP, ARB RARP

Data Link Network Interface

Physical Hardware

2o Joledl id lpiadbeg Application Layer JI s élw ol @lw,Jl wadsi @dac 1o
w89 ¢ aSidl jue | Sy Data (] auai dgo o lpligxie s allw,Jl

oo dcgaxo (sl o5 ASCII Code (sJ| wosSwoll padl Jug=i piy Chat aos, | wlixo
asubo by sillg Socket juc lpdlwly Wsup=id @990.00 (59 googi Bits JI gl Binary Code
JWI JSeidl zuogs 9 Internet Layer JI ol Network Layer JI go Transport Layer J

: SocketJl Joc asulb

Server
ServerSocket( port# timeout ) Cliente
accept() Socket{ host port# )
OutputStream - |— —= OutputStream
InputStream InputStream
close() closel()

Network sé Destination IP go Transport Layer s >a=xoll PortJl 08, by, cuu>
aaubg yaisig Clientdl b (e asdlgoll Julaodl B lall Serverdl pgs,9 Layer
5 b= pa sl Socket Option JI go PortJl 08, by, sle Serverdl (8 SocketJl
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Loy g9 @lsyall 048 (53 Soug « ouax o Sl Portdl sl ciaill &ulosy sl
JSLiu asslgall of aulis o of Authentication JI ga=adl wldac Jio duadsdl Joud) @iuso
Lo

ol

ol &\ oJl upper Layers Jl puswsi o5 OSI 23q00 (89

User Interface  swoouw b ol abuss zwoli,ul go Jolei) Application

ol ULl die= lw wypb LS (sddg &lwyoll ULl Juios Presentation
Jwios adoc o s wal 8 ¢ e i ol WLl lhen) wdlwl plaziowl ol ASCILI
:ly LS ASCIIEncoding ClassJI plassowl BinaryJU adlw)Ji

C#

String str=Console.ReadLine();
ASCIIEncoding asen= new ASCIIEncoding();
byte[] ba=asen.GetBytes(str);

VB.NET

Dim str As String = Console.ReadLine

Dim asen As ASCIIEncoding = New ASCIIEncoding
Dim ba As Byte() = asen.GetBytes(str)

2 el ppasy el o Gl G wblll 4los) sl a9 Session
C]

Jozs posi wsilly Application Layer aads sg>g) 14iS5 TCP/IP JI JsSgigr s Lol
Wlglas da =l gudg ,ill piu Session Layer a9 « OSI (8 (sJoVI oMl wlaudall
JENVRVASPY. ¥

duloc =i ay ldg saxedl Port JI g IP JI e Server Jb osiawoll JLaiVl <l,>] -1
TCP juc 9I UDP i< clgw JLaiV

<Us Serverdl ol 5] Authentication JI Jocg avuaiy el -2

lpnd, ol duddl pud sde @sdlgall Jlw,b s g dadsdl Lad, of Jgu8 -3
2wl,Jb Lolzdl Portdl (sl Listening Jos Serverdl oldg éad=l 1 -4

: TCP Protocol JI plazeiwl asdall 0ia Joc guogs Jlo Ldg

C#:
TcpClient tecpcint = new TcpClient("192.168.0.2",8001);

VB.NET:
Dim tcpcint As TcpClient = New TcpClient("192.168.0.2", 8001)

Client Jow ol 5lp> pg8) bzl ados sadly dbud=dl 2ud (sde asdlgoll piy loauc
Az ey dddall 0id (89 Transport aib ls sy S5Vl asdall (o] @byl Jaosn
UDP - Connectionless JI ,.c ol TCP - Connection Protocol ¢ slgw JlaiVl asub
JlaiVl Porty Jusianolly Jowsodl Lade byl aaxi e JoVI JoSgig I  sad Protocol
sl Ul sus g Broadcast 85p>V1 JS Jrdiwall @,hll 0sSy 0l Soud UDP JI Lol

Joc oo uSou oS ¢ dlw,l Jbsiwl guaiwy Port JIH i jue coai poéy pazw
9 PortJ] 03, go Multicast IPJI ¢f Broadcast IPJI gogs s pig « Multicasting !l

. SocketJ|
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0igs pgdy al> Class v well (88 pazicws TCPIl juc aSadl jue allu,Jl JLw,Vsg
Jlwls JlaiVl alows go Joledl (e Jgiwoall ga9 NetworkStream (swoouws dulosll
JlieSg awas Socket JI plazsiwl ol « Stream Data JSoiw wsusodl W8)lall (sJ] adl,JI
elUs e
C#:
NetworkStream mynetsream = tcpcint.GetStream ();
StreamWriter myswrite = new StreamWriter (mynetsream);
myswrite.WriteLine("Your Message");
myswrite.Close ();
mynetsream.Close ();
tepclnt.Close ();

VB.NET:

Dim mynetsream As NetworkStream = tcpclnt.GetStream

Dim myswrite As StreamWriter = New StreamWriter(mynetsream)
myswrite.WriteLine("Your Message")

myswrite.Close ()

mynetsream.Close ()

tcpclnt.Close ()

Jw ol Ulgie 099 @lw,Jl augic pis 3| Network Layer (sJ| odows <US a9

oo Physical Tunnel Jl e LJlw,| i csosVl @adall (sl ooy lpule Jusiaodlg
... IP,IPv6,ARB-Address Resolution Protocol lp.le alioVl

oSl Sy wladal juss (sde 59,0JU o988 Server JI Jusiwodl lp=l) aws bl
w5 Transport o5 Network es Data link (sJI Jo=J Bits JI aS.cadl ,S el >
gwogs 59SJl 1isg .. Text (sJ| ASCII 09 ASCII (sJ| Binary oo Jo=i lpiog Application
: Server Jl Joc oo

C#.

TcpListener myList=new TcpListener(5020);
myList.Start();

Socket s=myList.AcceptSocket();

NetworkStream myns = new NetworkStream (mysocket);
StreamReader mysr = new StreamReader (myns);
Console.Write (mysr.ReadLine());

s.Close();

VB.NET:

Dim myList As TcpListener = New TcpListener(5020)
myList.Start()

Dim s As Socket = myList.AcceptSocket()

Dim myns As NetworkStream = New NetworkStream(mysocket)
Dim mysr As StreamReader = New StreamReader(myns)
Console.Write (mysr.ReadLine())

s.Close()

ServerJL olxJl MAC Address]l ulgic e Jlguuw Jowrodl pgdy @&giell adoc <l,>| a2y
JgSgig,dl 118 pgds9 ARP-Address Resolution Protocoldl JgSgig juc dadosll 01d puig
P98 039>9 pic al> sd9 MAC Tabledl sd MAC Addressdl sg>9 (o (38l
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IP JI wslo oe lpwd Jluw aSeadl JS sJI ARB Broadcast Message RequestJluw,b
lpsd 0,43 ICMP Message  susoll o=l Jow,y 00>9 1518 aJ JLw, VI s|odl Address
9 wuoldl Ulgaell (s pess adluw,Jl pMiwl a9 a4 Lolsdl MAC Addressdl wlgisy

Wl JSoidl sV ¢ ass W olhedl (08 aelasiiw! pis Sy a4 @ols]l MAC Table

[ am Il.1~u]|€.1|_'|1_r for the physical Broadcast
address of a node whose 1P
address is: 141.23.56.23

[ ]
= BN Y Y

System A + System B
=

a. ARP request is broadcast

I am the node you are looking
for and my physical address is:
A46EF45983AB

System A System B

Internet Encapsulations usS.w J& Encapsulationdl g5 axi piy @l>,0ll 048 a9
JS evogs JUI JSLidlg Data Link Layerdl 8 &5 piug Ethernet Encapsulation ol

roldos)| 04
APPLICATION LAYER
DATA
T ————————————— Message or stream of data
TRANSPORT LAYER
TCP Header | DATA
T ————————————— Transport Protocol Packet
NETWORK LAYER
IP Header | TCP Header | DATA
T ————————————— Network Layer Datagram

NETWORK INTERFACE LAYER

Ethernet Header | IP Header | TCP Header | DATA

T ————————————— Ethernet Frame
PHYSICAL NETWORK
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'l WS Packet pledl JSiidl wgSy aulpid] (599

Network Packet

Ethernet P TCP

Header Header Header DATA

plazicwl JLw,Vl ddocg Ethernetdl plassiwl JLuVIl ddoc Gw Bl g
9,20 a2y JL, Ml &doc o5 Ethernetd! (59 al 3| Serial ConnectionJ! ¢l InternetJ!
3o (§99 Jgwooll piud Internetdl sd Lol ARPJI plazucwl 15V 8,k) MAC AddressJ

rosJWl Jseadl >V PPP — Point to Point ProtocolJl

User Specific Application
[l 1 I
http-server,
FTP o SHNMP
i i E i
Sockets Application Interface
i I
UDP-User Datagram TCP-Transport Control Protocol
H 1
IP-Internet Protocol
. i _ i
PPP-Point-to-Point Protocol ARP-Address Resolution Protocol
i i
Serial Communication Lines Ethernet/IEEE 802.3

<l 60 (sJ] 20 o Headerdl o=x> zgl,iu9 Datall (sJe Header adlo| pou aaud JS o9
Header JI _J| Lsdlo] ooy sl Optionsd] cows>

Packet JI adoss p98) gl 9a9 Etherealdl awb y plassiwl pgdiw sJWI Jlodl s
1989 @ ozl R9sall (ro A Seu Silg Sniffer

http://www.ethereal.com/download.html
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: HTTPJlg DNSJlg ARBJI plazsiw! ( ode Jlio

Interface CardJl (sJe wuais pgss Silg Etherealdl zuwob, 8 sJWI JSadl bV
: Internet Explorerd| plaziowl Googledl g9g0 (sde Jg=aJl Cllay lod cu>

g 12,0450/ 10,0010 ratcas ARP who has 10.0.0,1387 Tell 10.0.0.10

0 12,623815 10.0.0.138 10.0.0.10 A 10.0.0.138 s at 00:0e:50:8d:F2:50

10 12.623922 10.0.0.10 §1.10.124.2 DN Standard query A ww. google. com

11 12.682026 £1.10.124.2 10.0.0.10 DNS  standard query response CNAME . 1.go0gle. can A 64,233,
12 12, 684542 10.0.0.10 64.233.183.103  TCp 1707 » http [SYN] Seq=0 Ack=0 Win=63335 Len=0 WSs<=1460
1512, B13088 64,2:3.184.103  10.0.0.20 TP http » 1717 [SWN, ACK] Seq=0 Ack=L win=B180 Len=0 wss=14
14 12, 814031 10,0.0.10 64.233,183.103  TCP L1717 » Mttp [ACK] Seq=l Ack=l Win=63535 Len=(

1512, 814201 10.0.0.10 64.233.183.103  HTTP GET / HTTR/LL

16 12974801 64,2:3.184.103  10.0.0.20 TP http » 1717 [ACK] Seq=l Ack=346 Win=784 Len 0
1712,970418 64,253.183.103 10,0010 C TCP Window Update] nttp » 1717 [ACK] Seg=l A

18 13027054 64,233.18%.103  10.0.0.20 TGP [TCP segment of & reassembled POU]

1015, 053558 64.253.183.105  10.0.0.20 HTTP  HTTR/L.L 200 oK (text/html)

20 13,033388 10.0.0.10 64,233.183.203  TCp 1707 » http [ACK] Seq=346 Ack=1677 win=63333 Len=0

21 14,013510 FlanetTe_30:6e:cH Spanning-tree-(for STP RST. Raot = 32768/00:12:29:67:23:20 Cost = 200000 Port
22 16, 015309 PlangtTe_30:6e:c Spanning-tree-(for STP RST. Root = 32?68IOO:12:a9:6?:23:20 C0st = 200000 Port

23 16229305 10,0.0.10 64,233,183, 108  TCR 1717 » hutp [RST, ACK] Seq=sdh Ack=1677 Win=0 Len=(0

s 5o GatewayJ ,olzl MAC Addressl ¢, Jlgudl <ilS adoc Jol ol o>V

AL &Ll adosll (599 Broadcast Messages alluw,Jl oia wdw)l wy>10.0.0.138
04 Ay 4 Lolzdl MAC Addressdl ulgic Jw,lg ARP Requestl _sJe 5,JUL RouterJl
DNS Request Query JLw,b Googledl vlgic e )Luaiwlly Clientl pgéw aulosl
359>g0Jlg DNS TableJl % GoogleJU ,olzJl IP Address]l a>g 18 Jlodl 8 al h>V
s e JJuls L8 o Googledl (sle Jg>adl o5 @l (s iy Jasiuid| ol (o0
&390 o8 aulosell 048 a9 DNS Tabledl (59 >9>90 Googledl ,olxJl IP AddressJl vl
8 o Wl Ul >V sa=oll Ulgisll oung 059>9) 0,430 bl (sde 5L GoogleJ|
pi9 Googledl gdgoy dvlzll axaall wlhgixol Jlw,)| 9 b wldoce s 20 ]
.HTTP Protocol JI elaziwl

T, 64233183103 10.0.0.10 TCP [TCP segmert of reaem'le F'DU] "
19 13.033358 64.233.183.103  10.0.0.10 HTTP  HTTR/L.1 200 ok (text/htm1)
20 13.033388 10.0.0.10 64.233.183.103 TP 1717 » http [ACK] Seq-346 Ack=L677 Win<6s

21 14.013510 PlanetTe_30:6e:c9 Spanning—tree—(fur STR RST. ROOL = 32768/00:12:39:67:23:20 (Cost

22 1a. 015309 PWanetTe 30:6e:C9 oF: n1nn Treog- anr TR ]

RDDt = 32?68/00 12 a9 6? 23 20 CDSt

1(Ethernet II, Sr<: 10.0.0. 10 (00:11:09:d0:15:21), Dst: 10.0.0.138 (00:0e:50:8d:f2:50)
Ternet PFDtDC01 src: 10.0.0.10 (10, 0 0.10), Dst: 64,233,183, 103 (64,233,183, 103)
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TCP / UDP Connection Establishment : 1.2

Jl,b Jowsedl Bl pg8) 5lel 99 (J>Lodl o acgozos JlaiVl sliw] adoc o0
Jlw,b sadl o JlasVl sly>| sde @sdlgoll aicy 3V &yl (ol JlaiVl sLaws| b
&M adosdl 048 pus TCP Jl JgSgigr o9 « Jusiowoll O bl (sJ| wlogleoll (o dcgozxo
r oWl JSLadl (08 auolg 98 oS ¢ Three-way hand-shake (swoows J>1,0

@ Initial sequence

number and
other data
Initiating Target sequence @ Target
host number + ACK of host

initiating host's
sequence number

@ ACHK of target
sequence number

ol allw g Sequence Number sl 03, adois Jowyodl B)ball pg8) s -1
e 1 lasos asl; pi Cursy JLw)Vl ados) codl aass 2Jgodl 08,1 1 weS,9 Server
Jlw)| adoc JS

Jl Acknowledgment JLw,b eg8s9 Sequence Numberdl Lol W bl pdicuy -2
alw,| o5 S slwdowad] 08,J1 ad| Blao Jow ol

adb Jlu,b pois ey duwl=dl Ty (sle aadlgoll pi 29 WSy al>,0ll 04d aic -3
Jdiswodl L8 o Jowl s3I Acknowledgment JI aso (g9 ,0

oo UDPJI (sa=i, Vg Acknowledgments Jluw,| wga pixd UDP JI JgSgig, s ol
A8 o Ul g5zl (89 axungi pivw bo gdg TCPIl 9 JRJI 98 oS Jgogll wldoec
sl

] TCP & UDP Header Encapsulation : 1.3
> UDPJI ol TCP ,JsSgig |l sa>| go Jwoleil oxs Transport Layerdl asulo (o9

9 JLuw,VI egig StreamS JLw VI 98 wellaodl OIS 1518 JLw VI deub gy saxpw

ol Broadcasts JLw,Vl 38 wolholl 0lS @l> (58 ol TCPJI ,Lusl eud Unicast

Jasll 13 o sJWl 52l (00 s Bgwg « JLuw) VI @udios) UDPJI )Lzl osud Multicast
.. UDPJI JgSg¢i9,09 TCPJI JgSgign plazwl JLuw,VI adoc oo
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TCP Encapsulation : 1.3.1

JSu JsSgig l 13 suei cus> TCPII plazscwl JlaiVl dsubs sl 13 (59 (uss BOgw
il wldoc pcay WS Bufferdl o=x> gl Data Flow Sgiwo (sde slgaw oSl wldoc
Header w.S,i o awolg 1iag Delivered on Sequence puludl wuinidl (899 Jgogll 0

s Ul JSeadl ] bl ay aslzdl
ﬁ Header Data

Source port address
16 bits

Destination port address
16 bits

Sequence number
32 bits

Acknowledgment number

32 bits
HLEN |Reserved ‘If -:,E I: 5 ; { Window size
4 bits 6 bits o k ]1 [ n n 16 hiTN
Checksum Urgent pointer
16 bits 16 bits

Options & padding

: Source & Destination Port 1.3.1.1
adoc S)= Sl gwl,Jb aslzll Destination PortJlg Source PortJl suaxi s Cus>
oSau SV Portl 68, i plaziwl 2wl oo HiSY S V @il Bg,20l oy JlasVl

Cond) Portdl JLas| adoc 0ld 1Slug « Port Address o ST plasiwl 3>lg)l gyl
Bl Ll 3] 1023 (spiisio 0 5 o (sl 28,V e slenVl Lo a6l Cus aslgac
HTTPJI JgSgig,n Lpade alioVl oy Jusindl plas (08 lpolaziwl piyg 439,20 wVgSgig )
xe Jasyg 0,0e9 21 Portdl pazcwy Sillg FTP JI JgSgig,u9 80 Portl pazcwy sillg
U JSeadl (ol pdail 49.151 e Jay 08,0 o V ol Portdl ) Las

Registered
0 1.023 ‘ 49152 65,535
I t i II.U?.4 49.151] I t 1
Well-known Dynamic
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: Sequence & Acknowledgment Number 1.3.1.2
alw,| aie Packetl) Joudwidl 08, (sle 08,)1 1is Jag 32 Bits (sle logio JS (Seizg
Sgix.d Acknowledgment JI 03, Lol JlaiVl &yl e Lolgwine 0adei ping Allsiwl 9I

w8 oS adosll 04 iy Ugos oo 1Sl e sl Packet U  sdowdwid] 08,1 (sle
s Wl sl

Sender Receiver

Segment |

4000

win:0

ack: 5001

Buffer
1000 3000

L I
/W Buffer

v v
Time Time

: Header Length & Validation Controls 1.3.1.3

Windows JI (sle aouwso 32 Bits sle TCPJL Lolsdl Headerdl (o solll ¢52l (Sgizug
16Bits Header Length + Validation ControlsJlg Size 16 Bits

s Wl JSiadl (s 9 LoSs

HLEM |Reserved 1:,' : I: I e { Window size
avits | 6bis [ L lklnlild]a 16 bits

a9,20) S| 4 Lsle pgumso TCPIL Lolidl Header | px> slc Header LengthJl Sgixyg
Js =l 6 Controls sgs Validation ControlsJI Lol « 45 HLENJI U, HeaderJ! o>

ligs 1 <olS 13]g onimo ,ue 815Vl 03d Ol iy 135 0 dioyd <olS 1518 1 Bit lpio
rosJWl St (09 leSe @ik 315V 0id Ul (susy

URG: Urgent pointer is valid RST: Reset the connection
ACK: Acknowledgment is valid  SYN: Synchronize sequence numbers

PSH: Request for push FIN: Terminate the connection

URG ACK PSH RST SYN FIN
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: Window Size 1.3.1.4

Joogll dc,w (sle sy aSuadl W o alluw,)| Sy sl Packetl px> a9 W19
Packet JSJ Jrogill audos) I eiunll wdgll (sl « ACK Packet 9 SYN Packet JS ¢
ASadl aslsl (e leby pasis ol a5 A3

: Check Sum 1.3.1.5

iG> pudaadl JSLiw TCP Headerd! Jgog (o (g8l audos) pixisuig 16 Bits a9
Check JI s zoll gogg Lpdd o5 (Ldaxg) 16 Bits JS) TCP HeaderJ! pud &8lS go=
&,lao o5 40 HLENJI &oud e Checksumdl oo 3Sko pgés Jusiaod! B,k (599 Sum
r Wl JSeadl (s zuoly 98 oSy ChecksumJl wglio go zulil!

4 5 0 28
] 0 0
4 17 0 A
10.12.14.5
12.6.7.9
4,5, and 0 » 01000101 00000000
28 » 00000000 00011100
| » 00000000 00000001
0 and 0 » 00000000 00000000
4 and 17 » 00000100 00010001
0 » 00000000 00000000
10.12 » 00001010 00001100
14.5 » 00001110 00000101
12.6 » 00001100 00000110
7.9 » 00000111 00001001
Sum » 01110100 01001110
Checksum » 10001011 10110001 —

: Urgent Pointer 1.3.1.6

lpo,e pis 0l Jud Bufferdl (sd lpswoss oi TCPJI yuc @lw,oll Datall ol g =0l (o
59>9 ] a>l= = Ld w9 Bufferdl wsd 81,3l aoslall Datadl g8go =i oy Cuu>
Jswidl >V Urgent Pointerdl La g9 Bufferdl s Datadl 990 (sle uugs Pointer

: Jussowodl 5le=dU Lolzdl Bufferdl (sJ] 8aua> aosld Data gog guogs Silg sJUI

Sliding window

=
L [2]|13]4(5(6|78(9(10(11{12({13|14]|15[16
Acknowledged ‘ >
bytes  Bytesdto7 Bytes 8to 13 Bytes 14 to 16
have been sent can be sent cannot be sent

Pointer
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Dot Net Streaming & Threading Overview: 1.3.2

Olixoy s wladall 038 go Joledl &.asS g TCP/IP g OSI <=l ode laylw Lo,
Binary JLw,Y Stream Library JI g0 Joledl @ua.S s Bow sl 13D (899 « wlSall
e 8l Wlixo 8 Thread JI plaseiwl (J] a8l Data

M o SLLl U5 s sl 815V sl (sde eyl Socketd! s, Socket JI 1 Vsl
JI is (Sgizy > System.Net.Sockets oy, @ladl 09 o3l Lpolaziwg
Al wlixo s 9 lpolaziwl oy il Classes Jl o 58 sac (sle Namespaces

oo Joledl @4axS alw L cus> Binary Data of Text J& oo Stream ClassesJl ,Siou
oo 32l 138 (599 Stream Writer Jlg Stream Reader plasswl Text Jsd Socketl
ol Image 8,50 VeSy Ul ;Soug Ll oo L3I £95 sl) Object Jsd aso Jolel 0.8
Joi 9 JI=l 9o oS (.. Binary Data (sJ| Jo= Ol ,Sou ,31 sesuw Sl gl Voice wgo
aso Jolel pisé Object (w9 Ll Binary  sJ| o5 ASCII Code (sJ| Text Jg= LS Text JI
. Object sl go Joledl 0 liSoi sl Binary Writer Jl g Binary ReaderJ| olasiwl
File Stream Jlg Text JI go Jolei Stream Writer Jlg Stream Reader JI poaxiiwig oS
Buffer S pazsws wsulls Memory Stream JI (sJ| @3loYl wlaloll go Joleidl Jupus)
dcgaxo sl StreamJl Jig=is Ll pgsig « lpdlsswl sy ol LpJluwy] 8 WUl ha=)
wluSo guogs Sl Wl JSLadl >V s, 6,0 Stream (o] BitsJlg BitsJl o

row well 9 StreamJ|

System.Object

MarshalByRefObject

1 1

BufferedStream
StringReader StringWriter

MemoryStream

FileStream StreamReader StreamWriter

BinaryReader BinaryWriter

Il sle> oo Image Js5 oy poé) ol sl poéi Vg w 118 (sle (séubi JbieSy
F U JSCidl 9 oS 3o g9, sliwl 08 caullg Client/Server ;5|

o O o
lf_-‘ My Picture Sender/ Client Form

'EEFBIS Pu:turEBnD
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:aJll Namespaces Jl aslol o8 aladl (9
C#:
using System.Net.Sockets;
using System.IO;

VB.NET:
Imports System.Net.Sockets
Imports System.IO

il MemoryStream _wMSJl o Instance Blaiil oo Yol 1V Jlw, VI ddoc l,=>W
9000 (| iV lplo=i (sSJ wdso Ui 8,SII =15 8 0.all szl lpoasius Bgw
:Serverdl _sJI Socket JI ,.c NetworkStream olaziwl JLw,l o5 Binary
C#:
try
{
openFileDialog1.ShowDialog ();
string mypic_path =openFileDialogl.FileName ;
pictureBox1.Image = Image.FromFile(mypic_path);
MemoryStream ms = new MemoryStream();
pictureBox1.Image.Save(ms,pictureBox1.Image.RawFormat);
byte[] arrImage = ms.GetBuffer();
ms.Close();
TcpClient myclient = new TcpClient (txt_host.Text,5020);//Connecting with server

VB.NET:

openFileDialogl.ShowDialog

Dim mypic_path As String = openFileDialogl.FileName
pictureBox1.Image = Image.FromFile(mypic_path)

Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms, pictureBox1.Image.RawFormat)
Dim arrImage As Byte() = ms.GetBuffer

ms.Close

Dim myclient As TcpClient = New TcpClient(txt_host.Text, 5020)

C#:

NetworkStream myns = myclient.GetStream ();
BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(arrImage);//send the stream to above address
mysw.Close ();

myns.Close ();

myclient.Close ();

}

catch (Exception ex){MessageBox.Show(ex.Message );}
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VB.NET:
Try
Dim myns As NetworkStream = myclient.GetStream
Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrImage)
mysw.Close
myns.Close
myclient.Close
Catch ex As Exception
Msgbox(ex.Message)
End Try

Stream JI JLsswlg Port JI (sde wuaidl adosy pg8) Sl Serverdl solzdl c5=dl (o8
il aies) Object (sJ| alug=ig Binary Reader JI polazsiwl lgicl,d8 9 Socket JI juc
&l 03B 99 8,90 Jliwl 1y ol 138 (s « S,31 8,0 (Jlw, VI L lpude ols

Method lgioo o9 Lpad 839>g0ll Controls Jl (a9 d1u1> Lailas s wel Luad )9

3,92l Lore al8s] Lude Jpuui sully Picture Box JI o @olzll Image.FromStream

Picture JlI e Lo, 2 8,90 sJ| Stream o Lplig=i oy SJ Stream JMs 0 a0l
rsJWl JLodl (58 oS box

C#:
using System.Net.Sockets ;
using System.IO;

// Objects Declaration

TcpListener mytcpl; // Declare TCP Listener

Socket mysocket; // Declare an object from Socket Class
NetworkStream myns; //

StreamReader mysr;

void Image_Receiver()

{

mytcpl = new TcpListener (5000);// Open The Port

mytcpl.Start ();// Start Listening on That Port

mysocket = mytcpl.AcceptSocket ();

myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns); // Show The Image that Resaved
as Binary Stream

mytcpl.Stop();// Close TCP Session

if (mysocket.Connected ==true)//if Connected Start Again

{
while (true)
{
Image_Receiver();// Back to First Method
b
b
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VB.NET:

Private mytcpl As TcpListener

Private mysocket As Socket

Private pictureBox1 As System.Windows.Forms.PictureBox
Private mainMenul As System.Windows.Forms.MainMenu

Private menultem1 As System.Windows.Forms.Menultem

Private saveFileDialogl As System.Windows.Forms.SaveFileDialog
Private myns As NetworkStream

Sub Image_Receiver()
mytcpl = New TcpListener(5000)
mytcpl.Start()
mysocket = mytcpl.AcceptSocket
myns = New NetworkStream(mysocket)
pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()
If mysocket.Connected = True Then
While True
Image_Receiver()
End While
End If
End Sub

P Ul JSiidl (08 oS o> ggpino sLinls pgdiow (Gadnidg

Forml.cs [Design] |

= Image Receiverd Server Form

Save

Normal PictureBox .But Dock-Fill

ByFADI

E saveFileDialogl

ol 2wl Lolzl Constructer JI (9 Lol Image_Receiver() MethodJ oY pobiw
JU polxJl Closing JI was s a Ul sgiundl 9 « Form JU Lol J.@_mJI [ Gaxy
12wl clgs| auie Socketdl BMe| o aSLJ cl3g Form
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C#:
private void Form1_Closing(object sender,
System.ComponentModel.CancelEventArgs €)
{
try

{
mytcpl.Stop ();
Application.Exit();

b
catch (Exception ex) {MessageBox .Show (ex.Message );}
b

VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)
Try
mytcpl.Stop()
Application.ExitThread()
Application.Exit()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

ralssiauodl 850l iz o S wSJ Save Button JI (sJ| sJUI 598Ul @a8lol pgéiow

C#:
try
{
saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg" ;
if(saveFileDialog1l.ShowDialog() == DialogResult.OK)
{
string mypic_path = saveFileDialogl.FileName;
pictureBox1.Image.Save(mypic_path);
b
b
catch (Exception)

{
¥

VB.NET:

Try

saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg"

If saveFileDialogl.ShowDialog = DialogResult.OK Then

Dim mypic_path As String = saveFileDialogl.FileName
pictureBox1.Image.Save(mypic_path)

End If

Catch generatedExceptionVariable0 As Exception

End Try
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: Threading Overview1.3.3

Joss Loop JI Ul cudly zwolil (s (sJ] olieiog silg Infinity Loop JI (S38) 99w
Jl slpil ey V] s S| deiy ) 3 Form U @aaaxelly Global Area JI dshio (sle
odg) J=Jl e weull W woad « Infinity Loop «ul 3] laul waxy J bo g9 LOOP

wle ay;lgindl azdleodl proas sullg Threading Jl Li>gJoiSs plaiwl g alS_iuoll
JSJ dlasio Session Jocg gdleoll (sde plpoll puwss JM> o 39 adleodl s
JScin plbidl s)lge (sle a2yl Lig V Lag .. Multitasking Jb (swoauw Lo 989 2woli v
Sbsl Form JU olsdl Thread JI e Juasio Thread 08 Josiow Loop JI 0l S ,uS

s sJWl Jseadl

Process
Global Data
Global Data
Thread Thread
Instruction Instruction
Instruction Instruction

98 liag Global Area Jl ashio sle Josy Loop JI UlS Thread JI adlo| 8 sl bV
Jos G Loop U ols Session Joc o5 Thread JI plaziow! asyg 3uasid] bl coow
o olsdl 8o Sslese JSoin

: System.Threading Namespace JI was,s5 Vgl o3l Thread JI plaziwVs

C#:
using System.Threading;

VB.NET:
imports System.Threading

Delegate JI 9 lpJ Thread Joc 3,5 sl sgiodl powl gl)slg aio Instance Blaiwl oJ
P osdy oS Ly polzdl

C#:

Thread myth;

myth= new Thread (new System.Threading .ThreadStart(Image_Receiver));
myth.Start ();
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VB.NET:

Imports System.Threading

Dim myth As Thread

myth = New Thread(New System.Threading.ThreadStart(Image_Receiver))
myth.Start

ks LS Closing Form Jl &as> a8 myth.Aport() aslol pd oV

C#:

private void Form1_Closing(object sender,
System.ComponentModel.CancelEventArgs €)
{

try

{

mytcpl.Stop ();

myth.Aport();

by

catch (Exception ex) {MessageBox .Show (ex.Message );}

¥

VB.NET:
Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)
Try
mytcpl.Stop()
myth.Aport() ()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

99 o)l s sdg Thread oo ST Jusis opo 2liSos 3] 1o @sil, Thread Jl éi.0

las o Wl o5zl (89 uwiow « Multithreading JU sy Lo 989 guoludl s
. UDPJI plazeiwl JlaiVl asub Jasll
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UDP-User Datagram Protocol- Encapsulation : 1.3.4

JoSgig | 148 ju0sy uu> UDPJl plazicwl JlaiVl asub 5=l 13D (89 (i Ogw
Unicast S JLw) )Vl pcx sl TCPJI LS Broadcast ¢ Multicast S JLw, VI aulSol,
Data Sgiuwe (sle pS=idll wldow) ancs pic 98 JgSgigyll 1is i oSV « hsd
Pl il 389 Jgogll o szl wldoc pcay V oS Buffer | x> gl Flow
S, W US| uogug dugac ol oo 90Vl 04d Luisig Delivered on Sequence
1JsSgigll lig) plal

32 Bit

Source Port Destination Port

Length Checksum

Data

pac b>V SV TCPIl (58 s (sa Header LengthJl ol LengthJl ¢ Check SumJ
s Delivered On Sequence JI gl Buffer ManagementJL aolxl 590Vl o Sl g9
Packets Fragmentation  Joc giniws V Ll L alSiuolly « UDPJL Lolzl HeaderJI
SV 55>9 V @il LS (Ugouan e ol pusall wuiridl lpswass dsle] Ol cus

Jwldl aeub grogs W JSeadl « oLl Jgog o0 (381 Acknowledgment
: UDPJI plaziwl

DATA

Client \-\»‘ Server

DATA

g 8

DATA
-

JI g System.Net Name Space wa,=i Vol o3l v ol (58 UDP JI ploziw)
5le=l) Ulgisllg Portdl 08, wayyei o3l OIS TCP JI (89 @l Jlh>V System.Net.Socket

Joc gy oS TCP (59 98 oS aéy,s galaiauid UDP JI (5 Lol Jusiuwnl
oo S Blewl 1=y IPAddress.Broadcast ol IPAddress.Any plaxiwl Broadcast

Bind Method JI elazcwl Portd] o8, 3axs pac Lyl ganiwss IPENdPoint M|
e 00 syyei poy >

Port JI 148 ,xe &lu,l oMl 05 Lpale ciaills5020 PortJl aud iy JWl Jlioll (sd
:JSI e Lo joig
C#:

IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020);
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VB.NET
Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)

o oS paiunell JoSeisl £95 =i Socketl sLaw| duloc g

C#:
Socket newsock = new Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)

VB.NET
Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

... Send >gioll (sJ] IPEndpoint Object ;05 0J

Il boy,y) Lpolassiwl ooy bsd Jusiwoll B)lall (08 lpeog i suillg Bind Method JI (a9
: Socket JU Port JI 08,9 IP Address

C#:
newsock.Bind(ipep);

VB.NET:
newsock.Bind(ipep)

asyLudl Port JI sle Serverdl go Juaiy (oo JS sl Lo a9 @yl Jlisiwl o5 OV
: s WS IPEndPoint Object w25 Vol o3l s Joslg
C#:

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);
EndPoint Remote = (EndPoint)(sender);

VB.NET:
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType((sender), EndPoint)
i 1389 ,a0 Portdl pd,9 Any ga IPEndPoint Object (sJ] sicwod! Olgsell O s>V

: Serverdl g ddlw )l Jow o pazaidl ppsd loug JSUI (Il @aodicuodl @l Jl Jlu)|
C#:
recv = newsock.ReceiveFrom(data, ref Remote);

VB.NET:
recv = newsock.ReceiveFrom(data, Remote)

sy @l Jl g bl Jow o Ulgic aclda)
C#:
Console.WriteLine("Message received from {0}:", Remote.ToString());
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));

VB.NET:

Console.WriteLine("Message received from {0}:", Remote.ToString)
Console.WriteLine(Encoding.ASCIIL.GetString(Data, 0, recv))
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25 il gy 0,0z Serverdl go i ooy oz 5l JS) dunsys Al Jluwb s pgis

1aoloail (sde asslgoll
C#:
string welcome = "Welcome Customer ...";
data = Encoding.ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.None, Remote);

VB.NET:

Dim welcome As String = "Welcome Customer ..."

Data = Encoding.ASCII.GetBytes(welcome)
newsock.SendTo(Data, Data.Length, SocketFlags.None, Remote)

o> 5le> Sl U8 oo @iy oSl (58 @l Sl Jbaiwl aic 1 Infinity Loop JI ¢e Bagll
>ac paxs wl 13 L. aSuidl (e 9 o JS Il Lpowduds LpoMicwls Serverdl ogs,
09, Sl ol infinity loop JI (a9 True Jl e gudaiws dolivuesdl Jlw,Jl (o a0
VSV
C#:
while(true)
{
data = new byte[1024];
recv = newsock.ReceiveFrom(data, ref Remote);

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
newsock.SendTo(data, recv, SocketFlags.None, Remote);

}

server.Close();

VB.NET:

While True

Data = New Byte(1024) {}

recv = newsock.ReceiveFrom(Data, Remote)
Console.WriteLine(Encoding.ASCII.GetString(Data, 0, recv))
newsock.SendTo(Data, recv, SocketFlags.None, Remote)
End While

server.Close()

I Jsogll piy o 9 Infinity Loop oo zo,=dl i 15| &> 8 Socket JI M| Ls ooy
&l Sl s by (399 Infinity Loop JI (,ouo Break gogs aisblao oo [3] V] anadl oid
JI BMe| piswg Loop Jl (o 29,2l oo @iuo @lluw, Lo ol @b, Jhaiwl @ls (s
Juois o> gog liSos oS 2y e Server JI OMe| udniws &bl sy 139 Socket
13889 oo Lo 59,9 Al> (58 Serverdl (sle (Siwai wale

« UDPJI ,ic JL)MI ados) JolSJl Jiodl yo,cl WBgwg
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: ServerJU Lol £zl Vel

C#:

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

class SimpleUdpSrvr

{
public static void Main()

{
int recv;
byte[] data = new byte[1024];
IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 5020);
Socket newsock = new Socket(AddressFamily.InterNetwork,

SocketType.Dgram, ProtocolType.Udp);

newsock.Bind(ipep);
Console.WriteLine("Waiting for a client...");
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);
EndPoint Remote = (EndPoint)(sender);
recv = newsock.ReceiveFrom(data, ref Remote);
Console.WriteLine("Message received from {0}:", Remote.ToString());
Console.WriteLine(Encoding.ASCIIL.GetString(data, 0, recv));
string welcome = " Welcome Customer ...";
data = Encoding.ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.None, Remote);

while (true)

{
data = new byte[1024];

recv = newsock.ReceiveFrom(data, ref Remote);

Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
newsock.SendTo(data, recv, SocketFlags.None, Remote);
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VB.NET:

Imports System

Imports System.Net
Imports System.Net.Sockets
Imports System.Text

Class SimpleUdpSrvr

Public Shared Sub Main()
Dim recv As Integer
Dim data(1024) As Byte
Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

newsock.Bind(ipep)
Console.WriteLine("Waiting for a client...")
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType((sender), EndPoint)
recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine("Message received from {0}:", Remote.ToString)
Console.WriteLine(Encoding.ASCIIL.GetString(data, 0, recv))
Dim welcome As String = " Welcome Customer ..."
data = Encoding.ASCII.GetBytes(welcome)
newsock.SendTo(data, data.Length, SocketFlags.None, Remote)
While True
data = New Byte(1024) {}
recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine(Encoding.ASCIIL.GetString(data, 0, recv))
newsock.SendTo(data, recv, SocketFlags.None, Remote)
End While
End Sub
End Class

Serverd|l go auud> <Luiosl Client JI L8 sde Joll ais,  Client JL Lozl s3]l WG
9 98 WMVl ol V| bl 8 o3 oSy Portdl 8,9 IPENdPoint JU a4, sz cUsg
e @ alluw, sl Jlw,ls Serverd! oo @lw,Jl Jhiiw! (sle had paia, [3] aadbgll

: paasoll Portdl

C#:

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

class SimpleUdpClient
{
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public static void Main()

{
byte[] data = new byte[1024]; string input, stringData;
IPEndPoint ipep = new IPEndPoint( IPAddress.Parse("127.0.0.1"), 5020);

Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

s aJUdl ddlu,Jl el Serverdl go JLaiVl vlasd all> (a9

string welcome = "Hello, are you there?";

data = Encoding.ASCII.GetBytes(welcome);

server.SendTo(data, data.Length, SocketFlags.None, ipep);
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 0);

EndPoint Remote = (EndPoint)sender;

data = new byte[1024];

int recv = server.ReceiveFrom(data, ref Remote);
Console.WriteLine("Message received from {0}:", Remote.ToString());
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));

while(true)

{
input = Console.ReadLine();
Exit oSl aud=dl clp] ws)l 15] s

if (input == "exit")
break;
server.SendTo(Encoding.ASCII.GetBytes(input), Remote);
data = new byte[1024];
recv = server.ReceiveFrom(data, ref Remote);
stringData = Encoding.ASCII.GetString(data, 0, recv);
Console.WriteLine(stringData);

by

Console.WriteLine("Stopping client");

server.Close();

s
}

VB.NET:

Imports System

Imports System.Net
Imports System.Net.Sockets
Imports System.Text

Class SimpleUdpClient

Public Shared Sub Main()
Dim data(1024) As Byte
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Dim input As String
Dim stringData As String
Dim ipep As IPEndPoint = New IPEndPoint(IPAddress.Parse("127.0.0.1"), 5020)
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)
Dim welcome As String = "Hello, are you there?"
data = Encoding.ASCII.GetBytes(welcome)
server.SendTo(data, data.Length, SocketFlags.None, ipep)
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim Remote As EndPoint = CType(sender, EndPoint)
data = New Byte(1024) {}
Dim recv As Integer = server.ReceiveFrom(data, Remote)
Console.WriteLine("Message received from {0}:", Remote.ToString)
Console.WriteLine(Encoding.ASCIIL.GetString(data, 0, recv))
While True
input = Console.ReadLine
If input = "exit" Then
" break

End If
server.SendTo(Encoding.ASCII.GetBytes(input), Remote)
data = New Byte(1024) {}
recv = server.ReceiveFrom(data, Remote)
stringData = Encoding.ASCII.GetString(data, 0, recv)
Console.WriteLine(stringData)

End While

Console.WriteLine("Stopping client™)

server.Close()

End Sub
End Class

\9 UDPJlg TCPJI plazuiwl 9 TCP/IPJI plazuiawl JLaiVl J>o Lw 1ASDg
v G WM

a,,loo09 Network Layer Encapsulation e JWI Juasdl o\ Cua=dl piaaw
.. IPV6Jlg IPV4Jl JgSgig v
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- IPv4 Architecture
- Classful IP Address
I. Unicast IP
ii. Broadcast IP
lii. Multicast IP
- CIDR Nation Overview

- IPv6 Architecture Overview
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o)l Gasy)l all oo

w9 JP <o,0Vl JgSeigr plaziwl, Packetdl d&gic adoc oii Network Layerdl (s
plazswl 5 1516 Transport Layerdl (59 paxiswoll JsSgigyull (sle lsly dd>,0dl 0l
UDP JI ulS &l> (59 Lol Unicast paziuod| Ulgisll LSy ol V| gaaiaws V @aie TCPJI
Broadcast gl Multicast of Unicast ulgic g gubniw daic pizwouol! JoSgigll 98
IPv4 o, 6l JsSei9, Sy g wode Juaddl 13s o (sJUl e5=dl (58 (55U Bgumg
:a,9 BroadcastJlg MulticastJlg Unicastll ¢ .9lic go9 9,bog

IP protocol version

number ™.

header length

(bytes)
“type"” of data—7,

max number
remaining hops
(decremented at
each router)

upper layer protocol”

to deliver payload to

how much overhiead
with TCP?
20 bytes of TCP
20 bytes of IP
=40 bytes + app
layer overhead

IPv4 Architecture : 2.1
: IPV4 o0Vl JgSgigyud plell wuS il JWI JSiadl auogy

32 bits

- |head] type of
16" Jeri [ service Iefng'rh
e £ el TTagment—
16-bit identifierflgs] —
_____’r_l_rr_le fo | upper Internet
live  layer checksum

32 bit source IP address

32 bit destination IP address

Options (if any)

data
(variable length,
typically a TCP
or UDP segment)

total datagram

~“length (bytes)

reassembly

E.g. timestamp,
record route
taken, specify
list of routers
to visit.

Optionsd! _sJe lclu 60 Bytes (sJ| 20 0 IPV4IL Lolzll Headerdl o> 29l
20 989 wwl Headerdl p=> wgSiaw daice Optionsdl plaziowl pu o 1518 pazicwol|
rosdy LS TCPJI jue aluw,oll Datall px> a9 ,00 liSoy a2l 0id 899 Bytes

Data = total Length — (20 Bytes for IPv4 Header+ 20 Bytes For TCP Header)

:osly oS IPv4 HeaderJL aolsl 20 BytesJl oouussis

. BinaryJl s 0100 alioi pug IPV4 ld 989 piziusdl Versiondl p.d gog, 4 Bits
4 sJec pguuso Headerdl p=x> 9 gog.9 Header Length ) 4 Bits
JsSgig,l) &gllaoll doazl 859> S Lpyd Jiow > Type of Services U 8 Bits

Maximum ServicesJ| gl Minimum Delay lpiog

. Application LayerJl .s$ poiziwwoll

FragmentsJl i, éslelg Fragmentationdl wldos) pazewis 32 Bits

RoutersJl ol HopsJl sac ¢,c a9 TTL — Time to Live JI sua=d pasuowss 8 Bits
16 hops L) csuol,8Vl sa2ls « wapiis Of (sl M oo 9,00l Packetl) zroowy sl
Lpioud o 1 2,b pw Router <o l.&)g)p dicg
. UDP 9| TCP <lg-w Upper Layerdl 8 pazizwnoll JgSgig,dl £95 dya=il 6)>| 8 Bits
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ol TCPJI (s @zl @iyl e s aay,b alizs Vg Checksum U 16 Bits
JoVl Jasll (8 li> i sallg UDP

Jroll 5le=l Olgic =) 32 Bits
Jesiodl lp=dl Ulgic o= 551 32 Bits

BroadcastUlg UnicastJl sy as,,b Jasdl 13 o sJU s52dl (88 (s wawg
: CIDR - Classless InterDomain Routing Jlg Classful JI elazsiwl Unicastllg

Classful IP Address : 2.1.1

2 o> osdl Olgae)l lpud ponig 1> alasun Classfuldl plaziwl &gl aloc s
w9 guogo 98 LS9 Host IDJI e bl ¢5=dlg Network ID JI ulgic e JoVl ¢;=

resJWl sl
8 bits 8 bits 8 bits 8 bits
Class A: Network| Host | Host | Host
Class B: Network | Network | Host Host
Class C: Network | Network | Network | Host
Class D: Multicast start 224.0.0.1

755 755 755
Broadcast: Network | 414141111 11111111 | 11111111

0 4.0 BinaryJl s JgVI BitJl @oud wgSug 126 (sJl 1 oo Class A JI 1o cus>

1 a>lg BinaryJl s JgVI Bit JI &oud wgSug 191 (sJ] 128 0 Class B lxug

1 a>lg a>lg BinaryJl o csulidly JoVI Bit JI &oud weSug 223 (sJl 192 o Class C lawg
ol

Il e pmsi) pazing 111 aio (sJgVl Bits &Ml weSig 224 o 1ausd Class D Lol

... Multicast Group

rOlowmasd] 04d zuogy JWI JSialy

Class A OOOO 127.255.255.255
13882)000 OH.O.S.lt(.l.o 1%??1111 ] Hom

cissB [128.0.0.0]  [191.255. 25Hs 255
110630000 0 Osm0 1101?111 ]

Class C [192.0.0.0 223. 255 255 255

Class D 224000 239255255255

Class E 240._0.0.0 255.255.255.255
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aolxl BitsJl s oy asbudl wlowwssdl oo sl 0 Broadcast JI vlgic zl,2iwVs
a5 Vol iy 10.0.0.1 vlgiel Broadcast Address JI &9,20) JboSg a>lg, Host IDJL
wolzdl 5=l OV Class A (| cswouiu @l guolgdl o9 ¢ wlgisll 1id sy Class sl sJ]
0.0.1 98 Host IDJU Lolzdl s3I [5] « 12619 1 0 989 105 lowy Network ID JU

Swayg Host IDJL Lozl ¢35l (o8 255 aoud gas Broadcast Address (sJ| al,g=ilg
Classful JI .s% Class A U Broadcast Address JI gag 10.255.255.255 :sly oS Ulgisll
... Nation

cswodazll douddl Wiod 8,08 @55 sl 9350 @l Classful NationJl s alS_iuell oSV
S| JezJ SubnetsJl zws aslSol J=JIl ulSy « 2%7® Host ga Class A U ¢sliell sas)
ClasslessJb  swouuy o g9 Host Part ) S| uglic auJgi

CIDR - Classless InterDomain Routing IP Address : 2.1.2

J| lpouog Network Partdl aslsdl BitsJl o dcgoxo lxiiwl adosll 01 puig
192.168.1.0/24 vlgig)l (o 3a> Ulsic 1024 1 Jgi) JLwSg Host PartJl

oS SubnetJ! zu.a; e Network IDJL éolzdl 24 BitsJl oo 2 Bits ,lssiwl pgés

98 oSy 2 1% Addresses sl 32-22 = 10 Bits . Host ID U gwasg 192.168.1.0/22 : sl

Wl il b aols
network host

part ) part

11000000 10101000 00000000 00000000

22 Bits JI puusiy poss 192.168.1.0/22 xyaxl Ulgiell yolxl Broadcast JI a9,20)9
rob WoSg 8 Bits a5l o3> S s Ulguell (sle

8 8 6
192 168 1 0
11111111 11111111 11111100 00000000

Ol wsusy 1idg 252 Jliodl 09 UgSuwy S ine | el sl (9 one’s Jl Jg=i o
192.168.255.254,, spisawg 192.168.252.0 4 lasow Addresses Rangell
... 192.168.255.255 : ¢a Broadcast IP JI ugSow 13]

clslo oSV CIDRJI plasewls o3 JSuiu al> 18 uslial) &sgazall &S i Ol lasy
sl G TPV (58 U=l 018 83051 o0 oMol cuslic agi Us,l 15] 839050 wlolSo)
oo Wl 653l b aie Cuazdl piw ils 128 Bits (sJ| 32 Bits coo slise)l pxs> aud

Josll lia
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IPv6 Architecture: 2.2

IPvaJl axly @olS csadl JSLinoll cro ,uiSl IPVEJI J> IPVAL (Sl Ll gg TPVEI
blaidl (o dcgomos lpazls

8505 8o 839030 (i IPV4 Address ) (swlaell doudll Ol cus ST cuslic sJ] asl=l -
Ll 9 IP'sJl uglic (sle bl

9 lpl> o0 08 Lsadlg Routing (s @awlsg JSLiwedl o dcgoxo (sJl IPVA] (S35, A8 -
IPv6I

GBasdly il oldac oo Sl ac o) cus IPVAl (5o SecurityJl élSiwe -

IPvAJl s adSiuodl 0id wd> 239 Network Layerdl sSgiwo (sle Authentication
oSV Socketdl Sgiuno (sle Portly IPJI jue i psy > IPSecl JgSgign plaxiwl

. Network LayerJl sSgiuuo (sle dxoio SecurityJl 0is Jox) axlo 4=l wxol
| da>lg adlw, JLw,| s 3| any castdl (sJl o,u9k0i o5 uu> Broadcastdl oo 5ok -
« JLw, VI e Routerdl wigsn wsusoll 5lp=dl a>g alls (w99 aSuidl e 5> JS

oL Caxdl die paiwe]l Bandwidthdl o passi asy,b skl asy o)l 01 s WBagllg
Sl e bo slp>

S 3> ,uS 8, g9 21?8 Addressesdsle; bo pcs cus> JSLiwll 0is JS IPVEl >
wldoe pe> S Routing au>gidl wldoc o g0 loo Routing Tabled! o=zl o0 J13
Type of JIl 8i> pi oS Network LayerJl Sgiwo sle yueiilly AuthenticationJ
aolzl Headerdl (sJWI JS_ad! guogsg «oligloVI sl PriorityJl lpl=o J>9 Services

: IPv6JL

VER PRI Flow label

Payload length Next header Hop limit

Source address

Destination address

Payload
extension headers
+
Data packet from the upper layer

WeSig Ulgiell o) IPV4Il (a8 Decimaldl o Vi hexadecimal JI IPv6Jl oaziwy
JbeS s S al aolell asuall
69dc:8864:ffff:ffff:0:1280:8c0a:ffff

.16 Bits gy gogs @i JS 9 « IPVAIL 4 0 Vu Jslo auled o weSiy @l Ja>)
rsJUl JSidl (89 loSe aud djin JSJ 4 Digits (sdass Hexadecimaldl (s alsosdg
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128 bits = 16 bytes = 32 hex digits

ITT1110111101100 R S I R DR AR R R DR R RN

FDEC

| BA9S 5| 7654 | 5| 3210 | .| ADBF |5 | BBFF |5 | 2922 | & | FFFF

Geographic-based ¢ Provider-Based Addresses jucqi sJ] IPVEIl (09 ugliell ouuiig
StandardJI elaxiwl Clients]l sde ¢uoliell &390 ISP'SII o9y > Addresses
vaao 9p9 Geographic-based Addresses JI lolg Provider-Based Addresses yolzll
LSy Vlgiall &ylay (58 LSy Lol s, Ag> JSJ UgSiw ail Sl ¢ &daall (uglisdl slacy

HENY
- Provider-Based Addresses
a) Registry ID
b) Provider ID
c) Subscriber ID
d) Subscriber Subnet
e) Host Number
- Geographic-based Addresses
a) Registry ID
b) World Zone
C) Country, City, etc.
Ul JSeadl s>y
B 128 bits N
- o
& hits
Provider Subscriber Subnet Node
identifier identifier identifier identifier

Registry

3 bits 3 bits
o

INTERMIC 1 1000 UsA
RIPNIC 01000 Europe

APNI 10100 § Asian and Pacific

wolic AJgi auanSe IPV6Jlg IPVAJl Joc idwo Juod]l 14D 59 Liw A9

. CIDR Nation Jlg Classful JI plaxiuwU BroadcastJlg UnicastJi

JI Jo=J polazuiwlg IP Multicasting e JWI Juasdl 0\ Cuadl piaaw
... Multicast Group

40



Fadi Abdel-gader - Dot Net Networks & TCP/IP Programming

Chapter 3
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- IP Multicasting Overview

- Using IP Multicasting in Dot Net to Create a
Multicast Groups
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o)l Gasy)l all oo

: IP Multicasting Overview :3.1

> wowlS 90 Jow) anlazeow!l ae.S b>uig UDP JI JgSei 0 e Lyl Lin=s

59>9 o3y Silg IPAddress.Any plazicwl bo| uissylay cowlS sopull Joc gulniuws

pi b, Sl Vs o Jusiwy Cu> saxoll Portdl e cuaidl ados o8 Server
Joc oSy M 0 silg IPAddress.Broadcast plasiwl ol 350>V JS o] lpi po8)

e wuaill aiSoy JS.” u| Casy Server)Lp >9>9J 8,9 0 V > o).p\” JS Q\”

JIl adac aiy 85>Vl JS sJl @b, oS LM o Jowrng Judian 9 daxoll Port JI
15] Lol « JSUI esdl Jowug JSII oo oo aosdl Ul Gus csclsYI el duloc Broadcast
gy clsg IP Multicasting JI plazsiw! wow baie wlegozo (sl Jlu,Vl puuis Us,)l

9 2> aopoll guslgall (o £9.090ll 138 suies « Multicast Group JI Jow) aolaziwl

ol 3] (awldl Lasll Jil) auadl e Jasin Jad dd cuaas ligly wlSoidl Olizo
JL,VI &l (sde Multicast W 219 S JSwiw ade awises Conferences JI wlixo,w el
wsSy > Client/Server plazssiwl Managed ulS clguw (puoissiowo]! o dcgozo (sJ)
LpJlw,| 5 Clients Group JI ¢ J5luw,l Jbsiwl asiaudby aSuidl (9 Server jlp> clla
oUWl Jscadl Gl s, 6,0 dcgaxall JolS o]

Client 1 Client 2
= _,:,-_h. _,._;;_;.
‘ t data / } |
{ = )
joiﬁl ‘ A ' |

) jain L ,

=

=
V

Client 3

Server

Serverdl _sdlg 15]g Clients JI Ju8 o dcgozxoll (sJ] plosVl wdb Jlw)| o @l Jax>V
JS ity 4 dolsll IP Address List JI (s 5lp=dl wlgic puny pg9éy dlall (sle
i wall dcgozxoll slacl guo> (sJ] JLw,VI psug IP Multicast JI sy dcgozxo
Lalbw Gwlo g9ag Class D JI oo gsy Silg IP Multicast JI s

5le> JS ol ¢cu> peer-to-peer Technique - unmanaged JU Csvoug ol ggill

ados Laaxo S;3S 0 Server lp=) 59>9 Vg gl Luss 9 client g server & Jos

il JSain acgozall | ploaiVl lb (sl asdlgoll oii > gusedly JlaiwVl
JolS (sJ] Jlu, Yl 5 Il o5 ploaiVl (59 sl @) dcgazeoll (sd 5lp> S

s U JSLadl b>Y acgosoll
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Client 1 Client 2

o
» K IF

.. iil
| ]

..____?I—qu: - 7;4‘

¥
Client 3 Client 4

IP Multicast Address JU _swuuww bo g9 Multicasting U asls uglic janaxi oo
P osb oS (s

LAN aJ=oll wlSiid 224.0.0.255 (sJ| 224.0.0.0 0 Saodl
Internetwork U 224.0.1.255 (oJ] 224.0.1.0 0 Sawll
AD-HOC Network block U 224.0.255.255 (sJ| 224.0.2.0 (0 Sawoll

Multicasting Grou |A=wiuwlgq IP Multicasting :3.2

piy Cu> Socket Namespace JI plasesowl IP Multicast U o> ped> @ wol woad
zodly ploasVl wldec 8,I5L pgai sullg SetSocketOption sgiedl Jl plazewl o,
agasll clally a8loY paxiwi LS (leave & join) multicast group acgoxoll (sJlg o
P9, 1= UdpClient Object JI paxiwy 9 DropMembership ¢ AddMembership

IP Multicasting JI vy, (sJ] @9loVl M o ULl Jhsiwl piw sillg Portd
vesd Sl gadaiuy cus - ddlwydl s Bgw il wlpzdl sax M o Silg
pAxioay « Aluw,yJl 0ds Jlasiwl IP Multicast JI s passiowgg Portdl 1is (e cuaisn
JI oo 9 5020 Portdl 08, oz duas wlp> dac JI allw, JLw,V JUI seSU
:JleS 224.100.0.1 Group

C#:

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

class MultiSend

{
public static void Main()

{
Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse("224.100.0.1"), 5020);
byte[] data = Encoding.ASCII.GetBytes("This is a test message");
server.SendTo(data, iep);
server.Close();

}
}
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VB.NET:

Imports System

Imports System.Net
Imports System.Net.Sockets
Imports System.Text

Class MultiSend

Public Shared Sub Main()
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Pars("224.100.0.1"), 5020)
Dim data As Byte() = Encoding.ASCIIL.GetBytes("This is a test message")
server.SendTo(data, iep)
server.Close()

End Sub
End Class

1) sy @l Judiws Bgaw sl gzl aaxig Socketd! o,z Lod aulaul (o
€95 Wi i (da=oll IP Multicast Group JI plazowl aSuidl (sde cunisy pazi
e pAiowod| JgSgi,dlg SocketUl

UdpClient JI waunig aswss Socket JI wayyei paziows Ygw JLawl zuwb,y sbicYg
rade coadl 2y, sl Port JI 08, & aiawusg Object

C#:

using System;

using System.Net;

using System.Net.Sockets;
using System.Text;

class UdpClientMultiRecv

{
public static void Main()

{

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
byte[] data = sock.Receive(ref iep);
string stringData = Encoding.ASCII.GetString(data, 0, data.Length);

Console.WriteLine("received: {0} from: {1}", stringData, iep.ToString());
sock.Close(); }}
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VB.NET:

Imports System

Imports System.Net
Imports System.Net.Sockets
Imports System.Text

Class UdpClientMultiRecv

Public Shared Sub Main()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("224.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding.ASCII.GetString(data, 0, data.Length)
Console.WriteLine("received: {0} from: {1}", stringData, iep.ToString)
sock.Close()

End Sub

End Class

o398l plaziwl Sy LS b)) 9 wlludl JlsiwV 83320 I)b a>g5 &l >
wil> Jl Image Jlw)] aliSioy oS JlssiewVl 9 Jla, W zolisudl s (8 uss Ll
Sow clle bo 3] Binary wJl alig=i oSy »31 sesai Sl gl (Ruwldl  Lasll il ) Ladll
JLw)Vl 568 (J| Binary Writer Jlg Binary Reader Jlg memory Stream J| aslo|
plaziowl 8sa250 wlo> (sJ] Lol juc 8,60 JLw,Y gwly Joc liSoy oS Jlawll g
Advanced Multicast g.wlll Jasll 8 lp> o (sle il silly duolsdl s

.. Systems
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Chapter 4
Streaming in Dot Net

Managed I/0: Streams, Readers, and Writers

- Stream Classes
- Stream Members
- Stream Manipulation
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paz )l o)l Al o
: Managed I/0: Streams, Readers, and Writers : 2.1

Lpolaseiwlg Streams Library JI wlolazeiw! oe ole JSuiu JoVI s3] (s iyl Loaxs
Jl 0 8,980 JLw,b lnd JleSy 51 (sJl 5le> 0 Text Data ¢ Binary Data JLw,V

) .. Binary Reader & Binary Writer JI olaziwl Server JI _sJ| Client
>l ole o ULl Js5 ddoc Jup i 98 Stream Jl wlsSwo sba] ¢o Sapll 0l
&o Jolil ol wleloll go Jolei JIl 98 WS lp=l pusi J=1s ol aSuidl e slgw
oJl Lo auloc lule Jpai o> iguoSIU Jgoge 131 5l of @u9,b i of asylall
9 axo ol axlgi colS el JSLaodl o ,uiSIl > o gdg LpJLuw,lg Byte Array

.. Binary Data go Jwolel

oolsio ,uells Synchronous (ol;iell owslwl StreamJl go Joleidl oSy

oSV Golsiodl wglwVl I0 Streams]l guo> Jos wwol8l JSawg Asynchronous
9 Processing Unitdl OMel o8, 3] plail aslsl (sde sl 0.l g8 aud usll

aulosll o slpisVl a2y V] 53] 0l oSl e zuoaw V Cusy 2wl &aazol! ThreadJl
8c1,8 85p>1 Ro Jolaii wuS 5] &> (58 wolsinll wolw VI plozecw! Tl zuai Vo a2l
Olzeo,ulb 11> dago Lpis) Magnetic Tapedl ol Floppy DiskJl Jio busww aiudn alisg
wslwVI Aous sl > Real Time Systems | ol wsinazdl o)l aodail Lsde dosss sl
o> S, adoc SU plall &ioy bo 99 ULl Jlsiwly JLw)| ddac (59 (olsi0ll
ol sSidl o)l (59 g1Vl ol el @ndail Lpude alioVl (o9 ).o\” Saais oo slpVl

V al=xoliy 0lS 5] dl> (09 laub .. lojueg wilpll @Sl o ol LSl x> aodal
oobio el LolwVl plasiwl cuan Wi da)lull polyzdl 399 (J] 2lizy

V99 axdleoll 3a>9 59 S35l wWldoce e AMs o i Cu> Asynchronous
Js| lb adec JSJ Separate thread sLau| ey 3] ay,ll ddoell slpil )oY ax=ll
QLS ol dshall dloc wilS 15] avlaziwl auaiss pladl alsl sle )ig) V low 23] ol
9 gobsio el pe Goliiall sginoll su0i Seuy b aiudny 830> JMs o Sy
lpde JboSg poliio jusdl sginodl oowl @lau 8 End ol Begin aolS 9> <o woall

.. EndReadJl ¢ EndWriteJl 9 BeginRead ¢ BeginWrite

Stream Classes :Vaql

Name w=i a>,xuwllg Classesdl (o acgoxos Streamsdl wldoc v wo Ml pcs
paziows - wblddl Jsd gVl g sVl wldes) pazows il System.IO Space

o FileStream L, lc alioVl (.09 « Backing storage . Stream ClassesJ! Las

Back Storage sl paziww V lpas) vld cJiSg MemoryStreamJlg BufferedStream !
Ugug &Suidl e StreamJ! Jai pozeiws sallg NetworkStreamJ! lpde @lioVl (09
JSaidl (08 oS e weall (9 Stream Classesd| owssi 9 « Backing Storage polaziowl
Ul
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System.Object

System.l0

BinaryReader

Stream

*

BufferedStream

BinaryWriter

TextReader

.
StreamReader

stringReader

File Stream

MemoryStream

System.Net.Sockets. NetworkStream

TextWriter

ﬁ
treamWriter

+
StringWriter

8,S1l o umo Hlado sz Csowlwl JSin poceiwug

: BufferedStream Class -1

o) Bufferingdl olseo,ll pasy pazions LS diuse duloc dusisd w8o JSoin
Lede JbiaSg JlaiwVl ol JLu,Vl g dsdleall (w alarws 8,513 WeSs > aslsVl
el sholl GUlul Gz alarwg 8,515 asyllall paziws o> acldall Olixo

0sSy sl wldosll (8 BufferingJ! olaziwl (o wsowlbwVl Gapll oSy ¢ w8do JSiw
9 lp=igg wlilull dadles i s ghsVl g JsVl wldac o sl adleoll Lpud
oiang ¢ uS JSuin &SVl Guwss (58 edluw bo 989 pJlw,| Uil sé BufferJ
WLll 52 NetworkStreamJl go wlSuidl Wlixo s 9 Usle BufferedStreamJ!
LS Backing storage (uMSJl 13 paswiwy V cus 86,5131 8 aSuadl jue Llw)] sloll

. ol B,Ss

9i il ,Swug BufferedStreamJl plazeiwl aic 4096 bytes ;x> oi swolusl JSiiw

: JleS s oS BufferedStreamJ pasesiuws ..

C#

using System;

using System.Text;

using System.IO;

namespace Network_Buffering

{

class Program

{
static void Main(string[] args)

{
ASCIIEncoding asen = new ASCIIEncoding();

byte[] xx = asen.GetBytes("Hello Buffering");
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MemoryStream ms = new MemoryStream(xx);
readBufStream(ms);

}

public static void readBufStream(Stream st)
{
// Compose BufferedStream
BufferedStream bf = new BufferedStream(st);
byte[] inData = new Byte[st.Length];

// Read and display buffered data
bf.Read(inData, 0, Convert.ToInt32(st.Length));
Console.WriteLine(Encoding.ASCIIL.GetString(inData));

}
}
}

VB.NET:

Imports System

Imports System.Text

Imports System.IO
Namespace Network_Buffering

Class Program

Shared Sub Main(ByVal args As String())
Dim asen As ASCIIEncoding = New ASCIIEncoding
Dim xx As Byte() = asen.GetBytes("Hello Buffering")
Dim ms As MemoryStream = New MemoryStream(xx)
readBufStream(ms)

End Sub

Public Shared Sub readBufStream(ByVal st As Stream)
Dim bf As BufferedStream = New BufferedStream(st)
Dim inData(st.Length) As Byte
bf.Read(inData, 0, Convert.ToInt32(st.Length))
Console.WriteLine(Encoding.ASCII.GetString(inData))

End Sub

End Class
End Namespace

M€ o9 alyoxig ASCIIEncodingl plazscwl Byte Array  (J| pai Jog=i Lod >
blsiwl cus> bLlal wsallg readBufStream sgiuoll (sJl oldw,|l o5 MemoryStream !
w5 BufferedStreamJ| (oMSJIl polassiwn aiddo 8,515 9 oldo>9 StreamJl LM 0
asclibbg Encoding.ASCITJUl plasiwy S)31 8,0 o (| alug=i asy ailgizo aclidny Liod

> =S sy 3] asyLudl Buffringdl adess aws g9 : MemoryStream Class -2
lpissss o gy o> JhawVl ol Jlw, VI Jud 8,511 (b wdso JSiin bl o)
pao sl o> JiaS oy oS paseiaans oS JSis @ulasll £ Lo alo S sle

2 3,S1Al (08 8,80 (ol
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C#

MemoryStream ms = new MemoryStream();
pictureBox1.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg);

byte[] arrImage = ms.GetBuffer();
ms.Close();

VB.NET:

Dim ms As MemoryStream = New MemoryStream
pictureBox1.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arrImage As Byte() = ms.GetBuffer

ms.Close

StreamJl go Jolew o585 cuu> ¢ laslw lpolaxiwl Led WSg : NetworkStream Class -3
Name Spaces o lpileaiwl pig Socketdl plazswl aSoidl jue aluw)y

e Seixs V 5] unbuffered asUNetworkStream (wMSJl uis9 System.Net.Sockets
elsVI i) aso BufferedStream ClassJl plaziwl J.a0,9 Backing Storage

& ludl Jliodl (58 Lpinszn Lod ool 8)9.a)l JLuw] 30y0 cu> JUeS oy oS paxiiug

: Socketdl i )5l 5lp> (Jl 8510

C#

TcpClient myclient = new TcpClient (Mlocalhost”,5020);//Connecting with server
NetworkStream myns = myclient.GetStream ();

BinaryWriter mysw = new BinaryWriter (myns);
mysw.Write(arrImage);//send the stream to above address
mysw.Close ();

myns.Close ();

myclient.Close ();

VB.NET:

Dim myclient As TcpClient = New TcpClient(localhost, 5020)
Dim myns As NetworkStream = myclient.GetStream

Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrImage)

mysw.Close

myns.Close

myclient.Close

JSiw pazeiuwsg System.IO Name Spaces plazxiowl Lpsleasowl pw @ FileStream -4
01d yusig walo oo ds,8)l ol calo (] @LSU clgw wlaloll 8o Joledl (58 (sowluwl
o JSeiw bl =i Buffer 8,515 passiws cu> Backing Storage Class (M
Lo 0355 Lpad @olpdl 450Vl (o9 dcl,a)l ol @ LSl duloc oo slpVl ) 8)S1AI (59
Doy oS oy aude &Sl gl @i d¢l,8)l 51l waloldl
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C#

FileStream FS = new FileStream(@"C:\MyStream.txt",
FileMode.CreateNew);// Any Action For Example CreateNew to Create Folder

VB.NET:
Dim FS As FileStream = New FileStream("C:\MyStream.txt", FileMode.CreateNew)

: FileModeJl go aJll Enumerationd! olazsiw! LuSoy

FileStream(@"C:\MyStream.txt" , FileMode.) ;

= Append
= Create

g _reatehlew
=F Open

=F OpenidrCreate
= Truncate

Mol sg>g0dl aloll (oJl bo Las @8l Append -1

>9=>g90 ol UIS 5] (JI> 58 overwriting Joss o919 Ja> wlo sLiw) Create -2
loll 59>9 all> 8 Exception wsdass @l V| Createldl (a9 oS gag CreateNew -3
sazoll wloll 59>9 pac dl> 9 Excption ooy Cu> o walo 8<l,8) Open -4
P98 0359>9 pic > (89 wicl, 8y pg8) ol 3> 5] > 8 OpenOrCreate -5
laol

le)l8 ale>g walodl Whgizo Wi paziwg Truncate -6

: Stream Members : iU
i S sdg StreamJl wluSe Ly &yiis sl Gwsgianll g golgzdl o dcgoxo s

FileStreamwm FS = new
Fa.

iy BeginRead ~

& BeginWrite
oy CanRead
i CanSeck
i CanTirmeout
S Canvrite

i Close

iy CreateObijRef

& Dispose

iy EndRead Lo

auloc Jusy paziwoll StreamJl OS 15| &9,20d paziig CanWrite g CanRead -1
V&l all> (9 False g Jusy 0lS 5] &> (58 True aoyd g>,5 cu> V pl LSl ol é<l,sll
agl=oll 8 ax>Mall Saw jaxa) @ USII ol é<l,8)l adoc <= Ju8 dsle pazowny Judy

pcdi dslallg Current StreamJl g990 Jua=id 85le Seekingdl pazicuy > CanSeek -2
&>, iicg FileStreamJl Jio ado=ll 0da Backing Storage pazwiows sl wlwMSJI
Backing (sJe Sgix V Stream ClassJl ulS 15| &> o9 false aoud g>,i9 True ao,d

. Storage
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Jl sl (sde Sgixy streamdl ulS [5] > 9 True aoud &>,i9 CanTimeout -3

. &udoel) saxo w89 sasi sallg Timeout

aylps a9 0] lpio dslawVl Soug Byte b StreamJ| px> ad,20) pasiwig Length -4
. StreamJ| p=> (sl clu 9g0m0ll px> ayaxil ol Stream_J|

Stream J g9g.0Jl a5 9l @9,20J Set 9 GetJl pazsiuig Position -5

Doy LS @9 ywdgiuodl o dcgozxos Streamdl wluSoe g

: Synchronous Methods ol sioJl Saoiwodl -1

Bufferdl _s$ au;%i9 Stream Data é¢l,8) pazsiuwig ReadByte g Read .1
oS ReadByted| plaziowl Lishd puaw sl oWl sace o Swoug
0 aoud Readdl g>,5 wu> StreamJl @yl a9,00 LM (o udaiuw
StreamJ| <lpul all> (8 1- aoud ReadBytellg

= Sy StreamJl jue JLw)Vl ados) pasiowsg WriteBytedlg Write .II
WriteByteJl plazuowl 6,0 JS 8 LaoliS puw |l wloll sae

: Asynchronous Methods aisl jiod! jas Soanodl -2

plaziwl @Sl of sl audos) pasiis BeginWriteJlg BeginRead .1
s S Uil (9 oS Olhineg,b @Gs35y ooliiod] ,uell Stream]|

F3. BeglnRead[

IfsyncResulk FileStream.BeginRead (byte[] array, ink offset, int numBytes, AsyncCalback userCallback, object skateObject)
array: The buffer ko read data inta,

ade &Sl ol aw dshall dulos) paziws Bgw sully Byte Bufferdl -1
a sl gl d<l,8)l 8390 aud Sa=y Vg w Silg Offsetd] -2
pignw sl Gl oo a8Vl azdl ayazs a9 sy Bgaw (Silg NUMBYted| -3
Lpis,d ol Lpilis
oo gVl e ajleasiwl piy > Optional Delegate gag AsyncCallbackdl -4
a sl ol d¢l,8)l adoc
Read & Write JI juoid pazsiusg User Provided Object a9 Stateobjectdl -5
. RequestsJl o,.¢ ,c Request
. Stream OperationJl aJl> Jiou Silg IAsyncResultl Begin MethodsJl &>,

Stream OperationJ| juais Us,l 15] &> (59 pazinwss EndWritedls EndRead .II
adosl sl [Uhol (séu s> «J=Jl Stream Operationdl ¢ <lpibVl asy
auglholl adosll daiy of aalull

StreamJl| 6,15V piswiawui \Jlg daiand] ( x )

J8 o G 833x0)l adosd] ploi| A Bufferdl wlgixo &,90 paziawig Flush -1
.Stream Object % o= o5 Sl Destinationd!l (sJ| Bufferdl wlgixo

Stream JI J.$ o0 839x=0ll Resourcesl ,,,xig StreamJl BGMeV paxiig Close -2
StreamJ! ol ;0 aSWg Finally block & olzdl ¢52l (59 lpolaxiwl zuaig Object
pAC ulo..an BV sLul Exception g__S| 9> al> 9 >)|9.0J| asls =9 CL9\LC|M
2wl BMe] ae 8,513 (9 5,lgodl 01 <lsy

9 oSV allissiwl ol alluw,| 3,5 Silly StreamJl o> 3= paiwiy Setlength -3

glassl (J| IS (558 B9 Setlengthdl (59 saxoll o Jsl StreamJl oS 13| &ll>
Ll ©asU 5] V]| awolzdl 04 placeowl gdoiouws o « pudow JSain ddgog pacge StreamJl
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a>Mall jaxas zuaiy 13 CanSeek g CanWrite awolzdl N> (o Ui asMall J.LDJ
. StreamJ| p=> o= Jud Vol

:Stream Manipulation : LU

plaziwl pi 8slel (89 Text ol Binary Data JaJ StreamJl wluSe plazeow! Sy
plazsowl puyg Binary Datadl go Joled BinaryWriterd| ¢ BinaryReaderJ|

« TextJl go Joled StreamWriterJlg StreamReader |

xc Text (sJ] Stream 0 Ju9=:J UnicodeEncoding gl ASCIIEncodingJd! elaziw! eiug
uwdgiaadl (o dcgozo pazus G JLw,VI aie Stream (oJ| Text o9 JLaiw VI

P W JSLidl (08 oS Ladg

ASCTIIEncoding asc = new ASCIIEncodingl() :
asc.

L) GerByteCount
iy GetBytes

i GetCharCount

g GetChars

iy GetDecoder

iy GetEncoder

iy GetHashiCode

g GetMaxByteCount

iy GetMaxCharCount

iy GetPreamble W

&>,39 String ol Character Array 35U > Overloaded Method sa9 GetByteCount -1
oo g Jad lp>lise Bew sl wlolWl sae

plazeowl lw)] gdaiws (sui> Byte Array (sJ| StringJl J.e=i) GetBytes -2

) . StreamJ|

9 UsSi Vg sl B>Vl sac g9 Byte Array iU > GetCharCount -3

. Character ArrayJl s ol StringJl

Obldl Jlsiwl aie pazsg String (sJ| Byte Array o Jug=id pasiuie GetChars -4
LSyl 850 par sl o= s StreamJl o

Lpilediow! Yol ww Text Jai) StreamWriterJl 9 StreamReaderJ| go Joleilg
'S\ oS pasuiaunig g pw System.I0Jl (o

rwdo oo b¢l,8l) StreamReader
C#
StreamReader str = File.OpenText(openFileDialogl.FileName);
textBox1.Text = str.ReadToEnd();

VB.NET:

Dim str As StreamReader = File.OpenText(openFileDialogl.FileName)
textBox1.Text = str.ReadToEnd
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ralo (J| aulisl) StreamWriter
C#
string fname = saveFileDialogl.FileName;
StreamWriter fsave = new StreamWriter(fname);
fsave.WriteLine(textBox1.Text);

VB.NET:

Dim fname As String = saveFileDialog1.FileName

Dim fsave As StreamWriter = New StreamWriter(fname)
fsave.WriteLine(textBox1.Text)

pu Binary Data JaJ BinaryWriterJlg BinaryReaderJl go Joleid o
S\ oS pasuioais g pwi System.IOJI (o lpilewl

:StreamJ| 0 Binary Data é¢<|,8J BinaryReader
C#
NetworkStream myns = new NetworkStream(mysocket);
BinaryReader br = new BinaryReader(myns);
:Socketl juc StreamJ| _sJ| BinaryData JLw,V BinaryWriterr

TcpClient myclient = new TcpClient("localhost", 5020);
NetworkStream myns = myclient.GetStream();
BinaryWriter mysw = new BinaryWriter(myns);
mysw.Write(arrImage);

VB.NET:

Dim myns As NetworkStream = New NetworkStream(mysocket)
Dim br As BinaryReader = New BinaryReader(myns)

Dim myclient As TcpClient = New TcpClient("localhost”, 5020)
Dim myns As NetworkStream = myclient.GetStream

Dim mysw As BinaryWriter = New BinaryWriter(myns)
mysw.Write(arrImage)

Wl « lp=o Joleidl Bbg wwi woMl s\ StreamJl WluiSo pdi lw 11SDg
WS\ Sab Wouw L Well A W\ ol o jullg ol juell Streamsdl
il Jlw,Y JoVI waw Wl diw \8 SteamingJl (e ollio W Juasdl
.SQL g Access WLl 61cl8 5\9 b,9.0 i imeid lidlg oS
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Fadi Abdel-gader - Dot Net Networks & TCP/IP Programming

Chapter 5
Applied Streaming in Dot Net

- Create a Simple Remote Control Application
Using StreamReader & StreamWriter Classes

- Create a Remote Desktop Application By Using
TCP Streaming Connection + (Control in Full
Version Book)

- Create an Advanced Remote Web Camera
Monitoring System By Using TCP Streaming
Connection & Image Processing.

- Create a Simple Application to Store & Read
Images (Binary Data) in Microsoft Access &

Microsoft SQL Server Database Management
System By Using Streams Library & ADO.NET
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o)l Gasy)l all oo

> TCP Streaming JI plassowl wlawbil o dcgoxo Jasdll 138 (89 bl Bgw
531 plaig 85>Vl Jusiinig slably gwolydl Juguivg slabl ass e oS=id olbi Csiwicw
auloss p98s > A1 € LhuolSUl sue VSl @dlin) plhig a2y e iSodl o a8l 50l
w>lo pazin JLaiVb plbadl pgss OVl Sl axg Al> (599 dnsidod] j9.a) &,lk0
Aclgd (9 Binary Data JI (525 asu,b Luzlg « TAPI IP Telephony Jl plaziowl olail
.SQL Server Database g Access wLlLuJI

:Stream Reader & WriterJl olaxiuwlU Remote Control Example 5.1

pissw SV Chatting o i 2wl v 9 pasvaw Bguw o huudai Jlo
aolS JLw,b Lod 15| uoisy Cus Serverdl (sJ| yolgi clacy aolasuiwl

Calc 4Ly Mo Lod 15]9 a9 notepadJl gusy o9y UL serverdl Jl notepad
: 1589 awd Gl &V pusy o Serverdl J| lpJluw,ls

Client ChatJl zwby e JLuw,Vl awby wliz V : Client JLuw,Vl zwbiy slis] @ Vsl
TCP Connection ¢ JS aud paseiugg ChapterlJl (o8 asliwul Led sill

S50l plazeowld JLw)Vl adoc <l ,>V StreamWriterdl ¢ NetworkStreamJlg

9 weiSoll Laidl o= adoc o StreamWriter Object! 0.0 855>90J] WriteLine
< NetworkStreamJ! plazeowl LpJlw)| pud Bytesdl o acgoxo sJ| TextboxJl
9 S ua> ggwie slawl o8 saullg Serverdl gwl,y (sJl TCP Socket ConnectionJl

s Wl Jseall

Forml.cs [Design] |

] [] O

™ Request Form - fmo_B82 E“E|g] .

: aJUJl Name Spaces aslol, 08 o0

C#
using System.Net.Sockets ;
using System.IO;

rsJWl >6SJl &Sy o8 Send Button (s
try

{

TcpClient myclient = new TcpClient (txt_host. Text,5020); // JI o, ,=iSocket
NetworkStream myns = myclient.GetStream (); // «.S=u9l pusawd]l (sdl osliowl
StreamWriter mysw = new StreamWriter (myns);
mysw.WriteLine(txt_msg.Text);

mysw.Close ();
myns.Close ();
myclient.Close ();

}
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catch (Exception ex) {MessageBox.Show (ex.Message );}

VB.NET:

imports System.Net.Sockets ;

imports System.IO;

Try

Dim myclient As TcpClient = New TcpClient(txt_host.Text, 5020)
Dim myns As NetworkStream = myclient.GetStream
Dim mysw As StreamWriter = New StreamWriter(myns)
mysw.WriteLine(txt_msg.Text)

mysw.Close

myns.Close

myclient.Close

Catch ex As Exception

Msgbox(ex.Message)

End Try

531 850 Text (o] alygio StreamUl il (sle Jasy il Serverl zel, slisVs
: Il JSiidl 50 LS 1> goyine <Ll 08 ..

Forml1.cs [Design]* |

: aJUJI Name Spaces aslol, 0
C#
using System.Net.Sockets ;
using System.IO;
using System.Threading;
s aJUll )l adls] o0
TcpListener mytcpl;// Objects Declaration
Socket mysocket;
NetworkStream myns;
StreamReader mysr;
b osds oS 80> sgiwo sLil poss o
void our_Server ()
{
mytcpl = new TcpListener (5020);// Open The Port
mytcpl.Start ();// Start Listening on That Port
mysocket = mytcpl.AcceptSocket ();// Accept Any Request From Client and Start a
Session
myns = new NetworkStream (mysocket);// Receives The Binary Data From Port
mysr = new StreamReader (myns);// Convert Received Data to String
string order = mysr.ReadLine();

// you can add any order and Response Here
if (order=="notepad") System.Diagnostics.Process.Start("notepad");
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else if (order=="calc") System.Diagnostics.Process.Start("calc");
else MessageBox.Show("Sorry Sir Your Request is not in my hand",order);

mytcpl.Stop();// Close TCP Session

if (mysocket.Connected ==true)// Looping While Connected to Receive Another
Message

{

while (true)

{
our_Server ();// Back to First Method
¥
b
b

VB.NET:

Private mytcpl As TcpListener
Private mysocket As Socket
Private myns As NetworkStream
Private mysr As StreamReader

Sub our_Server()
mytcpl = New TcpListener(5020)
mytcpl.Start()
mysocket = mytcpl.AcceptSocket
myns = New NetworkStream(mysocket)
mysr = New StreamReader(myns)
Dim order As String = mysr.ReadLine
If order = "notepad" Then
System.Diagnostics.Process.Start("notepad")
Else
If order = "calc" Then
System.Diagnostics.Process.Start("calc")
Else
Msgbox("Sorry Sir Your Request is not in my hand", order)
End If
End If
mytcpl.Stop()
If mysocket.Connected = True Then
While True
our_Server()
End While
End If
End Sub

aaslgoll poss Request sl 39,9 @l>  sd SocketUl (sde waans sginall 038 pgéi Cux>
lpodowsy Socketdl jue wlly Sl 59,9 > 899 aso 831> Session <liw|g ade

Jozd| plazeowl bl jaxss pgs5 oi Text (sJl lpdg=g9 StreamReaderd! olazeowl
Start sgiodl plazicwl Lpsleasowl oy notepad o alluw)Jl <ol 135] Wind audo il
...System.Diagnostics Name Spaces % 659>g90llg Process juwMSJl ou0 659>g0ll
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U Jugidl 1y x> (o8 ThreadJl wapss 809 oo 1Y 13> Thread gous lplisedids
i b LS Form

C#
private void Form1_Load(object sender, System.EventArgs €)
{
Thread myth;
myth= new Thread (new System.Threading .ThreadStart(our_Server));
myth.Start ();

}

StreamJls Socketdl (dMe| oo aST clsg Form ClosingJl &as> 59 sJl @slol 08 o
v gwolydl (a8

private void Form1_Closing(object sender,

System.ComponentModel.CancelEventArgs e)

{
try
{

mytcpl.Stop ();
Application.ExitThread ();

Application.Exit();
b

catch (Exception ex) {MessageBox .Show (ex.Message );}
VB.NET:

Private Sub Form1_Load(ByVal sender As Object, ByVal e As System.EventArgs)
Dim myth As Thread
myth = New Thread(New System.Threading.ThreadStart(our_Server))
myth.Start()

End Sub

Private Sub Form1_Closing(ByVal sender As Object, ByVal e As
System.ComponentModel.CancelEventArgs)
Try
mytcpl.Stop()
Application.ExitThread()
Application.Exit()
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

Ay e Clients Computerdl slebl g6 gl slin] asludl wlghzl jusn LiSoy LS
ol Shutdown &S 9,9 Jic (CUSJl go (89,0dls) Shutdown.EXE walodl Juaisy clse
Windows Juewidl ol ge sl sills RPC — Remote Procedure Call JI ol juass
31cld (89 8,9.0 =l Stream LibraryJl esziowiow JWI Jbodl 9 (... 2000/XP

.. Microsoft SQL Server wUly dacldq Access wblo
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:Server Jl

Sl adaw 8,80 Jaid b Remote Desktop gwb py sliwl pgsiw Jlodl [3a 9
: Stream Library Jlg TCP JI plazecwl ;31 Jl 5> o0

: Client JI 2wl Liu| Val
r s JWl JSiadl (08 LoS i ggyino Ll posin  gaaail

Windows Monitoring System - Clienk

10.0.0.10

:aJUJl Namespaces JI oz Bgaw

System.Net
System.Net.Sockets
System.IO

o 4uSo d>gy V @il 3] API JI Jlgs plazsowl, oSl adoaw 6,90 blaid| adoc o
lodl (59 Jlgdl 0id alunSy wod 189 adoell 04a <=V s weall (8
P Sl adaw 8,90 blaidVg ¢ >V lpolaseowl Jupws) CaptureScreen.dll
. Image S wuiSoll adaw 8,90 8>, > CaptureScreen.GetDesktopImage() allal
adoc Ju8 Buffer JI (9 lpeogg Stream (sJ| 6,9.0)l 018 Jug=i 0 1V pJLw, Vg
liybw o>, sl MemoryStream Class JI plaxicwl adosll 018 o9 « JLw) VI
@L LoSg
C#:
MemoryStream ms = new MemoryStream();
Image img = CaptureScreen.GetDesktopImage();
img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrImage = ms.GetBuffer();

VB.NET:

Dim ms As MemoryStream = New MemoryStream()

Dim img As Image = CaptureScreen.GetDesktopImage()
img.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg(
Dim arrImage As Byte = ()ms.GetBuffer()

rosds LSy Socket wanyei opo Y 55Vl 5lpsdl (| @asidodl sgall JLu,Vs

: TCP Socket plaziw!l &> (s

61



C#:

TcpClient myclient;
MemoryStream ms;
NetworkStream myns;
BinaryWriter mysw;

myclient = new TcpClient (Server_IP.Text,5020);//Connecting with server
myns = myclient.GetStream ();

mysw = new BinaryWriter (myns);

mysw.Write(arrImage);//send the stream to above address

ms.Close();
mysw.Close ();
myns.Close ();
myclient.Close ();

VB.NET:

Dim myclient As TcpClient
Dim ms As MemoryStream
Dim myns As NetworkStream
Dim mysw As BinaryWriter

myclient = New TcpClient (Server_IP.Text,5020) 'Connecting with server
myns = myclient.GetStream ()

mysw = New BinaryWriter (myns)

mysw.Write(arrImage) 'send the stream to above address

ms.Close()
mysw.Close ()
myns.Close ()
myclient.Close ()

il JapVl éc,aw sle <bo aud Interval JI saxug Timer (s8 >sSUl 1is g 3uSlug
.0;5liow yuizi 100 MS wld LAN aSciSg « S>>l d4p> o aSuwidl 851809 dp> o Lp>lizs

: Server JI 2wl v Ll WU
Wl JSCidl (08 oS o> g9 ,wie slinl pgdiw adulailg

6] Monitoring System - Server,
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:aJUJl Namespaces JI oz Bgaw
System.Net
System.Net.Sockets
System.IO

:esdy LS TCP Listener Jlg Thread Jlg TCP Socket JI W&, 05
C#:
Thread myth;
TcpListener mytcpl = new TcpListener (5020);
Socket mysocket;
NetworkStream myns;

VB.NET:

Dim myth As Thread

Dim mytcpl As TcpListener = New TcpListener(5020)
Dim mysocket As Socket

Dim myns As NetworkStream

r sy oS Jlaiw)l Method iy ,ei pgis o

C#:
void ServerMethod ()
{

try

{

mytcpl.Start ();
mysocket = mytcpl.AcceptSocket ();
myns = new NetworkStream (mysocket);

pictureBox1.Image = Image.FromStream(myns);
mytcpl.Stop();

if (mysocket.Connected ==true)

{

while (true)

{
ServerMethod ();

by
by
myns.Flush();

by
catch (Exception){}

}
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VB.NET:
Private Sub ServerMethod()

Try

mytcpl.Start()
mysocket = mytcpl.AcceptSocket()
myns = New NetworkStream(mysocket)

pictureBox1.Image = Image.FromStream(myns)
mytcpl.Stop()

If mysocket.Connected = True Then
Do While True
ServerMethod()
Loop
End If
myns.Flush()

Catch el As Exception
End Try
End Sub

: Form U Jusaudl 1y &a> 08 (sJWl 5931 g Thread JI Jasesiaids
C#:

myth= new Thread (new System.Threading .ThreadStart(ServerMethod));
myth.Start ();

VB.NET:

myth= New Thread (New System.Threading.ThreadStart(AddressOf
ServerMethod))

myth.Start ()

S\ G Bguw « 31 sl o Sl dboaw 890 JLw)] @b L 1isde

Pl Aol aslo] go Remote Desktop gwly Joo asiyb aus,9)l aseuil
. API Jl Jlg> plaziawl cl>9 Kayborad Jlg Mouse JI juc
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aJl> 5\9 TAPI Telephon JlaiVlg LuolSJI audl,0Jl sl JUs 5.3

QLS o &)l a8 gaogall 1in Juolss @IS aziw
owolidl a1 (sle JLaiVl (s> g9l of HLusiwVlg | wlla)

aJui

Mobile : +962796284475

Phone: +96265055999

E-mail: fadi822000@yahoo.com

BOX: 311 Mail Code 11947 Tarig—Amman—dJordan

gL’&UWJJ/@:}aJ/
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lasuiaw U SOL Server g Access wllu 628 (5\9 6 3 peid JUo 5.4

: StreamJ| L liSog ADO.NETJI

JSow (sde 8,513 8,90 Juioidd Memory Stream Class JI Jlodl 138 (89 paeiwiow
laS9 GetBuffer Method elaziwl >V Bytes (oJ] Lplig=i LuSey > Stream Data
HENE
C#:
try
{
MemoryStream stream = new MemoryStream();
pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arr = stream.GetBuffer();
Store_it (arr);

s

catch(Exception ex)

{

MessageBox.Show(ex.Message);
}
¥

VB.NET
Try
Dim stream As MemoryStream = New MemoryStream
pictureBox.Image.Save(stream,System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arr As Byte() = stream.GetBuffer()
Store_it (arr)
Catch ex As Exception
MessageBox.Show(ex.Message)
End Try )
: Microsoft Access plazeiwl Vol
pAiwiow sallg Store_it Method JI (J] Ll iow Byte Array (sJ| 6,5.0)l Jug=i as
1l LS9 Databased! _sJ| Byte ArrayJl ,,,0i OleDbParameterdl pJM> 0

C#:
public void Store_it (byte[] content)

{

try
{

oleDbConnection1.0pen();

OleDbCommand insert = new OleDbCommand( "insert into img values
(?)",oleDbConnectionl);

insert.Parameters.Add(new OleDbParameter("@pic", OleDbType.Binary)).Value =
content;

insert.ExecuteNonQuery();

}

catch(Exception ex)

{

MessageBox.Show(ex.Message);
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¥

finally {oleDbConnection1.Close();}

}

VB.NET
Public Sub Store_it(ByVal content As Byte())
Try
oleDbConnection1.0pen()
Dim insert As OleDbCommand = New OleDbCommand("insert into img
values (?)", oleDbConnectionl)
insert.Parameters.Add(New OleDbParameter("@pic",
OleDbType.Binary)).Value = content
insert.ExecuteNonQuery()
Catch ex As Exception
MessageBox.Show(ex.Message)
Finally
oleDbConnection1.Close()
End Try
End Sub

ol Lo oSV Wbl éclys) dstieadl asyhall plazwl 8acld o 8)g.0ll 86,8 ddoc piss
piig S, 8,0 Stream (sJ] DatasetUl (s Lpeog puww sillg Binary Data JI Juo=i o
roob oS adosll 0id

C#:

oleDbDataAdapter1.SelectCommand.CommandText = "select * from img";
oleDbDataAdapter1.Fill(dsPicturesl);

byte[] arrPicture = ((byte[]) (dsPicturesl.Tables[0].Rows[0]["pic"]));
MemoryStream ms = new MemoryStream(arrPicture);

pictureBox2.Image = Image.FromStream(ms);

VB.NET

oleDbDataAdapterl.SelectCommand.CommandText = "select * from img"
oleDbDataAdapterl.Fill(dsPictures1)

Dim arrPicture As Byte() = (CType(dsPictures1.Tables(0).Rows(0)("pic"), Byte()))
Dim ms As MemoryStream = New MemoryStream(arrPicture)

pictureBox2.Image = Image.FromStream(ms)

M09 S A= Byte Array 9 Lpiys=ig Datasetl wis,xo) Casting Josy lnd o>
S>> 8,0 Stream (J| Byte ArrayJl Jus=i psww MemoryStream ClassJl (sJ| ArrayJl
... FromStream MethodJ| plaxiwl PictureBox sle lpo,c liSoy daucy
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: Microsoft SQL Server olaswiawl WU

piy @l g Microsoft Accessl ¢,c SQL Server wlly éaclsy oozl &doc walixsV
Connection JI asewo ol LS « OleDbParameter o YV SglParameter JI olosiiwl
5Lao JoMJ 500 cu> SQL Server DatabaseJly Access Database| ;,w walixiw String
SQL JI (sle Sgizs Sl lp=dl powl A 5008 ol Lol WULI daclsy Lolzdl waloll
:JleS b LoSq Server

: Connection Streing JI <Ly
C#:
string SQL_CONNECTION_STRING =
"Server=SQL_SERVER_NAME;DataBase=DB_NAME;Integrated Security=SSPI";

VB.NET
Dim SQL_CONNECTION_STRING As String =
"Server=SQL_SERVER_NAME;DataBase=DB_NAME;Integrated Security=SSPI"

b LS Connection Object JI (sJ| ;00 05
C#:
SqlConnection My_Connection = new SqglConnection(connectionstring);

VB.NET
Dim My_Connection As SglConnection = New SglConnection(connectionstring)

: SQL Server oLl 8acld s 8,0.a) (=i

C#:
public void Store_it (byte[] content)

{

try
{

My_Connection.Open();

SqglCommand insert = new SqlCommand( "insert into img values
(M",My_Connection);

insert.Parameters.Add(new SqlParameter("@pic", SqIDbType.Binary)).Value =
content;

insert.ExecuteNonQuery();

¥

catch(Exception ex)

{

MessageBox.Show(ex.Message);

by
finally {My_Connection.Close();}

}
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VB.NET
Public Sub Store_it(ByVal content As Byte())

Try

My_Connection.Open()

Dim insert As SglCommand = New SglCommand("insert into img values (?)",
My_Connection)

insert.Parameters.Add(New SqlParameter("@pic", SqlDbType.Binary)).Value
= content

insert.ExecuteNonQuery()

Catch ex As Exception
MessageBox.Show(ex.Message)
Finally
My_Connection.Close()
End Try
End Sub

1 S,51 8,0 Picture Box s 6,5l Lo,es
C#:
SqlDataAdapter.SelectCommand.CommandText = "select * from img";
SqlDataAdapter.Fill(dsPicturesl);
byte[] arrPicture = ((byte[]) (dsPicturesl.Tables[0].Rows[0]["pic"]));
MemoryStream ms = new MemoryStream(arrPicture);
pictureBox2.Image = Image.FromStream(ms);

VB.NET

SqglDataAdapter.SelectCommand.CommandText = "select * from img"
SqlDataAdapter.Fill(dsPicturesl)

Dim arrPicture As Byte() = (CType(dsPicturesl.Tables(0).Rows(0)("pic"), Byte()))
Dim ms As MemoryStream = New MemoryStream(arrPicture)

pictureBox2.Image = Image.FromStream(ms)

JI Il solgl JLw, Y StreamJl plasviuw] aususS JgVI Jlodl 9 Lw 138D
Binary (uj=J MemoryStream Jl plasuiowl ausas ull JUoJl 99 Server
... Microsoft Access Database Jlg SQL Server J| s\9 Data

Transport Layer & Network plisuawl e W cj2dl 9 Cuadl piaaw
i WMl Al 5\ LiVgeSgigy Axoug Layer Programming
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Chapter 6
Transport TCP & UDP
(Classes & Members)

- TCP Classes Members
- UDP Classes Members
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FVCEN | RPN 1]
: TCP & UDP Classes Members : 6

Members JI oolg UDP Classes Jlg TCP Classes JI e Jasll 118 (59 Gaxis Bgw
018 9 Ul Vg e0ll 09 « Transport Layer JI 59 lpeo Joledl poiy sillg logio JSJ
L9 gog (sJ| a8l Flags Jlg Offset JI Lpiog JLw VI pailaz oSl Sy asudall
W JsLadl b>Y ussiowodly Jowodl WO bl saJ Destenation PortJl ¢ Source JI
.UDPJL ol Headerdlg TCPJL awnlzdl Headerdl guogs Sillg

ol Ulgie s aud pi > axlodl Sl 32 Bits (o weSiug TCP HeaderJ! Vsl
Wil pd,9 32 Bits 9 slowdwwid] 08,]lg 16 Bits 8 Jussiwwodlg 16 Bits 8 Jow ol
:OLLIU Lozl o5l o9 iy @lpadl w99 ChecksumJl (sJ] aslo)l
Bifs
-4 -
1 4 8 12 18 20 24 28 32

&

Header

TCP Header

Data Offset: 4 bits the number of 32 bit words in the TCP Header. This indicates where
the data begins. The TCP header (even one including options) is an integral number of 32

bits long.
Window: The number of data octets beginning with the one indicated in the

acknowledgment field which the sender of this segment is willing to accept.

Ulgic (sde Sgizg a>lg)l Sl SULLII 0 32 Bits 0 weSiug UDP Headerdl LuG

pia V osuol,idl JSiiug 0l legd Checksuml g pliwod! lol 16 Bits Jow ol
:Jlw,)Vl adoc (89 popolaziwl

Biis
1 4 g 12 16 20 24 28 a2

UDP Header
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: TCP Connection Oriented Protocol JU éwlz)l ClassesJ! Vol

TepClient tep = new TopClient():
top.

g Close s

‘g Connect

i Connected
‘9 EndConnect
‘g Equals
P ExclusivesddressUse
9 GefHashCode
g @ebSkreann
g GetType
P Lingerstate
i MoDelay
i ReceiveBufferSize
i ReceiveTimeout
P sendBufferSize
i SendTimeout v

9 Properties Jlg Methods JI (0 dcgoxo (sle Sgixi cu> :TcpClient Class-1

: TCPClient Methods Loy dwlsl sgiuoll oal : Vsl

Lol IPJI Olgic Lpud 500 cu> serverdl go JlaiVl adoc sl,>V paxiauwiy :Connect
tosdy LeSg Portdl 8, 9 Serverdy
C#:
TcpClient tcp = new TcpClient();
tcp.-Connect(IPAddress.Parse(''192.168.1.1"),5020);

VB.NET:
Dim tcp As TcpClient = New TcpClient
tcp.Connect(IPAddress.Parse("192.168.1.1"), 5020)

.TCP SocketJl go JLaiVl <lgsV :Close
Asynchronies Result >,5 <> Asynchronies Connection <lg;V :EndConnect
JlssowVl g JL,VI adoc 09 Socketdl o StreamJl é¢l,8) pasiunwg :GetStream

: TCPClient Properties oilazll osl 1L

Linger TimeJ| &3,20 ol =) Set ol get sl LingerState

V p| )...>L.J oo g s uls 3] qs)go§| L= Set 9| get .\>ng :NoDelay
plaziwl zvaw Socketd] &9,20 of 1= Set ol get sl :ExclusiveAddressUse
) ] ] .V pl Client PortJl

px> 49,20 ol 3=l Set gl get i=Ug :ReceiveBufferSize g SendBufferSize
.TCP Client Object s W 20llg streamJl (s paxiwwoll Buffer

cboll w8gll 49,00 ol =) Set ol get i>lg :ReceiveTimeout g SendTimeout
JWs 3V Byl ssw ol @l @l (8 Time Out sdasy s JlawYl ol JLu,Vl éudos)
Ao Qo) 6,39
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9 PropertiesJlg MethodsJl 0 dcgoxo (slec Sgixi > iTepListener Class-2

Teplistener top Listener = new Toplistener (IPAddress.any,5020);
tep Listener.

¥ ArcepbSocket
‘i AccepkTopClient
‘i BeginAcceptSocket
‘i BeginAcceptTopCliznt
‘i EndacceptSocket
‘g EndacceptTopClient
‘g Equals

o Exclusivedddresslse
i GetHashCode
iy GetTvpe

#& LocalEndpoint
‘i Pending

fﬁ Server

‘i Skart w

: TcpListener Methods Lo awlsl seinll odl 2Vl

.ClientJl go JLaiVl &doc Jg.s) paxiuig :AcceptSocket

dac waxi piy L] 09, ur0i > (59 @il o> Overloaded Method (sag @ Start

aety (am0 03 3 Ladg Qoueell ol joullall (53 Losg>e) aowws osill 850>V

Sdxo .t Qoueell

9 TryJl plazscwl aic FinallyJl (9 lpeoy Jasig wuaill ddoc SMUeY paxius @ Stop
.Exception sl wgas> dll> (8 cuadl adoc <lpi] oy su> Catchll

‘TcpListener (8 Lailazl pal (L

Sa=oll LocalEndpointll (sd paxiwnll Portdl 08,9 IPJI >, wuu> : LocalEndpoint

wsullg TCP Serverdl (9 sgiunll 9 pailazdl JS (] Jeogll gudaisus LM 09 :Server
d ,.cq Listen g Receivellg Sendtodlg Acceptdl Jio lulw Wl ,uw
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: UDP Connectionless Protocol JU @zl Classesd! s

Lod UDP Datagram Protocol Connection e paxiuis :UdpClient Class-1
Posds oS sy Lpibgizo pdl usiow £52l 138 (599 oo Joleily lpa 20 ol

UdpClient udp = new UdpClient ()
udp.

L Close

W Conneck
'f_'@'ﬁ DonkFragment

i DropMulticastGroup
“ EnableBroadcast

iy EndReceive

W End3end

i Equals

#i Exclusiveddresslse
iy GetHashCode

W QetTvpe

i@ JoinMulticastGroup
5 MulkicastLoophack
¢ Receive

iy Send hd

Lo awlzdl Lailazle seiuoll odl o9

oo dcgoeo 9l Ulgic l2)] ol pua) :DropMulticastGroup ¢ JoinMulticastGroup
_ Multicast GroupJl 0 ¢9lisll

.socketJ! (% BroadcastingJl J.=aid Set ol Get i>Ug :EnableBroadcast
.Mlticast LoopbackJl sya= gl a%,20J) Set gl Get i1>Ug :MulticastLoopback

IP Address (355 e > Multicastingdl (59 paxiwung :MulticastOption Class-2
pA=iwig Multicast Group sV Drop g Join Jos) Multicast Group 9 lpeo Jwoled List
: Multicast Jlw, JlsiwY augac adloy JloS by S

: sl LoSg UDP Socket]l 8,25 Vgl
C#:
mcastSocket = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

VB.NET:

mcastSocket = New Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)
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Je=o o GroupJl (sd allss| 3,5 Sl IPJI L] diows 05 Address List wayysi pois Wil
rosdy oS Bind sgsuodl olaseowl weSiudl lphny i s Ulgiedl J=a, Userdl

C#:
IPAddress locallPAddr = IPAddress.Parse(Console.ReadLine());
mcastSocket.Bind(IPlocal);

VB.NET:
Dim localIPAddr As IPAddress = IPAddress.Parse(Console.ReadLine)
mcastSocket.Bind(IPlocal)

tosdy oS sa=oll Ulgisll L) auuwsg Multicast Optiondl e o985 LJU
C#:
MulticastOption mcastOption;
mcastOption = new MulticastOption(localIPAddr);

VB.NET:
Dim mcastOption As MulticastOption
mcastOption = New MulticastOption(localIPAddr)

Sgiwwo Lz JgVI lyiuog,b G seiu0ll 040 b Cux]l (e el wai pi o9
WYgw 048 Lidl> w99 UDP gl TCP gl Socket sde gl IPV6 (sdc ol IP (sdc el

ol jieg, Wl (89 Multicast Group sJ| IP oo 98 03550 o 3] IP (sde jueidl poaziwn
gac @lo| G LVl (Seug Ggac @lo| 1y cus sl ggi Sax
MulticastOption JI aJ| sxiowws |uslg DropMembership a,gac <l2l| I AddMembership
rosb oS 9 aliwl Led (sidlg Object

C#:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership,mcastOption);

VB.NET:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership, mcastOption)

Qo ldlg L Wl A N9 Ly pSxidl Sy WNlg yailaxddl pdl L 14SDg
sl piww SNUWI Juasdl o9 (Network Layer JI g Transport Layer JU
Network JI s\ L=o Jolaill pis s\iJlg Members JI ausy (£ Jooso JSain
Synchronous Sockets JI go Joloill (9,bg Layer

.Asynchronous Sockets Jig
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Chapter 7
Network Layer & Synchronous
Sockets Programming

- Introduction to Socket Programming
- Synchronous Socket Programming
- Synchronous Socket Classes & Members
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P>l o)l all Pradd

: Network Layer & Synchronous Sockets Programming :7

Jlo Network LayerJl &ads é@seoy ore Measi ST JSiin ous Bow 52l 131 (00

ol 9 oo lpbexi a2 SULul Jbsiwls JLwV lpee Joleil piy (sl (g Socket

8,0l Lwg JlaiwWs JLw,MJ UDP g TCPJI plazwl lislw Lnd @S] uc Stream
.. Socket ProgrammingJl ¢, “axi Bgw sl 13d (599 lopiw

Introduction to Socket Programming :7.1

3 sl sle> oo WS o oLl a5 e ol 315Vl (s Socket JI ol g 20l o
lid (Sgixy > Name Space System.Net.Sockets o), @ladl 89 o3l Lpolaziwg
Sl Wlixoys 08 lpolaziowl piy sl Classestl o oo >ac sl Name Space
&0 ol UDPJI ol TCPJI g0 Jolsdl o LiSiou 3] Socket Class gag loal ¢,c G Bgawg
&5\ 0 Socket Object MethodJl wsSiug ,ilo JScin &VsSgisl oo ,31 £95 Sl
HENTRVARUISVWT
C#:
Socket MySocket = new Socket(AddressFamily. , SocketType., ProtocolType.);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily, SocketType, ProtocolType)

sy azo Jolewi Bgw Sillg IP Addressl aucgs aazs JoVl o)Wl (s pis an>
&pwb ATM 9| |}IOV€|J| olSow &pwb IPX Ea.'uog C)|)L_+§J| o0 S dac
Ohledl 048 el o9 ... d,ueq NetBIOS Address gl ATM Networksdl wlSow

Y29 Wil dolsdl wlzo,l go pils JSoin aoiziws Lo 9ag InterNetworkdl
EPNY] g.a.L¢|9 L.\.SS_.\.US)SJLD pU&u’ &0 slisodl 9dg IPV4 &94'.” oo 90 IP g9 ul e

=0 J=xidg aic bVl piw > wo,sll Jusiuwnll (399 W adg 20l Jus sl
Stream paziws Ogw Jo sl Socketdl g5 waxi oy (5l sinog, Wl (59 JIPVE

il Cu> dopodl 0ipd StreamJl plasiwl pi Lo dsleg ,31 s ol WL JLw)
JlaiW passowedl JgSgigyull €95 Sa=s I).olg Stream g gl o Jowbidl ddnos soimiow
Internet Control Message ICMP Jio S,31 ©VgSgig, ol TCP ol UDP ggull o0 98 Jpd
SocketJ! sLaw| Wio 25,0 Ll ol Internet Group Management Protocol IGMP sl Protocol
il Bgws B &9 IPSecAuthenticationHeader ,Lusl IP Security Header o <
dg)m).” wo9 UDP 9| TCPJI )hx; g w LLQQ ‘CllJ| SLu.Ul >V )940\” 01D J.uo Cou L;\LC
Jrosills Jsogll (o (saill ddoc £l,=| sz 1idg azgo JsSeiy o TCPII JsSeiny ol
adoc pey V aiSV g buwws g )ow JgSgiw 929 UDPII JgSgi 0 ol sa=0 o pasw (sl
SVl el adoc )=V las aee 989 alw ol WL pudoudl Jgogll o (go=ill
JoVI Lasll (9 oli> i bo 99 Multicast Group <l wlegoso sLiuly Broadcast

. CJL‘J;J|9 g\.’;L‘J&Jb
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TCP :luwY Synchronous Socket ProgrammingJl plasiawl 7.2
:Connection

LS @9 J=>Loll o dcgozos TCP Socket Connectiond! plaziowl JlaiVl adoc ;00

s JUl JSoadl 9
SErver Client
socket() socket()
bind()
Tisten()
accept() |= connect()
recv() | send()
send() = recv()
close(} |= | close()

: b LS SocketJ! sLasl serverdl ¢ ClientJl (sé ados! 12 3
C#:
Socket MySocket = new Socket(AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Tcp);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

e hisd pazeauwsg Bind gl plazowl =l SigauoSIl g0 Socketdl oy, oi

P LS JLasuwVI
C#:
IPEndPoint ip = new IPEndPoint(IPAddress.Any, 5020);
MySocket.Bind(ip);
VB.NET:

Dim ip As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
MySocket.Bind(ip)
e saxi liSeyg listen sgiell plaziwl saxodl Portdl (sle ciaill ddosy plsll o5
e asdlgall poii i 1- p8,)l @l Hr00 >ax0 1€ dac Riogly lposd o (sill 850V
: o LeSg accept sginodl plaziwl JlasVi
C#:
MySocket.Listen(-1);
MySocket.Accept();

VB.NET:

MySocket.Listen(-1)
MySocket.Accept
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g9l o A8g0.00 s WLLI ¢susi cuu> Receive sgiodl M o ULl Jlssowl pug
: o LeSq Byte
C#:
byte[ ]Received=new byte[1024];
MySocket.Receive(Received);

VB.NET:
Dim Received(1024) As Byte
MySocket.Receive(Received)

o> (JleS 5020)Portdl (sle lpay =iy TCP g5ill (o Connection sLiuk Lod Liag
. 1= saall (silgs V Listen i Liods Bind sgioll plasiwl Socketdl lphy, ou

8,0 Socketdl w5 o 1V Socketl plazsiwl TCP Client JLw, VI awoly =iy
bl JLw,)| o5 IPEndPoint Wapll adasiy Portdl 08,9 Serverd! ulgic sbowlg S,
i Can> SOCketdl (a9 agy ;i o5 low JLuw,Vl adoc piig Send sgiaodl olaziwl
: oy LS9 Stream Socket
C#:
String str = Console.ReadLine();
ASCIIEncoding asen = new ASCIIEncoding();
byte[] msg = asen.GetBytes(str);

Socket MySocket = new Socket(AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Tcp);

IPEndPoint remote = new IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020);
MySocket.Connect(remote);

MySocket.Send(msg);

MySocket.Close();

VB.NET:

Dim str As String = Console.ReadLine

Dim asen As ASCIIEncoding = New ASCIIEncoding

Dim msg As Byte() = asen.GetBytes(str)

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim remote As IPEndPoint = New IPEndPoint(IPAddress.Parse("192.168.1.101"),
5020)

MySocket.Connect(remote)

MySocket.Send(msg)

MySocket.Close
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UDP :LiuY Synchronous Socket ProgrammingJl olaziawl 7.3
: Connectionless

LS a9 J=Lwodl o acgozos UDP Socket Connectiondl plasxiiwl JlaiVl adoc joi

s oWl Jscadl 9
UDP Server UDP Client
socket() socket()
bind()
recvfrom() |- sendto()
sendto() »| recvfrom()
close() close()

cLaol serverdl ¢ ClientJ! (8 adosl 1o 3| TCPJl o LS JlaiVl éuloc aliws
: oy LS SocketJl
C#:
Socket MySocket = new Socket(AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Udp);

VB.NET:
Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Udp)

e had pazawsg Bind gl plaziowl =l SigunSIl g0 Socketdl oy, oi
Dol lSe JLasuwV
C#:
IPEndPoint sender = new IPEndPoint(IPAddress.Any, 5020);
MySocket.Bind(sender);

VB.NET:
Dim sender As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
MySocket.Bind(sender)

End Point aladl 8 W= cu> ReceiveFrom sgiuodl oz ULl JlssiowYg
Bytedl adqga.00 go reference & o, 009 aasludl 09 avs,25 0 bo sle <Ly Reference
S50l JMS (o String (sJ] a8ge.a0dl Jug=i gabnis o5 09 ReceiveFrom sgiuoll (sJl
oy LoSg ASCII Class o0 359>90ll GetString
C#:
int recv;
byte[] data = new byte[1024];
EndPoint Remote = (EndPoint) (sender);
recv = newsock.ReceiveFrom(data, ref Remote);
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv));
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VB.NET:

Dim recv As Integer

Dim data(1024) As Byte

Dim Remote As EndPoint = CType((sender), EndPoint)

recv = newsock.ReceiveFrom(data, Remote)
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv))

String oo lpho=i a2y WULLII Lpd 05 cus> SendTo sgiodl plazewl JLw)Vl (59 oo
e9i9 Length sqioll JMS o aid 20 LSy 3] @lw,odl LUl ox>9 Byte Array (sJ|
EndPoint ObjectJl aJ ;00 |uslg alow oll @dlw,J Broadcast Joc 3,0 <> Flagsdl
b loSg
C#:
string welcome = "Hello All";
data = Encoding.ASCII.GetBytes(welcome);
newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote);

VB.NET:

Dim welcome As String = "Hello All"

data = Encoding.ASCII.GetBytes(welcome)

newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote)

saz B Sou 9l wspss V G Infinity While Loop s slgSVI 1is g9 o,Say
. JlaiwVls JLu,Vl wldoc o cuso

:Synchronous Socket Classes Members7.4

ol oslicw] Sy > TP Address oy e paxiuug : IPAddress Class -1
roby oS al aslell asually JioS IPENdPoIntI
C#:
IPAddress newaddress = IPAddress.Parse("192.168.1.1");

VB.NET:
Dim newaddress As IPAddress = IPAddress.Parse("192.168.1.1")

: b oS (g Ulgiell waxi (s whls asl e LYl Soug
&Sl (sle zlio Vlgie Sl Jusodd passiug Any
aSaidl sde 850>V gaozd sl el Jusoi) paziiwug Broadcast

127.0.0.1 g9 loopback J 8g,20ll Ulgiell Juioid pazswng Loopback
pladl (8 Network Interfase 5g>9 pac dl> (9 pazsiug NOne

! Lbodle deiodl 0 Aceoxo pcu WS

pixiwuaw Ldg tow Objects w &,lsel) ple JS_iu dqinodl 138 pazxiwy Equals
oailizxo LS 13] False g upsliwio LIS 135] True &>,u9 uwilgic w &,lol)

Hash Code asuo (sJ| Ulgill g5,V paxiwig GetHashCode
Ulgiell o NetworkJl, Lolzdl <=l 8>,,9 HostToNetworkOrder

Ulgiell o HOSUL Lolzdl ¢35l 8> ,9 NetworkToHostOrder
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2, Silg Host U PortUlg wlgisll 3ya=i oliwaziwl <> : IPEndPoint Class -1
Pk oS d avlell aenally au JLasVi

C#:
IPEndPoint end = new IPEndPoint(IPAddress.Parse("192.168.1.1"), 5020);

VB.NET:
Dim end As IPEndPoint = New IPEndPoint(IPAddress.Parse("192.168.1.1"), 5020)

ol oS (adg Socket Class)l (o8 pcai (sl Lolgz)l dcqoxo

Socketdl (sde a3 20l ugliell acgoxo g>,19 AddressFamily

SocketJl oo dsl,8l 838l WLLWI x> g>,.9 Available

V ol Blocking ModeJ! oz socket)l ulS 13] &9,20) Set of Get slasig Blocking

ol Remote HostJl go J.aio Socketd] wlS 15] &8 ,20) 8,55 @nolzl 0id pizwsis Connected
v

Socketl go Joley Sl Jusisdl plbs 49,20) paziwyg Handle
SocketJl 8 pazxiowy Sl JgSgig,udl @d,20) pazxiuug ProtocolType

Remote HostJl go pazsiw Sl Socketdl e wlogleo g>,,9 RemoteEndPoint

tlpibolazuiaw) JUoSe
C#:
using System;
using System.Net;
using System.Net.Sockets;
class Socket_ Properties

{
public static void Main()

{

IPAddress ia = IPAddress.Parse("127.0.0.1");

IPEndPoint ie = new IPEndPoint(ia, 8000);

Socket fmo = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

Console.WriteLine("AddressFamily: {0}",
fmo.AddressFamily);

Console.WriteLine("SocketType: {0}",
fmo.SocketType);

Console.WriteLine("ProtocolType: {0}",
fmo.ProtocolType);

Console.WriteLine("Blocking: {0}", fmo.Blocking);

fmo.Blocking = false;

Console.WriteLine("new Blocking: {0}", fmo.Blocking);

Console.WriteLine("Connected: {0}", fmo.Connected);

fmo.Bind(ie);

IPEndPoint iep = (IPEndPoint)fmo.LocalEndPoint;

Console.WriteLine("Local EndPoint: {0}",
iep.ToString());

fmo.Close();

1
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VB.NET:

imports System

imports System.Net

imports System.Net.Sockets

Public Shared Sub Main()
Dim ia As IPAddress = IPAddress.Parse("127.0.0.1")
Dim ie As IPEndPoint = New IPEndPoint(ia, 8000)
Dim fmo As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)
Console.WriteLine("AddressFamily: {0}", fmo.AddressFamily)
Console.WriteLine("SocketType: {0}", fmo.SocketType)
Console.WriteLine("ProtocolType: {0}", fmo.ProtocolType)
Console.WriteLine("Blocking: {0}", fmo.Blocking)
fmo.Blocking = False
Console.WriteLine("new Blocking: {0}", fmo.Blocking)
Console.WriteLine("Connected: {0}", fmo.Connected)
fmo.Bind(ie)
Dim iep As IPEndPoint = CType(fmo.LocalEndPoint, IPEndPoint)
Console.WriteLine("Local EndPoint: {0}", iep.ToString)
fmo.Close()

End Sub

AddressFamily: InterNetwork
SocketType: Stream
ProtocolType: Tcp

Blocking: True

new Blocking: False
Connected: False

Local EndPoint: 127.0.0.1:8000
Press any key to continue.. . .

WOow W woMl &l \9 Synchronous Socket JI axou @S Lw 1ASDg
Wl @i 9 Asynchronous Socket axo,y e SJWI Juasdl 0\ Lo

= )
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Chapter 8
Asynchronous Sockets

- Asynchronous Socket Class and its members

- Applied Asynchronous Socket in Dot Net
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2ol o)l dll poy
: Asynchronous Sockets Programming :8

Weass S| JSaw Asynchronous Socket JI ol aseowl e e55dl 13D (08 Szt Bgaw
Sl JlaVl plaseiwl (sle adasll @ioVl oo dcgozo (s Bgwsy aslw 4 Linxi loc
e Wil Ol (89 ol sio

ool 9 Jool (| gl sl Olieoydl (89 13> ppo oliodl JLaiVl Ul Bgy20ll (o
Ll dlasll clpuil sz ] > 0V IVl plasiwly goswy V > gl

Il zuain V oS V g0Vl 0is Jie wlbis il wldos)l sd la> apo aoliziwlg

Slow Connection paziws wllul) alisivodl dp=l oS 15| > (59 anlazicwl

olS I5] s (o9 ol Jussawod] g0 Jowodl sl by Dialupdl (sde aSioid] sbosclS
oolyiodl LelwVl gioy Cus Serverd] pazinw Guodzsowod] o 6uS dcgoseo Ulia
Juasiuy Serverdl ugS dls (8 JLw) )Vl adoc <l )>] o aSioidl (sle uodssownl] dusy
ppo iy S Golsiodl el JlaiVl plaziwl uay Al 0is 99 « 31 5lp> o wlly
o plaziiwls Threaddl pusi (sdeg plpo 832 plsdl byl o Us)l 15| &> (08 1o
sac a>gs Dl gl o sesdy JLaiVl OIS 13] &> (o9 lulw U)SS WS ol « ConnectionJl
. Serverdl juss UgodZiw (yao i

<

: Asynchronous Socket Class and its members Vol

Socket JI ¢ ouo 859>g0]l methodsdl (o dcgomos olyindl Hue JlaiVl s woll pcas
e well Wise 489 System.Net.Socket Namespaces]l o lpileaiwl oo (sill Class
Method a>g, Begin Method JSJg «sgindl powl @ulau 8 Begindl s59>9) Gwdgiuodl 04a
oo Begin MethodJ| <lpsl ase callback result g >,V paseows sally g alblaos End
oy oS sy dusaill

Socket Mylocket = new Jocket (AddressFamily
MyZocket . b

o AddressFanily -
o Available
BeginAccepk

& BeginConneck

i BeginDisconnect

¢ BeginReceive

¢ BeginReceiveFrom

% BeginReceiveMessageFrom

i Beqinzend

i@ BeqginaendFile

i BeqginsendTo

i@ Bind
o Blocking v

Object JI _sJ| o5lw|g Client Requestl Jgus) paziws 9 BeginAccept -1

oo dae Jlssiwl oo Serverdl (Sow Bgw asy,bll 0is plazewly AsyncCallback

> @, ados)l o sl HUasY as =l Ugaug wdgll e 8 Clients Requestsl
ol LS paxiuwig AsyncCallback Delegated| plaziowl sqiodl sleasiwl 8,0 JS 9 o
roslu LS
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C#:

m_mainSocket = new Socket(AddressFamily.InterNetwork,
SocketType.Stream,ProtocolType.Tcp);

IPEndPoint ipLocal = new IPEndPoint (IPAddress.Any, 5020);

m_mainSocket.Bind (ipLocal);
m_mainSocket.Listen (10);
m_mainSocket.BeginAccept (new AsyncCallback (Client_request_method), null);

VB.NET:

m_mainSocket = New Socket(AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Tcp)

Dim ipLocal As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
m_mainSocket.Bind(ipLocal)

m_mainSocket.Listen(10)

m_mainSocket.BeginAccept(New AsyncCallback(Client_request_method), Nothing)

Loy luwdl ;e Jasio Callback Reference s Client RequestJ!l aslo] popw Cuu>
Client Accepted Objectl <lgs]g Client Requestdl JLsiwV method <liw| o0 1Y
: EndAccept >giu0ll polazewl
C#:
public void Client_request_method(IAsyncResult ar)
{
Socket listener = (Socket)ar.AsyncState;
Myclient = listener.EndAccept(ar);
Myclient.Send(/* data to be send*/ );
listener.BeginAccept(new AsyncCallback(Client_request_method), listener);
Console.WriteLine("Socket connected to {0}", client.RemoteEndPoint. ToString());

¥

VB.NET:

Dim listener As Socket = CType(ar.AsyncState, Socket)

Myclient = listener.EndAccept(ar)

Myclient.Send

listener.BeginAccept(New AsyncCallback(Client_request_method), listener)
Console.WriteLine("Socket connected to {0}", client.RemoteEndPoint.ToString)

: ol oS JIS ol sac isl BeginAccept MethodJ! <ol Dot Net 2005 b

State Object ¢ AsyncCallBack Delegate ilis 2005 9 2003 v ol (s JoVI el
rody LS9 Socket JI 9 Request JI dll> e wlogleo g,V
MySocket.BeginAccept(AsyncCallback , object state)

aoliouodl WLl px> o= a8 Sy > 2005 s well w9 ol JSiadl
MySocket.BeginAccept(int Data_ Receive_Size , AsyncCallback , object state)
Accepted Socket JI xya= a8 (,Sou > 2005 o weadl d cJLI Jsiadl

MySocket.BeginAccept(Socket accept_Socket ,int Data_ Receive_Size ,
AsyncCallback , object state)
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09,9 SocketJ| _sle Asynchronous Connection [ passwis BeginConnect -2
State ObjectUls Asynchronous CallbackJlg IPEndPointJl lpJ iy Cuus> sa=oJl Portdl
@b LoSg

MySocket.BeginConnect(EndPoint IP,Syncallback Result,object state)

:JbeS o oS pazeiuds
C#:
Socket MySocket = new Socket (AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Tcp);
IPEndPoint ipend = new IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020);

MySocket.BeginConnect(ipend, new AsyncCallback(Connected), MySocket);

VB.NET:

Dim MySocket As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim ipend As IPEndPoint = New IPEndPoint(IPAddress.Parse("192.168.1.101"),
5020)

:osdy LS CallBack SocketJl ajya=i oiy Connected MethodJl (s

C#:
public static void Connected(IAsyncResult iar)
{
Socket sock = (Socket)iar.AsyncState;
try
{
sock.EndConnect(iar);
by
catch (SocketException)
{
Console.WriteLine("Unable to connect to host");
3s
VB.NET:

Public Shared Sub Connected(ByVal iar As IAsyncResult)
Dim sock As Socket = CType(iar.AsyncState, Socket)
Try

sock.EndConnect(iar)
Catch generatedExceptionVariableO As SocketException
Console.WriteLine("Unable to connect to host")
End Try
End Sub
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Byte Array 9 lpiuj=ig Clientdl o wlly JLsiwY paziwis BeginReceive -3
rosb oS L) aolell asually

MySocket.BeginReceive(Byte[] buffer,int offset, SocketFlags,AsyncCallback, object
sate)

oS sl LS paiuug
C#:
byte[] data = new byte[1024];
MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, new
AsyncCallback(ReceivedData), MySocket);

void ReceivedData(IAsyncResult iar)
{
Socket remote = (Socket)iar.AsyncState;
int recv = remote.EndReceive(iar);
string receivedData = Encoding.ASCIIL.GetString(data, 0, recv);
Console.WriteLine(receivedData);

}

VB.NET:

Dim data(1024) As Byte

MySocket.BeginReceive(data, 0, data.Length, SocketFlags.None, New
AsyncCallback(ReceivedData), MySocket)

Sub ReceivedData(ByVal iar As IAsyncResult)
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim receivedData As String = Encoding.ASCII.GetString(data, 0, recv)
Console.WriteLine(receivedData)
End Sub

plazsowl saxo 990 o WLLWI JLaiwY BeginReceiveFrom sgiuodl iz oS
. IPEndPoint Refrance Object _g:Ludl S, il (JI Wl > UDPI

Asynchronous JI e Jussiowodl Bbll (J] wlly JLw,Y paxiwig BeginSend -4
rob LS L) aolell asually Socket

MySocket.BeginSend (Byte[] buffer,int offset, SocketFlags,AsyncCallback, object
sate)

:JlieS ;s\b oS PA=anig

C#:
private static void SendData(IAsyncResult iar)
{
Socket server = (Socket)iar.AsyncState;
int sent = server.EndSend(iar);
by

byte[] data = Encoding.ASCII.GetBytes("Hello Word");
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None,
new AsyncCallback(SendData), MySocket);
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VB.NET:
Private Shared Sub SendData(ByVal iar As IAsyncResult)

Dim server As Socket = CType(iar.AsyncState, Socket)

Dim sent As Integer = server.EndSend(iar)
End Sub
Dim data As Byte() = Encoding.ASCII.GetBytes("Hello Word")
MySocket.BeginSend(data, 0, data.Length, SocketFlags.None, AddressOf
SendData, MySocket)

plazsowl sa=o Remote Host (sJ| wULLJl JLw,V BeginSendto sgiuodl paziows oS
. IPEndPoint Refrance Object _g:Ludl S, il (sJ| Wbl cu> UDPI

1 S\D9 2005 i weMl 5\ Al dgiaoll o Acgoxo a9lo| pi los -5
9 wlo JLw,V BeginSendFile 5 JLajVI <lp;Y BegonDiconnect

ULl o Sa=x0 dac JlaiwY pazeows il BeginReceiveMessageFromJ|
.. Buferdl (a9 >a=0 UKo 9 lpiu;=i9

' sJWIl wuS,3J| BeginSendFiled! i
MySocket.BeginSendFile(string filename,AsyncCallback Asyn,object state)

:sJWl S il BeginReceiveMessageFromlg
MySocket.BeginReceiveMessageFrom(byte Buffer ,int offset,int size,SocketFlags
sf,ref EndPoint,AsyncCallback ascb,object state)

:JWl S, BegonDiconnectly
MySocket.BeginDisconnect(bool reuseSocket,AsyncCallback ascb,object state)
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: i Wl (N9 Asynchronous SocketJl wlaulbs il

9 Socket Objectd! <Laul i_LtJ J=>bodl (o dcgozos oliio juell JLaiVl adoc ;o0
wJe Asynchronous Connection [xJ BeginConnectJl wo,=i pi U3 a2y Server Sidell
Asynchronous Callback MethodJls IPEndPoint Object slow| es <u> Socket!

Jl ood S a9 « Socketl JlaiVl adoc all=dl 0id 9 1o Lp) State ObjectUlq
Acknowledgement Jow 9 bl Jgud o > Client Requestdl Jgus) BeginAcceptJl
Ay ClientJl gl 9 JLuw,) W caudl aulSoly dawd=dl Jgusy pad anded Clientdl (oJ|
Serverdl Jusiauwg BeginSend sgsuodl plazeiwl JLuw, VU caldl acad=dl (sde asdlgoll
auloc JsJ 0l a,Lw U,S5 LoSg BeginReceive sgivoll plazsiwl Clientdl o alluw)Jl
2wl | (o ThreadJl puss (sle S, 31 adac <>V slaziwlW End sgiell Ll Begin

corobyiodl JaVl e opolzio sl JlaiVl a0 Lo gog

falipe Connection Reguest: BaginConnect

Joigs Client/Server Chatting zwb s sLasl OVl g8 Bgw assludl pudlaol]l (sle slug
. bl Jussowls JLw,V Asynchronous Socketdl (sle

rosJUl JSeid] (08 oS wa> g i sbinb 08 saullg

Forml.cs [Design] |

Bl

Bumyutrorousserr BB

Clients Transmigsions ...

Waifing for cfient..

:aJJUJI NamespacesJl pi=wiouwn WOguw
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C#:

using System.Net;

using System.Net.Sockets;
using System.Text;

VB.NET:

Imports System.Net
Imports System.Net.Sockets
Imports System.Text

i)l @8Lol p8(Main ClassJl =i A Si) Global DeclarationJl 8

{- W] H]|
C#:
public class Form1 : System.Windows.Forms.Form
{
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020);
private byte[] data = new byte[1024];
private int size = 1024;

VB.NET:
Public Class Form1 Inherits System.Windows.Forms.Form

Private server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Private iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
Private data As Byte() = New Byte(1024) {}

Private size As Integer = 1024

e doiy Connection W iuw > SJUI 5931 a9lol o9 Form LoadJl 9

plazuiawl JLaiVl Jgud audoc =i pi 5020 PortJl e Josig TCPJI
: BeginAcceptJl

C#:

private void Form1_Load(object sender, System.EventArgs e)

{

server = new Socket(AddressFamily.InterNetwork,SocketType.Stream,

ProtocolType.Tcp);

IPEndPoint iep = new IPEndPoint(IPAddress.Any, 5020);

server.Bind(iep);

server.Listen(5);

server.BeginAccept(new AsyncCallback(AcceptConn), server);

}

92



VB.NET:
Private Sub Form1_Load(ByVal sender As Object, ByVal e As System.EventArgs)
server = New Socket(AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Tcp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 5020)
server.Bind(iep)
server.Listen(5)
server.BeginAccept(New AsyncCallback(AcceptConn), server)
End Sub

Accepted RequestJl clgil ax9 piwww SAJlg Accept Callback Method <Ll 0i
V| Acknowledgement JLw,| clU> asv9 EndAccept MethodJl plaiawl

s BeginSend MethodJl plasuuwl Jouw,yie wllbbdl Jouasy Lgad o =i ClientJl
HE N

C#:

void AcceptConn(IAsyncResult iar)

{

Socket oldserver = (Socket)iar.AsyncState;

Socket client = oldserver.EndAccept(iar);

conStatus.Text = "Connected to: " + client.RemoteEndPoint. ToString();
string stringData = "Welcome to my server";

byte[] messagel = Encoding.ASCII.GetBytes(stringData);
client.BeginSend(messagel, 0, messagel.Length, SocketFlags.None,new
AsyncCallback(SendData), client);

}

VB.NET:
Sub AcceptConn(ByVal iar As TAsyncResult)
Dim oldserver As Socket = CType(iar.AsyncState, Socket)
Dim client As Socket = oldserver.EndAccept(iar)
conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString
Dim stringData As String = "Welcome to my server"
Dim messagel As Byte() = Encoding.ASCII.GetBytes(stringData)
client.BeginSend(messagel, 0, messagel.Length, SocketFlags.None, New
AsyncCallback(SendData), client)

End Sub
'\ losg BeginSendJl <Lg;¥ Send Callback method <Liw| 0J
C#:
void SendData(IAsyncResult iar)
{

Socket client = (Socket)iar.AsyncState;

int sent = client.EndSend(iar);
client.BeginReceive(data, 0, size, SocketFlags.None,new
AsyncCallback(ReceiveData), client);

¥
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VB.NET:

Sub SendData(ByVal iar As IAsyncResult)
Dim client As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = client.EndSend(iar)
client.BeginReceive(data, 0, size, SocketFlags.None, New

AsyncCallback(ReceiveData), client)

End Sub

'S\ losg BeginReceiveldl <lgjV Receive Callback method :Liwil v

C#:
void ReceiveData(IAsyncResult iar)
{
Socket client = (Socket)iar.AsyncState;
int recv = client.EndReceive(iar);
if (recv == 0)
{
client.Close();
conStatus.Text = "Waiting for client...";
server.BeginAccept(new AsyncCallback(AcceptConn), server);
return;
b
string receivedData = Encoding.ASCII.GetString(data, 0, recv);
results.Items.Add(receivedData);
byte[] message2 = Encoding.ASCII.GetBytes(receivedData);
client.BeginSend(message2, 0, message2.Length, SocketFlags.None,new
ésyncCaIIback(SendData), client);

VB.NET:
Sub ReceiveData(ByVal iar As IAsyncResult)
Dim client As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = client.EndReceive(iar)
If recv = 0 Then
client.Close()
conStatus.Text = "Waiting for client..."
server.BeginAccept(New AsyncCallback(AcceptConn), server)
Return
End If
Dim receivedData As String = Encoding.ASCII.GetString(data, 0, recv)
results.Items.Add(receivedData)
Dim message2 As Byte() = Encoding.ASCII.GetBytes(receivedData)
client.BeginSend(message2, 0, message2.Length, SocketFlags.None, New
AsyncCallback(SendData), client)
End Sub
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ClientJl 2wl v sLinl pgii Wouw UVIg Serverdl awlw ;o gVl pi 18 Lidg
VW Jssidl 9 oS La> g9 im0 il 09 callg

Funnlxs[Deﬂgn]|

] 1. |

= Asynchronous Client

T Send
results
o .
Dizconnect
: 127001 Connect
Dizconnaciad

:aJJWJlI NamespacesJdl pi=wiown 9w
C#:
using System.Net;
using System.Net.Sockets;
using System.Text;

VB.NET:

imports System.Net
imports System.Net.Sockets
imports System.Text

el a8lol pd(Main ClassJl w,si A Si) Global Declarationd] (s\$

- W] H]|
C#:
public class Form1 : System.Windows.Forms.Form
{
private Socket client;
private byte[] data = new byte[1024];
private int size = 1024;
: VI >93]l LSy 09 Connect ButtonJl 9
C#:

conStatus.Text = "Connecting...";

Socket newsock = new Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 5020);
newsock.BeginConnect(iep, new AsyncCallback(Connected), newsock);

VB.NET:

Private client As Socket

Private data As Byte() = New Byte(1024) {}
Private size As Integer = 1024
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conStatus.Text = "Connecting..."

Dim newsock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
newsock.BeginConnect(iep, New AsyncCallback(Connected), newsock)

:\b oS Callback Connect method :Liul 09 0J

C#:
void Connected(IAsyncResult iar)
{
client = (Socket)iar.AsyncState;
try
{
client.EndConnect(iar);
conStatus.Text = "Connected to: " + client.RemoteEndPoint. ToString();
client.BeginReceive(data, 0, size, SocketFlags.None, new
AsyncCallback(ReceiveData), client);

b
catch (SocketException)

{

conStatus.Text = "Error connecting";

}

VB.NET:
Sub Connected(ByVal iar As IAsyncResult)
client = CType(iar.AsyncState, Socket)
Try
client.EndConnect(iar)
conStatus.Text = "Connected to: " + client.RemoteEndPoint.ToString
client.BeginReceive(data, 0, size, SocketFlags.None, New
AsyncCallback(ReceiveData), client)
Catch generatedExceptionVariableO As SocketException
conStatus.Text = "Error connecting”
End Try
End Sub

'S\ losg BeginReceivedl <lgjV Receive Callback method :Liwil v

C#:

void ReceiveData(IAsyncResult iar)

{

Socket remote = (Socket)iar.AsyncState;

int recv = remote.EndReceive(iar);

string stringData = Encoding.ASCII.GetString(data, 0, recv);
results.Items.Add(stringData);

¥
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VB.NET:
Sub ReceiveData(ByVal iar As IAsyncResult)
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv)
results.Items.Add(stringData)
End Sub

: Send ButtonJ! 9 JUJI >93Jl aslo] pi
C#:
try
{
byte[] message = Encoding.ASCII.GetBytes(newText.Text);
newText.Clear();
client.BeginSend(message, 0, message.Length, SocketFlags.None,new
AsyncCallback(SendData), client);
newText.Focus();

¥

catch(Exception ex){MessageBox.Show(ex.Message); }

VB.NET:

Try

Dim message As Byte() = Encoding.ASCII.GetBytes(newText. Text)
newText.Clear

client.BeginSend(message, 0, message.Length, SocketFlags.None, New
AsyncCallback(SendData), client)

newText.Focus

Catch ex As Exception

Msgbox(ex.Message)

End Try
'\ losg BeginSendJl <lg;Y Send Callback method <Liw| 0J
C#:
void SendData(IAsyncResult iar)
{
try
{

Socket remote = (Socket)iar.AsyncState;

int sent = remote.EndSend(iar);
remote.BeginReceive(data, 0, size, SocketFlags.None, new
AsyncCallback(ReceiveData), remote);

¥

catch(Exception ex){MessageBox.Show(ex.Message);}

}
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VB.NET:
Sub SendData(ByVal iar As IAsyncResult)
Try
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim sent As Integer = remote.EndSend(iar)
remote.BeginReceive(data, 0, size, SocketFlags.None, New
AsyncCallback(ReceiveData), remote)
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

'S\ losg BeginReceiveldl <lgjV Receive Callback method :Liw| v

C#:
void ReceiveData(IAsyncResult iar)
{

try

{

Socket remote = (Socket)iar.AsyncState;
int recv = remote.EndReceive(iar);
string stringData = Encoding.ASCII.GetString(data, 0, recv);
results.Items.Add(stringData);
by

catch(Exception ex){MessageBox.Show(ex.Message);}

}

VB.NET:
Sub ReceiveData(ByVal iar As IAsyncResult)
Try
Dim remote As Socket = CType(iar.AsyncState, Socket)
Dim recv As Integer = remote.EndReceive(iar)
Dim stringData As String = Encoding.ASCII.GetString(data, 0, recv)
results.Items.Add(stringData)
Catch ex As Exception
Msgbox(ex.Message)
End Try
End Sub

O i Lu> Serverdl gwlyy (e [wis wlisy ¥ Clientd] gwly UL Lb>Y sy
ClientJl 9 Li BeginAccept MethodJlg Socket ConnectionJ! ServerJl s\$
adoc w9 Bengonnect MethodJl g Socket ConnectionJl 9 ,<i9

.. ClientJlg Server s\ lLpowsi o\ JlusuiwVlg JLw, VI
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Fadi Abdel-gader - Dot Net Networks & TCP/IP Programming

Chapter 9
Advanced Multicasting
Systems

- Architecture of Multicast Sockets
- Using Multicast Sockets with .NET

- Multicast Conferencing Systems:

1. Full/Half Duplex Multicast Video Conferencing
System.

2. Full/Half Duplex Multicast Desktop Conferencing
System.

3. Full/Half Duplex Multicast Text Conferencing
System
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paz )l o)l Al o
: Advanced Multicasting Systems :9

Lg_c|93i‘ Luwg Broadcasting JI w9 lpiw 8all Luyg Multicasting JI way e sl Lod
Moasi S| JSiw lpie Gaxin Bgaw Juaddl 018 899 ww woll (08 oo Joladl au0.Sq
Olxo s oy OlSmidl Glxoy (s 8,00 piosY clsg

...Conferencing JI|

: Architecture of Multicast Sockets : Vai

Class D JI plazeiwls UDPJI JgSgiu ,ue Multicastingdl go Joledl piy @l g 20ll (0
IGMP — Internet Group JI JgSgiu plaziwl wlegozoll 8,ls] adoc piig Subnet Mask
oo awai WSg Internet Protocol ModelJl o 5> ¢a (Sils Management Protocol
padoadl Jgogll o el wldoc (sle Sgizs IGMPIl JgSgiy 0ld sJWI JSill

gog pilall (Swu 3] a,lusl (g @) (sISUl SULul pe> Jlw)| pis cu>) ©Ulul)
2,0Vl joell a9 sa=y sills TTL Time to Livedl (sle Loyl Seixi g « (oo 03l
el ol ¢ dcgozo (o sle] ¢ dcgazo (5| po ) @Y Aol £gig @b, JSU
i o il acgoxoll Ulgic [)u=lg (Membership Query acgoxoll e wlogleo

. Class D J s>a=oJl RangeJ! ;o0 Lo,

8-bit

S-it Type Max Response Time

16-bit Checksum

32-bit Group Address

239.255.255.255 (J| 224.0.0.0 0 MulticastingJl (s RangeJ| paraxi pis
wvlwl (sde gl Dynamic gl Static (Seau JSiw bld bbb &My o= ulniwig
:JleS ol oS wlwyjedl 04d paiws ple JSuiug Scope-Relativell

Nl 0y o V s hsd Cl.;.l.zo“ wlSidl o> 9 psuiwgg 224.0.0.1 Ua;..a.z;ﬂ
Pl Routerdl jue )3l wlSca J] supeadl Us,l 135] ol Routerd] ue )5l asow
e S35V Ol eadl (8 Subnetl puss plaziowl by oSV 9224.0.0.2 jarazdll

r sJWl ulJl bl Multicasting JJ wlasazidl o> ad,20l9

http://www.iana.org/assignments/multicast-addresses

> Unicast Tunneldl plazsowl Backbone Tunnelsdl ,.u Multicast PacketsJl Jss oo

Backbone JI ,.c ,51 sJ] Router oo Jw,i g Routerdl (sJ| aSuil d=> oo L] e
G aSid!l 9 Bandwidthdl oo ,uiSIl 5990 o g9 Unicastdl welowl polasiwl Tunnel

UnicastJ! plaziowl 850>V (sle lpsssgi 98 pgisg Routerdl (sJ] 63>ly @z Jowyi
UDP JI plazsiwl (sle JolS JSin souses @l g Multicastdl (a8 dau>¢)l alS ol
.Connectionless Protocol

Peer to PeerJl oS oy wlSuidl oo glol &5 9 Multicastingd] ol azsow! LaSous

ey a9 9o sl Groupdl sl 9 o Jowsr 9wty JSJlg Server lp=) s> V >
posug Serverdl (sJ| sa>lg adlw, JLw,| oy cu> Server Based Network solJl
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RouterJl JWs oo pisd Il gl Lol « &Sl (s 650>Vl auis (sle lpsijon Serverdl
acgozeoll | Clientd] plowail 32 pii Jlw, VI dudoc 0l (Il JSeidl oo guai oSy «
p9és > Routerdl (sl 63>y @lluw, ClientJl Jw g IP MulticastJ] ellos sl
.Routing TableJ! losssiwe dcgozeall (59 850>V (sle lps;00 Router |

Client Client

i - —~
b4 - —

'\ data data ;,I'
Client oin join I:"Em.
3] )

¥

-

A\ ’
g [

f e Router
o ‘
:—F join \data
Client

A\

Client Clicat

oo Multicasting (s JLw, VI ps BroadcastingJl plazicwl JLw, VI (58 JII OBS LeSg
JS VeSS > « Broadcastdl s oS JSUI (| puds @m0 dcgoxo (8| saxo slp>

IP MulticastingJl (899 L D)S:» LS Larazll pig Lol Group 6)'.9.>,c\” UL dcgoxo
w09 Multicasting J JIS_al dac a>g49 IP MulticastUl puss dcgozxo JS elliod >
one to acgazo oo S| (sJl JLw,Vl g one to Group dcgoxo  sJl JLw,VI lpude alioVl
: Multi Group

:0One to Group acgoxo  oJ| a>lg o JLw, VI -1

pig Receiver UsersJl asloy siJl IP MulticastingJl s Sender Userdl clloy au99
Access PointJl (sJ| Unicast & Jowyi cu> allacl geo> sJ] Groupdl 1> o JLu VI
9 LSy Broadcast)! wglwl dcgozall (s slacVl @818 (sle oo pobs Cu>
Wl sl
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:One to Multi-Groups é&cgoo (o 1351 oJI JLw VI -2

_ pag Receiver Users (e wlixo Sender User JJ IP MulticastingJl wgSy 18 au99

Syl o _ 0 g Sl acgos rou >|> User
> wlegoxo (Jlg Lpio gaac 98 Sl acgozoll J] Groupdl J=Is User o JLw, VI
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&
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:Using Multicast Sockets with .NET: LuU
MembersJl _sle 3,259 v wel 8 MulticastingJl go Joledl 0,8 laylw L i
lede (auboig wldosdl 048 Juasdl (o sesuin Huw Vgw Ldg gy anvlzll Classesdly

e laoizo Conference System ol sbiw pgsiow U5 asug alio VI U0 Acgoxo
... MulticastingJI

: MulticastingJl go Joleil 8 awlwVl wldosll o

: Joining || Drop Group écgoo (1o 29,2l ol olouasVl -1

e il Sgw i wldec s Multicast Groupdl J] plowasVl éudoc o3l V
Jl plazsiwlg udpClient Object w2 a2y SUS piug ¢ Sa=oll IP Multicastingdly portJ
loSe ad| puais Wgw Sl IP MulticastingJl way,25 es JoinMulticastGroup Method
HENE
C#:
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)

C#:
sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1"));

VB.NET:
sock.DropMulticastGroup(IPAddress.Parse("225.100.0.1"))

cl¢)| ol on) DropMulticastGroup g JoinMulticastGroup Methods JI P S
Class plazsiwbs « Multicast GroupJdl o (ol o dcgozo gl Ulgic

Jo=) Multicast Group % lp=o Joled IP Address List 3= LuSwy :MulticastOption
JlawV dgac @8loY JkeS sl WS passuwss Multicast Group sV Drop ¢ Join

: Multicast JiLw,

: s laSg UDP SocketJl &, Vsl
C#:
mcastSocket = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

VB.NET:
mcastSocket = New Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)

Jezo of GroupJl (sd allss| s Sl IPJI Lo aiws o5 Address List was,ei pgir Wil
r oy boSg Bind sgiuodl plaicwl weSoudl Lol acwsiy wlgiell J=ay Userdl
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C#:
IPAddress locallPAddr = IPAddress.Parse(Console.ReadLine());
mcastSocket.Bind(IPlocal);

VB.NET:
Dim localIPAddr As IPAddress = IPAddress.Parse(Console.ReadLine)
mcastSocket.Bind(IPlocal)

rosdy oS sa=oll lgisll L) auuwsg Multicast Optiondl o0 o985 LIU
C#:
MulticastOption mcastOption;
mcastOption = new MulticastOption(localIPAddr);

VB.NET:
Dim mcastOption As MulticastOption
MulticastOption(localIPAddr New = mcastOption)

JoVI wlhhixos,b @\ sgiunll 04s i3l cus> SetSocketOption (sde usdl Garai i o9
Lidl> 89 UDP ol TCP ol Socket (sde gl IPVE (sde ol IP (sde el Sqiwo 3ya=:
99 Multicast Group (sJ| IP oo g8 03y, bo 3] IP (sde jusidl ooz Vbgw 0id
gac &lo| G LVl Sy dygac adlo| 1y o> el g 3oz (Ll yiveg, W
MulticastOption JI aJ| sxiows |uslg DropMembership agac <l2l] I AddMembership
rod LS 9 il Led siJlg Object
C#:
mcastSocket.SetSocketOption(SocketOptionLevel.IP,
SocketOptionName.AddMembership,mcastOption);

VB.NET:
Dim mcastOption As MulticastOption
mcastOption = New MulticastOption(localIPAddr)

:Sending Data to a Multicast Group dacqo=o  JI JLw,VI -2

Socket Object]] way,s5 o Vgl 2V IP MulticastingJ! olazewl Jlw, VI guaiaws (si>
Object JI _sJ| PortJl 08,9 IP MulticastingJl sl_w]g UDP Connectiond| plaziwl

data as JI LpJ xsoww cu> sendto methodJl plaziowl JLw)Vl gudaicusg ... IPEndPoint
rauas dlw, JLw,Y s leSg9 IPENdPoint ObjectJly Bytes Array

C#:

Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(("225.100.0.1"), 5020);
byte[] data = Encoding.ASCII.GetBytes(msg.Text);

server.SendTo(data, iep);

server.Close();

msg.Clear();

msg.Focus();
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VB.NET:

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020)
Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text)

server.SendTo(data, iep)

server.Close

msg.Clear

msg.Focus

o=l Memory StreamJl plazicw! o Y Mo 8,50 JLw, IS Binary Data JLw,Vg
LJluw,| U5 a9 Byte Array (sJ| Lplug=i o5 Stream as (sde 8,513l 9 6,5.0]l
1oy LeSg sendto MethodJl elazeowl
C#:
MemoryStream ms = new MemoryStream();
PictureBox1.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrImage = ms.GetBuffer();
ms.Close();
Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020);
server.SendTo(arrImage,iep);

VB.NET:

Dim ms As MemoryStream = New MemoryStream

PictureBox1.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)

Dim arrImage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse("225.100.0.1"), 5020)
server.SendTo(arrImage, iep)

:Receiving Data From a Multicast Group acgo=o ;o Jlaiw)l -3

acgaxoll Lolzl IP Multicast)l 3axs o Vol 1V dcgaxo oo JhaiwVl gubniws (i
b WS &S pag Receive Methodl plasesowl ULl JLssiowl pi ad] ploaiVl g
:list Box 9 lpo,c9 auans allw, Jlaiw)
C#:
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(*225.100.0.1"), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
string stringData = Encoding.ASCII.GetString(data, 0, data.Length);
listBox1.Items.Add(iep.Address.ToString() +" :_ "+stringData );

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
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Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding.ASCII.GetString(data, 0, data.Length)
listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData)
Receive MethodJl o0 wlludl JLaswY memory StreamJl pazscws 8,90 JLsiwVg
plazicwl Syl 8,0 8,50 (J| Lelg=xi o5 Stream Data aus (sde 8,SI3l 89 g9
:osdy LoSg image.FromStream MethodJl
C#:
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(*225.100.0.1"));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
MemoryStream ms = new MemoryStream(data);
pictureBox1.Image = Image.FromStream(ms);
sock.Close();

VB.NET:

Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse("225.100.0.1"), 50)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)

Dim data As Byte() = sock.Receive(iep)

Dim stringData As String = Encoding.ASCII.GetString(data, 0, data.Length)
listBox1.Items.Add(iep.Address.ToString + " :__ " + stringData)

HE @] Lo | )] FEWPY 9 MulticastingJ! polisuiuwl 9 Wl wlib>Mo

MulticastingJ! JLw,| éules) Network StreamJl plaziw! guniws V Ll lasMoll oo -1
MulticastingJl s9 zlio ,ue 9a9 TCP Socket Connection >9>9 lpolazuiwl b 3|
sendto JI ,.c Binary Stream JLw,Y memory StreamJ| plazeowl e yoleiuug

... method

Jlasl ol &S 39>9 pac @l> s loopback o MulticastingJl plazsiwl ciSoy V -2
ASidb dllasl pac dls w9 Multicastingdl wlaadai o Sl @,z gadasiows ) U

WS 833210 Wlp> (o Jabian s dcgae oo ST | puan Ol 5lp> JSI Sy -3
wlegozxo dac (oJl JLw )Vl gdniuw

sendto MethodJl ,.c Multicasting DataJl JLw,Y a>gouuodl asudl UgSs dslell (8 -4
Stream Reader & WriterJlg Binary Reader & WriterJl olazesowl &liSoy i) 5930
e oo Voo JLssowVlg JLw,V

oo WY Ui pSles sl Network Topology J (399 IP MulticastJl ,Las| adec pu5 -5
o b @y b 989 853=0dl ugliadl aussll
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o€ 80 lxoll el Jolxoll pos) o> duao A9,E S99 LoYIs Bow Baaill 13 (58
oMb @8, StwVl gdaiwn WSy StowVl ugy LMl Je= La 1, 3] oMb plol iz
Ml guaiu oS Power Point SlidesJl (sde & olsall o,e @6lSol (] @loYl

.. Text Chatting elaziwl StwVl go &axall

Olyoige Ll (s pmnsy dodail W | wlyoiged] plas purusiin id poi By
Jow posi Bgw ladl 09 duaill wleisall plhis wuSell adaw Wloise plhig giausll
Wl JSeadl o LoS g ol éu,)l @bl

Form1.cs [Design] |

. Multicast Conference System - for support please email me on: fadiB220... |:||E||g|
L oo Bl $ssleasdl | Twpe Here

video Conference Tag Tvpe Here

Deskkop Conference Tay

:
Text Conference [l

IS ol

el

[ Tvpe Hers

E mainfenul

: Full/Half Duplex Multicast Video Conferencing System -1

DirectX 9 JI go Jolei sidly &u=lzdl Classes]l 0 dcgoxo Microsoft W w99

a9,k sl gl weall ol Scanner| 3I Lol g0 Joled Lpolaziwl gulaiws cu> 8ibo
6,90 blaiV Direct Show Dot Net ClassesJl pasuows Bguw  sadadl 138 (599 5,51

Multicast JI (J| eV LJlw)| ganisws cu> Picture boxdl (sde oo ,cq oSl juce
.. llw oliw Lo 989 Sendto methodJlg memory StreamJ! plaziowl Group

iosdy LS9 g9,i0ll (sJl Direct Show Classes! puai Wgaw Lpolazow! galoiows (si>g
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Solution Explorer - DShowMET 3 X

Big=

!a Solution '"Conference Syskem' (2 pi

+ Eﬂ Conference System

==k DS howhE T
+- [159] References

ﬂ AssernblyInfo.cs

ﬂ DsBughti, cs

ﬂ DsControl.cs

ﬂ DsCore.cs

ﬂ DsDevice,cs

#] DsDVD. s

ﬂ DsExtend.cs d

4 ¥

E‘g Solution Explorer E’ Class View

C#:
using DShowNET;
using DShowNET .Device;

VB.NET:
imports DShowNET
imports DShowNET.Device

r Wl JSead] 58 WS LuolSUl yue JUa,Yl awobipy JSei UgSuws

MainForm.cs [Design]* | MainForm,cs* 4 X

T @IEI@

] ic gaall ~

224.100.0.1

Paused

2wll Jusi &l aie JssYl slp> ,LasY DeviceSelector ClassJl pasuows By
@L LoSg
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C#:

DeviceSelector selector = new DeviceSelector( capDevices );
selector.ShowDialog( this );

dev = selector.SelectedDevice;

VB.NET:

Dim selector As DeviceSelector = New DeviceSelector(capDevices)
selector.ShowDialog(Me)

dev = selector.SelectedDevice

t o LS 80> method Lol pgs5 Bgw oSl juc 8,5.0)l LY g
C#:
void OnCaptureDone()

{
try {
Trace.WriteLine( "!'DLG: OnCaptureDone" );
toolBarBtnGrab.Enabled = true;
int hr;
if( sampGrabber == null )return;
hr = sampGrabber.SetCallback( null, 0 );
int w = videoInfoHeader.BmiHeader.Width;
int h = videoInfoHeader.BmiHeader.Height;
if( ((w & 0x03) '=0) || (w<32) || (w>4096) || (h<32) ]| (h>4096))
return;
int stride = w * 3;
GCHandle handle = GCHandle.Alloc( savedArray, GCHandleType.Pinned );
int scan0 = (int) handle.AddrOfPinnedObject();
scan0 += (h - 1) * stride;
Bitmap b = new Bitmap( w, h, -stride, PixelFormat.Format24bppRgb, (IntPtr)
scan0 );
handle.Free();
savedArray = null;
Image old = pictureBox.Image;
pictureBox.Image = b;
if( old '= null ) old.Dispose();
toolBarBtnSave.Enabled = true;}
catch( Exception){}
by

VB.NET:

Private Sub OnCaptureDone()

Try

Trace.WriteLine("!'DLG: OnCaptureDone")
toolBarBtnGrab.Enabled = True
Dim hr As Integer
If sampGrabber Is Nothing Then
Return
End If
hr = sampGrabber.SetCallback(Nothing, 0)
Dim w As Integer = videoInfoHeader.BmiHeader.Width
Dim h As Integer = videoInfoHeader.BmiHeader.Height
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If ((w And &H3) <> 0) OrElse (w < 32) OrElse (w > 4096) OrElse (h < 32) OrElse
(h > 4096) Then
Return
End If
Dim stride As Integer = w * 3
Dim handle As GCHandle = GCHandle.Alloc(savedArray, GCHandleType.Pinned)
Dim scan0 As Integer = CInt(handle.AddrOfPinnedObject())
scan0 += (h - 1) * stride
Dim b As Bitmap = New Bitmap(w, h, -stride, PixelFormat.Format24bppRgb, New
IntPtr(scan0))
handle.Free()
savedArray = Nothing
Dim old As Image = pictureBox.Image
pictureBox.Image = b
If Not old Is Nothing Then
old.Dispose()
End If
toolBarBtnSave.Enabled = True
Catch el As Exception
End Try
End Sub
:0,0.0)l bladdl adoc loiwY ad sJUI 5g3Jl adlolg Timer Joc o
C#.
int hr;
int size = videoInfoHeader.BmiHeader.ImageSize;
savedArray = new byte[ size + 64000 ];

VB.NET:

Dim hr As Integer

Dim size As Integer = videoInfoHeader.BmiHeader.ImageSize
savedArray = New Byte(size + 64000) {}

Timer (s$ azaig 6,501 JLw,| method pazuews Wew 3V @ hll (sl 8,9.a)l JLw,Vg
@L LoSg

C#:

try

{

MemoryStream ms = new MemoryStream();

pictureBox.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);

byte[] arrImage = ms.GetBuffer();

ms.Close();

Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,

ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 5020);

server.SendTo(arrImage, iep);

server.Close();}

catch (Exception){}
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VB.NET:

Try

Dim ms As MemoryStream = New MemoryStream
pictureBox.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arrImage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
server.SendTo(arrImage, iep)

server.Close

Catch generatedExceptionVariable0 As Exception

End Try

5 oo oSei Igw oS aMb (| buolSdl juc 890l Jlw)| jolxall gudniwn Lidg
ULl o > aSlw V &Sl aolaxiwl L (6,585 Ygwg LuolSl e aMb
| Wbl gs595 Access PointJl Vgiy Sg.wg Unicastdl wglwl Access PointJl (sJ]
BroadcastJ! plaziwl o) Lpluw g  Multicast Groupd! sl Guowaioll slacVl guox>
rosJW JSsidl (08 LoSe

By FADI Abdel-Qader

R —
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GRS

Multicast Students 224.100.0.1 Group
Broadcast to Lecturer 225.100.1.1 Group

Multicast Lecturer 225.100.1.1 Group
Broadcast to 224.100.0.1 Group

Full/Half Duplex Multicast Video Conferencing System - For Class Room
That uses a Peer-to-Peer Wireless Network

g 815Lwll dcgazen uiconzn (] puai soleall OB Biludl JSill (58 >\ oSy
sl 224.100.0.1 M)l acgozog (lpde aMb 6,90 Jussiwww > 225.100.1.1
Access Point1Jl ¢ JLu)Vl adoc 0ld Loyl x>\ Sy .. L] 8,02l Sy Bgw

... UnicastJl plaxiiwl pu5 Access Point2]lg
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2ol sbis] o 1Y « Mb &, stiwVly edsliwl &5, WMl guniwy (sixg
sy 8,9.0) JlsiwY Ll s i sl methodJl Guss pasiowiow > Jbaiw)
tosJWl JSCadl (09 S 20> New Form Jow o8

Receiver.cs [Design]™® |

O [] O

[EX B i

224.100.01

Multicast
Conference System

Jid dpalail) Cilaadl aiadia ali i 11a
GO = A s s
fadi822000@yahoo.com

: Multicast GroupJ! o 8,52l JLsiwV aJldl Namespaces JI passiws Bgaw

C#:

using System.Net.Sockets ;
using System.Net;

using System.IO;

using System.Threading;

VB.NET:

imports System.Net.Sockets
imports System.Net

imports System.IO

imports System.Threading

rosb LS JlasuwVl method &Sy o8 00

void Image_Receiver()

{

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);
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MemoryStream ms = new MemoryStream(data);
pictureBox1.Image = Image.FromStream(ms);
sock.Close();

¥

VB.NET:

Sub Image_Receiver()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(textBox1.Text))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim ms As MemoryStream = New MemoryStream(data)
pictureBox1.Image = Image.FromStream(ms)
sock.Close()

End Sub

oy Jusill ol 55l V sa> Threadingdl plasiwl oo 1Y lpac i i
plaziwV U 3¢Sl aud gog Timer Joss 08 Ui pg85 (si>g « JlaiwV
: ThreadingJl
C#:
Thread myth;
myth= new Thread (new System.Threading .ThreadStart(Image_Receiver));
myth.Start ();

VB.NET:

Dim myth As Thread

myth = New Thread(New System.Threading.ThreadStart(Image_Receiver))
myth.Start

08 JPEG Image File &b sde oSl juc dhsidoll 8,5.0)l (i o Sl (si>g
rob LS aucaiwly saveFileDialog sLiwl

C#:

try

{
saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg" ;
if(saveFileDialog1l.ShowDialog() == DialogResult.OK)
{
string mypic_path = saveFileDialogl.FileName;
pictureBox1.Image.Save(mypic_path);
b

b

catch (Exception){}
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VB.NET:

Try

saveFileDialogl.Filter = "JPEG Image (*.jpg)|*.jpg"

If saveFileDialogl.ShowDialog = DialogResult.OK Then

Dim mypic_path As String = saveFileDialogl.FileName
pictureBox1.Image.Save(mypic_path)

End If

Catch generatedExceptionVariable0 As Exception

End Try

gubaian _su>9 « Video Conference SystemJ! gag JgVI g9 uinall oo sl o5 28 Lidg
g9wino Josu pgés Bgw Power PointJl gwolw plassiwl 6 olxoll Lo e rolxoll
v Sl b lyei6o

:Full/Half Duplex Multicast Desktop Conferencing System -2

Power JI awoli plasiwl drolxodl yoye oo SlowVl uSod 98 g9 ol 148 o Bl
lizs Vg « allall 850> (sl SbewVl 5> oo Sl adow 8,90 Jowyiw x> Point
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:APLJlg GDI+JI plaziwl wuSell adaw 6,50 blaV PlatFormInvokeGDI32.cs Vsl

C#:

using System;

using System.Runtime.InteropServices;
namespace SampleGrabberNET

{

//This class shall keep the GDI32 APIs being used in our program.
public class PlatformInvokeGDI32

{

#region Class Variables
public const int SRCCOPY = 13369376;
#endregion

#region Class Functions
[DlIImport("gdi32.dll",EntryPoint="DeleteDC")]
public static extern IntPtr DeleteDC(IntPtr hDc);

[DlIImport("gdi32.dll",EntryPoint="DeleteObject")]
public static extern IntPtr DeleteObject(IntPtr hDc);

[DliImport("gdi32.dIl",EntryPoint="BitBIt")]

public static extern bool BitBlt(IntPtr hdcDest,int xDest,int yDest,int
wDest,int hDest,IntPtr hdcSource,int xSrc,int ySrc,int RasterOp);
[DllImport ("gdi32.dll",EntryPoint="CreateCompatibleBitmap")]
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public static extern IntPtr CreateCompatibleBitmap(IntPtr hdc,
int nWidth, int nHeight);

[DliImport ("gdi32.dll",EntryPoint="CreateCompatibleDC")]
public static extern IntPtr CreateCompatibleDC(IntPtr hdc);
[DlImport ("gdi32.dll",EntryPoint="SelectObject")]

public static extern IntPtr SelectObject(IntPtr hdc,IntPtr bmp);
#endregion

#region Public Constructor
public PlatformInvokeGDI32()

{
¥

#endregion

3}

VB.NET:

Imports System

Imports System.Runtime.InteropServices
Namespace SampleGrabberNET

"This class shall keep the GDI32 APIs being used in our program.
Public Class PlatformInvokeGDI32

#Region "Class Variables"
Public Const SRCCOPY As Integer = 13369376
#End Region

#Region "Class Functions"
<DllImport("gdi32.dll", EntryPoint:="DeleteDC")> _
Public Shared Function DeleteDC(ByVal hDc As IntPtr) As IntPtr
End Function

<DllImport("gdi32.dll", EntryPoint:="DeleteObject")> _
Public Shared Function DeleteObject(ByVal hDc As IntPtr) As IntPtr
End Function

<DllImport("gdi32.dll", EntryPoint:="BitBIt")> _

Public Shared Function BitBIt(ByVal hdcDest As IntPtr, ByVal xDest As
Integer, ByVal yDest As Integer, ByVal wDest As Integer, ByVal hDest As Integer,
ByVal hdcSource As IntPtr, ByVal xSrc As Integer, ByVal ySrc As Integer, ByVal
RasterOp As Integer) As Boolean

End Function

<DllImport("gdi32.dll", EntryPoint:="CreateCompatibleBitmap")> _

Public Shared Function CreateCompatibleBitmap(ByVal hdc As IntPtr, ByVal
nWidth As Integer, ByVal nHeight As Integer) As IntPtr

End Function

<DllImport("gdi32.dll", EntryPoint:="CreateCompatibleDC")> _

Public Shared Function CreateCompatibleDC(ByVal hdc As IntPtr) As IntPtr
End Function
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<DllImport("gdi32.dll", EntryPoint:="SelectObject")> _

Public Shared Function SelectObject(ByVal hdc As IntPtr, ByVal bmp As
IntPtr) As IntPtr

End Function
#End Region

#Region "Public Constructor"
Public Sub New()
End Sub
#End Region
End Class
End Namespace

8,90 bladV  gLudl ClassJl go Lpolsiws V9w 3| PlatformInvokeUSER32.cs LsU
: user32 APLJI plaziwl wuSoll adoow
C#:
using System;
using System.Runtime.InteropServices;
namespace SampleGrabberNET
{
// This class shall keep the User32 APIs being used in our program.
public class PlatformInvokeUSER32

{

#region Class Variables

public const int SM_CXSCREEN=0;
public const int SM_CYSCREEN=1;
#endregion

#region Class Functions
[DlIImport("user32.dll", EntryPoint="GetDesktopWindow")]
public static extern IntPtr GetDesktopWindow();

[DlIImport("user32.dll",EntryPoint="GetDC")]
public static extern IntPtr GetDC(IntPtr ptr);

[DllImport("user32.dll",EntryPoint="GetSystemMetrics")]
public static extern int GetSystemMetrics(int abc);

[DIlImport("user32.dll",EntryPoint="GetWindowDC")]
public static extern IntPtr GetWindowDC(Int32 ptr);

[DlIImport("user32.dll",EntryPoint="ReleaseDC")]
public static extern IntPtr ReleaseDC(IntPtr hWnd,IntPtr hDc);

#endregion

#region Public Constructor
public PlatformInvokeUSER32()
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{

b

#endregion
b
//This structure shall be used to keep the size of the screen.
public struct SIZE

{
public int cx;
public int cy;
by
by
VB.NET:

Imports System

Imports System.Runtime.InteropServices

Namespace SampleGrabberNET
' This class shall keep the User32 APIs being used in our program.
Public Class PlatformInvokeUSER32

#Region "Class Variables"
Public Const SM_CXSCREEN As Integer = 0
Public Const SM_CYSCREEN As Integer = 1
#End Region

#Region "Class Functions"
<DIlImport("user32.dll", EntryPoint:="GetDesktopWindow")> _
Public Shared Function GetDesktopWindow() As IntPtr
End Function

<DllImport("user32.dll", EntryPoint:="GetDC")> _
Public Shared Function GetDC(ByVal ptr As IntPtr) As IntPtr
End Function

<DllImport("user32.dll", EntryPoint:="GetSystemMetrics")> _
Public Shared Function GetSystemMetrics(ByVal abc As Integer) As Integer
End Function

<DllImport("user32.dll", EntryPoint:="GetWindowDC")> _
Public Shared Function GetWindowDC(ByVal ptr As Int32) As IntPtr
End Function

<DllImport("user32.dll", EntryPoint:="ReleaseDC")> _
Public Shared Function ReleaseDC(ByVal hWnd As IntPtr, ByVal hDc As
IntPtr) As IntPtr
End Function
#End Region
#Region "Public Constructor"
Public Sub New()
End Sub
#End Region
End Class
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"This structure shall be used to keep the size of the screen.
Public Structure SIZE
Public cx As Integer
Public cy As Integer
End Structure
End Namespace

Joleiy s gyl (09 ilo S lpoasuiws Ve w sullg CaptureScreen.cs :LJG
: PlatformInvokeUSER32 ClassJlg PlatFormInvokeGDI32 Class Jl go

C#:
using System;
using System.Drawing;

namespace SampleGrabberNET
{
//This class shall keep all the functionality for capturing the desktop.
public class CaptureScreen
{
#region Public Class Functions
public static Bitmap GetDesktopImage()
{
//In size variable we shall keep the size of the screen.
SIZE size;

//Variable to keep the handle to bitmap.
IntPtr hBitmap;
//Here we get the handle to the desktop device context.
IntPtr hDC =
PlatformInvokeUSER32.GetDC(PlatformInvokeUSER32.GetDesktopWindow());
//Here we make a compatible device context in memory for screen device context.
IntPtr hMemDC = PlatformInvokeGDI32.CreateCompatibleDC(hDC);
//We pass SM_CXSCREEN constant to GetSystemMetrics to get the X coordinates
of screen.
size.cx=PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SM_CXS
CREEN);
//We pass SM_CYSCREEN constant to GetSystemMetrics to get the Y coordinates
of screen.
size.cy=PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SM_CYS
CREEN);
//We create a compatible bitmap of screen size using screen device context.
hBitmap = PlatformInvokeGDI32.CreateCompatibleBitmap(hDC, size.cx, size.cy);
//As hBitmap is IntPtr we can not check it against null. For this purspose
IntPtr.Zero is used.
if (hBitmap!=IntPtr.Zero)

{
//Here we select the compatible bitmap in memory device context and keeps the
reference to Old bitmap.
IntPtr hOId = (IntPtr) PlatformInvokeGDI32.SelectObject(hMemDC, hBitmap);
//We copy the Bitmap to the memory device context.
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PlatformInvokeGDI32.BitBlt(hMemDC, 0, 0,size.cx,size.cy, hDC, 0, 0,
PlatformInvokeGDI32.SRCCOPY);

//We select the old bitmap back to the memory device context.
PlatformInvokeGDI32.SelectObject(hMemDC, hOld);

//We delete the memory device context.
PlatformInvokeGDI32.DeleteDC(hMemDC);

//We release the screen device context.
PlatformInvokeUSER32.ReleaseDC(PlatformInvokeUSER32.GetDesktopWindow(),
hDC);//Image is created by Image bitmap handle and stored in local variable.
Bitmap bmp = System.Drawing.Image.FromHbitmap(hBitmap);
//Release the memory to avoid memory leaks.
PlatformInvokeGDI32.DeleteObject(hBitmap);

//This statement runs the garbage collector manually.
GC.Collect();//Return the bitmap

return bmp;

}//1f hBitmap is null return null.

return null;

b

#endregion

by

b

VB.NET:
Imports System
Imports System.Drawing

Namespace SampleGrabberNET
'This class shall keep all the functionality for capturing the desktop.
Public Class CaptureScreen
#Region "Public Class Functions"
Public Shared Function GetDesktopImage() As Bitmap
'In size variable we shall keep the size of the screen.
Dim size As Size

'Variable to keep the handle to bitmap.

Dim hBitmap As IntPtr

'Here we get the handle to the desktop device context.

Dim hDC As IntPtr =
PlatformInvokeUSER32.GetDC(PlatformInvokeUSER32.GetDesktopWindow())

'Here we make a compatible device context in memory for screen device
context.

Dim hMemDC As IntPtr =
PlatformInvokeGDI32.CreateCompatibleDC(hDC)

'We pass SM_CXSCREEN constant to GetSystemMetrics to get the X
coordinates of screen.

Size.cx =
PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SMCXSCREEN) _

'We pass SM_CYSCREEN constant to GetSystemMetrics to get the Y
coordinates of screen.

Size.cy =
PlatformInvokeUSER32.GetSystemMetrics(PlatformInvokeUSER32.SMCYSCREEN) _

120



'We create a compatible bitmap of screen size using screen device
context.
hBitmap = PlatformInvokeGDI32.CreateCompatibleBitmap(hDC, size.cx,
size.cy)
'As hBitmap is IntPtr we can not check it against null. For this purspose
IntPtr.Zero is used.
If Not hBitmap.Equals(IntPtr.Zero) Then
'Here we select the compatible bitmap in memory device context and
keeps the reference to Old bitmap.
Dim hOld As IntPtr =
CType(PlatformInvokeGDI32.SelectObject(hMemDC, hBitmap), IntPtr)
'We copy the Bitmap to the memory device context.
PlatformInvokeGDI32.BitBlt(hMemDC, 0, 0, size.cx, size.cy, hDC, 0, O,
PlatformInvokeGDI32.SRCCOPY)
'We select the old bitmap back to the memory device context.
PlatformInvokeGDI32.SelectObject(hMemDC, hOld)
'We delete the memory device context.
PlatformInvokeGDI32.DeleteDC(hMemDC)
'We release the screen device context.

PlatformInvokeUSER32.ReleaseDC(PlatformInvokeUSER32.GetDesktopWindow(),
hDC) 'Image is created by Image bitmap handle and stored in local variable.
Dim bmp As Bitmap = System.Drawing.Image.FromHbitmap(hBitmap)
'Release the memory to avoid memory leaks.
PlatformInvokeGDI32.DeleteObject(hBitmap)
"This statement runs the garbage collector manually.
GC.Collect() 'Return the bitmap
Return bmp
End If 'If hBitmap is null return null.
Return Nothing
End Function
#End Region
End Class
End Namespace

:a Ul methodJl sSs Bgw 890l px> (88 Sl gubniws (si>9
%ic Bitmap ResizeBitmap( Bitmap b, int nWidth, int nHeight )
éitmap result = new Bitmap( nWidth, nHeight ); using( Graphics g =
Graphics.FromImage( (Image) result ) ) g.DrawImage( b, 0, 0, nWidth, nHeight
);eturn result;

}

VB.NET:
Public Function ResizeBitmap(ByVal b As Bitmap, ByVal nWidth As Integer, ByVal
nHeight As Integer) As Bitmap

Dim result As Bitmap = New Bitmap(nWidth, nHeight)

" Using
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Dim g As Graphics = Graphics.FromImage(CType(result, Image))
Try
g.DrawImage(b, 0, 0, nWidth, nHeight)
Finally
CType(g, IDisposable).Dispose()
End Try
Return result
End Function

: MulticastingJl go Jwoled gl Jl 9 aJll Namespaces| poiziows Bgaw
C#:
using System.Net;
using System.Net.Sockets;
using System.IO;

VB.NET:

imports System.Net

imports System.Net.Sockets
imports System.IO

>a=oJl Multicast GroupJ! (sJ| lpJlw,)] 9 wusSwoll adaaw 8,5.0 bladV Timer Joss o985 o0

C#:

Bitmap bt = new Bitmap(CaptureScreen.GetDesktopImage());
picScreen.Image = ResizeBitmap(bt, 600, 400 );

MemoryStream ms = new MemoryStream();
picScreen.Image.Save(ms,System.Drawing.Imaging.ImageFormat.Jpeg);
byte[] arrImage = ms.GetBuffer();

ms.Close();

Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(textBox1.Text), 5020);
server.SendTo(arrImage,iep);

server.Close();

VB.NET:

Dim bt As Bitmap = New Bitmap(CaptureScreen.GetDesktopImage)
picScreen.Image = ResizeBitmap(bt, 600, 400)

Dim ms As MemoryStream = New MemoryStream
picScreen.Image.Save(ms, System.Drawing.Imaging.ImageFormat.Jpeg)
Dim arrImage As Byte() = ms.GetBuffer

ms.Close

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(textBox1.Text), 5020)
server.SendTo(arrImage, iep)

server.Close
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:Full/Half Duplex Multicast Text Conferencing System -3

Text Chat Multicast Conference JI olazowl, stV | wazadl adlall @iy (su>g
rosJWl JSeidl (09 LS9 wa> New Form sLiwl o985 Vg w System

msgl.cs [Design] |

Ulail Ll slpdl bkl g oglll
4c ganall
(22510001
Write your beszage Here
listBox1
] | ||
e | I AR =)

:aJldl Namespacesdl aslol o8 i
C#:
using System.Net;
using System.Net.Sockets;
using System.Text;
using System.Threading;

VB.NET:

imports System.Net

imports System.Net.Sockets
imports System.Text
imports System.Threading

beall jie dlw)Jl Jwiw o> JLu)Vl adoc <=V adldl methodd! oz Bgw
' paasoll Textboxdl 9 allw)Jl LS a= Enterdl e

C#:

private void msg_KeyPress(object sender,
System.Windows.Forms.KeyPressEventArgs e)
{if(e.KeyChar == "\r'){

try{
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Socket server = new Socket(AddressFamily.InterNetwork,SocketType.Dgram,
ProtocolType.Udp);

IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text), 5020);
byte[] data = Encoding.ASCII.GetBytes(msg.Text);

server.SendTo(data, iep);

server.Close();

msg.Clear();

msg.Focus();

b
catch(Exception){}}}

VB.NET:
Private Sub msg_KeyPress(ByVal sender As Object, ByVal e As
System.Windows.Forms.KeyPressEventArgs)
If e.KeyChar = Microsoft.VisualBasic.Chr(13) Then
Try
Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(txt_host.Text),
5020)
Dim data As Byte() = Encoding.ASCII.GetBytes(msg.Text)
server.SendTo(data, iep)
server.Close()
msg.Clear()
msg.Focus()
Catch generatedExceptionVariable0 As Exception
End Try
End If
End Sub

9 alssiuodl dlw)Jl Lossiw Cus> JlaiwV| ades) aJlll sqidl passiws Bgawg
uaazo list Box

C#:

public void server()

{

try

{

UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(txt_host.Text), 50);
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);

byte[] data = sock.Receive(ref iep);

string stringData = Encoding.ASCII.GetString(data, 0, data.Length);
listBox1.Items.Add(iep.Address.ToString() +" :_ "+stringData );
sock.Close();

listBox1.Focus();

msg.Focus();

myth.Abort();

}catch(Exception){}

}
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VB.NET:
Public Sub server()
Try
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(txt_host.Text), 50)
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim data As Byte() = sock.Receive(iep)
Dim stringData As String = Encoding.ASCII.GetString(data, 0, data.Length)
listBox1.Items.Add(iep.Address.ToString + " :_ " + stringData)
sock.Close()
listBox1.Focus()
msg.Focus()
myth.Abort()
Catch generatedExceptionVariableO As Exception
End Try
End Sub

methodJl ad (scaiwlg Timer Joss 038 « ThreadingJ! plozecw! o 1Y Lpileaiwg
rsdy LS9 ThreadJl plazicwl as,Ludl

C#:

Thread myth;

myth= new Thread (new System.Threading .ThreadStart(server));
myth.Start ();

VB.NET:
Dim myth As Thread
myth = New Thread(New System.Threading.ThreadStart(server))
myth.Start
99 timerl.Enabled = true plaxiwl JlaiVl ,; (sle bheall jic Timerdl Jeuiw Bgaw
s JUl 5eSUl a8l 8 JlasVl slps] 5

C#:
timerl.Enabled = false;
txt_host.ReadOnly = false;
msg.Enabled=false;
try
{
Socket server = new Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp);
IPEndPoint iep = new IPEndPoint(IPAddress.Parse(txt_host.Text), 5020);
byte[] data = Encoding.ASCII.GetBytes("has Left the Room");

server.SendTo(data, iep);
server.Close();
msg.Clear();
msg.Focus();

b
catch(Exception){}
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VB.NET:

timerl.Enabled = False

txt_host.ReadOnly = False

msg.Enabled = False

Try

Dim server As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Dgram, ProtocolType.Udp)

Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Parse(txt_host.Text), 5020)
Dim data As Byte() = Encoding.ASCII.GetBytes("has Left the Room")
server.SendTo(data, iep)

server.Close

msg.Clear

msg.Focus

Catch generatedExceptionVariable0 As Exception

End Try

W\9 Multicast Conference Systems Joc S e O i Josdl ligy Lod
. oyac9 Video Conference System JI cluwil 9 b9 v Wl iy

Voice Over IP Programming JI ;e SNUWI Jasdl o\ Cua=dl puiaaw
API’s Jl plaxiuwl Voice Conference System g Voice Chat Jox) aolaxiuwlg
i w9M| alw 5\ Direct Play 9 Jig
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FADI Abdel-gader Dot Net Networks & TCP/IP Programming

Chapter 10
Voice Over IP Programming

- The Concept & Requirements of Voice
Communication Systems

- How to Create a Voice Chat Throw Dot Net
Using Unmanaged API’s Functions

- Testing UDP Multicasting, TCP and Thinking in
SCTP to Transfer Voice Throw Networks

- How to Create a Voice Conference System
Using Microsoft Direct Play 9
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Bgw Wil UDP JI sloscl U,,8 Lo 13]g Packets JI aigic ouy Network Layer JI s -3
Multicasting wuJl wlegoxog Broadcasting scl3Vl wudl Joc o oSwow

ol Ethernet JI olazscwb clgw Jlw,Vg &b 3155 eiw Data Link Layer JI s -4
lw i,S5 S adSiiw SV Ethernet JI (sde slouceVl puw dl=dl 018 (599 0,uc
1500 KB JI 39l V 3| Frame Jl p=> ay>9>0u

289 la> 8,8 Jail doc ls] waxs 28 (sl JSLawoll leubs Physical Layer JI (59 -5
>9>9 (0 EVAVRCIUEY) de)\” s:l.u| Bits JI UAy i A9 _9| )>\J 9| o DeIay ).A.>‘LJ oy
ALVl adoc cli] Gass 18 salls JSLinod] 038 JSU pumeaill pexi & VgSgig

Data Link Layer JI ,.c ;o049 Physical Layer JI as.b 0 Bits JI Jilaodl W lall Jusiww
98 wgSy 18 Packets JI Jussiuwo UL &> 0l 04 L] (599 Network Layer JI o5 (109
Acgozxo (o0 £5> WSy A9 9| Unicast <.l 991.w| uls ClJl>:.*s\.9 wuoll pasall

<UiJ Broadcast & L JLu,)Vl o5 saldl aSaidl ouo 0 WeSy 28 ol Multicast JLssowVI
I s Bgw sl dp=dl dpimo sue JLw) Yl dp> OB dcgozo o 5> AgS Al> (09
> LpdS ol Packets JI oo 5> wlisiwl clgw (simo jue G A=l 0ia (599 Packets
el5| JSLiwodl o uiSIl wazs 28 elid Jow,odl (sl Acknowledgment sl JLw,| i oJ
weall Jgog wuuw Bgw Sillg Jw,oll Packets Jl (o ¢5> glio lpin > 0l 01

129



osdeVl daauall ©VsSgign (sde @ladl 0is (8 slaicVl UeS) Bgw labg « glasio JSiu
0ia JS wld TCP JI paswiww Jussiiwndly Jow ol OIS 518 Transport Layer s a9

V| J> a>9 V s> UDP JI paseiun @0gS 9 080 alSiwadl ¢SV J= Bgw S Lol
gl Ushg e oyl sl uisn Packets I &81S Js.og sy 2ilno sliwo el
.J~w odl Packets JI o0 sl;=l

Ethernet as._w plaseiwl JLw,VI <Ls] Packets JI jas g luo adoc guogs JWI JS_adl
1ogall (08 gihsi oy Vgw Lo UDP IP Multicasting g Wireless LAN

((9) (%
I

Multicast Voice Conference System — Using
a Ethernet Wireless LAN & UDP Protocol

How to Create a Voice Chat Throw Dot Net Using Unmanaged API's :LJU
: Functions

sh>¥ oSV« weall yoseg blall wldoc o Sl acyi o s well VB Ll LS los
Jusaad] play 8o il sl DLL JI wlelo dcgozo plaziw! o LY wldosll 0ia
ol 8 Multimedia JI JiLwg g0 Joledl Lolzdlg « supidl winmm.dll walo Lpiog
Usd9,Sulall juc weall blaidV Methods JI (o dcgaxo wloll 13 ey cum ¢ Jueinll
: @ Method Jl 0idg )3l 8,0 av,c o5 o9 Byte Array Buffer (sd ai,;xi9

Sound JI go @bgs,elly JlssVI 850> sac 3oz pazeows wsalls wavelnGetNumDevs
.Wwhiaog,U sl iU Vg Card

Byte Array s9 JsVI 5lp> oo 85,l9)l Bitsdl (s pazicwss wavelnAddBuffer
rs®9 Wlhyiuog,L @M MethodJl oia 33Ug Buffer

wavelnAddBuffer(IntPtr hwi, ref WaveHdr pwh, int cbwh)

o0 &9g0) Reference (sill (8 sz 9 0,Lusl pi Sillg sVl 5le> JoW )00 Caus
plicuodl Buffer JI o> sa=y <JUJl 89 Buffer JI

sVl 5le> go JLaiVl OMely aua) wavelnOpen g wavelnClose sgiuol

839>90l Whyinog, Wl puss 35y Buffer JI j=>9 s1p=i) wavelnPrepareHeader sgivoll
.wavelnAddBuffer _s$

Jl Jlw,| piy su> Buffer JI s ae) lpileascwl puye wavelnUnprepareHeader sgioll
WSyl 650 aisusd slasiuwl a9 05 (09 Buffer

»a0 (sJ| Buffer Jy olzdl Pointer]| ,ige ¢l,Y wavelnReset sgivoll

0999,Sulell o Il adac HMelg 11y waveInStop sgivall g wavelnStart sginoll
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rosdy LoSg DIIIMport elaziwl Vel lpas e pos caw ol (58 seinll 0i4d ol azuowYg
C#:
[DlIImport(winmm.dll)]
public static extern int waveInGetNumDevs();
[DlIImport(winmm.dll)]
public static extern int wavelnAddBuffer(IntPtr hwi, ref WaveHdr pwh, int cbwh);
[DlIImport(winmm.dll)]
public static extern int waveInClose(IntPtr hwi);
[DlIImport(winmm.dll)]
public static extern int waveInOpen(out IntPtr phwi, int uDeviceID, WaveFormat
IpFormat, WaveDelegate dwCallback, int dwInstance, int dwFlags);
[DlIImport(winmm.dll)]
public static extern int wavelnPrepareHeader(IntPtr hWaveln, ref WaveHdr
IpWavelnHdr, int uSize);
[DlIImport(winmm.dll)]
public static extern int waveIlnUnprepareHeader(IntPtr hWaveln, ref WaveHdr
IpWavelnHdr, int uSize);
[DlIImport(winmm.dll)]
public static extern int wavelnReset(IntPtr hwi);
[DlIImport(winmm.dll)]
public static extern int wavelnStart(IntPtr hwi);
[DlIImport(winmm.dll)]
public static extern int wavelnStop(IntPtr hwi);

VB.NET

<DIlImport(winmm.dll)> _

Public Shared Function waveIlnGetNumDevs() As Integer

End Function

<DIllImport(winmm.dlIl)> _

Public Shared Function waveInAddBuffer(ByVal hwi As IntPtr, ByRef pwh As
WaveHdr, ByVal cbwh As Integer) As Integer

End Function

<DIllImport(winmm.dll)> _

Public Shared Function wavelnClose(ByVal hwi As IntPtr) As Integer

End Function

<DIllImport(winmm.dll)> _

Public Shared Function waveInOpen(<System.Runtime.InteropServices.Out()>
ByRef phwi As IntPtr, ByVal uDevicelID As Integer, ByVal IpFormat As WaveFormat,
ByVal dwCallback As WaveDelegate, ByVal dwlnstance As Integer, ByVal dwFlags
As Integer) As Integer

End Function

<DllImport(winmm.dlIl)> _

Public Shared Function wavelnPrepareHeader(ByVal hWaveln As IntPtr, ByRef
IpWavelnHdr As WaveHdr, ByVal uSize As Integer) As Integer

End Function

<DIlImport(winmm.dll)> _

Public Shared Function wavelnUnprepareHeader(ByVal hWaveln As IntPtr, ByRef
IpWavelnHdr As WaveHdr, ByVal uSize As Integer) As Integer

End Function

<DIllImport(winmm.dll)> _

Public Shared Function wavelnReset(ByVal hwi As IntPtr) As Integer
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End Function

<DllImport(winmm.dlIl)> _

Public Shared Function wavelnStart(ByVal hwi As IntPtr) As Integer
End Function

<DllImport(winmm.dlIl)> _

Public Shared Function wavelnStop(ByVal hwi As IntPtr) As Integer
End Function

weo sJ| Byte Array Buffer JI Jig=:d aJUl MethodsJl dcgoxo piziws Bgw oSy
c rebaVlsle> e an,cg )3l 80
#:
[DlIImport(winmm.dll)]
public static extern int waveOutGetNumDevs();
[DlIImport(winmm.dll)]
public static extern int waveOutPrepareHeader(IntPtr hWaveOut, ref WaveHdr
IpWaveOutHdr, int uSize);
[DlIImport(winmm.dll)]
public static extern int waveOutUnprepareHeader(IntPtr hWaveOut, ref WaveHdr
IpWaveOutHdr, int uSize);
[DlIImport(winmm.dll)]
public static extern int waveOutWrite(IntPtr hWaveOut, ref WaveHdr
IpWaveOutHdr, int uSize);
[DlIImport(winmm.dll)]
public static extern int waveOutOpen(out IntPtr hWaveOut, int uDevicelD,
WaveFormat IpFormat, WaveDelegate dwCallback, int dwlnstance, int dwFlags);
[DlIImport(winmm.dll)]
public static extern int waveOutReset(IntPtr hWaveOut);
[DlIImport(mmdll)]
public static extern int waveOutClose(IntPtr hWaveOut);
[DlIImport(mmdll)]
public static extern int waveOutPause(IntPtr hWaveOut);
[DlImport(mmdll)]
public static extern int waveOutRestart(IntPtr hWaveOut);
[DlIImport(mmdll)]
public static extern int waveOutGetPosition(IntPtr hWaveOut, out int IpInfo, int
uSize);
[DlIImport(mmdll)]
public static extern int waveOutSetVolume(IntPtr hWaveOut, int dwVolume);
[DlIImport(mmdll)]
public static extern int waveOutGetVolume(IntPtr hWaveOut, out int dwVolume);

VB.NET

<DIlImport(winmm.dll)> _

Public Shared Function waveOutGetNumDevs() As Integer

End Function

<DIlImport(winmm.dll)> _

Public Shared Function waveOutPrepareHeader(ByVal hWaveOut As IntPtr, ByRef
IpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As Integer

End Function

<DIllImport(winmm.dll)> _
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Public Shared Function waveOutUnprepareHeader(ByVal hWaveOut As IntPtr,
ByRef IpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As Integer

End Function

<DllImport(winmm.dlIl)> _

Public Shared Function waveOutWrite(ByVal hWaveOut As IntPtr, ByRef
IpWaveOutHdr As WaveHdr, ByVal uSize As Integer) As Integer

End Function

<DllImport(winmm.dll)> _

Public Shared Function waveOutOpen(<System.Runtime.InteropServices.Out()>
ByRef hWaveOut As IntPtr, ByVal uDevicelD As Integer, ByVal IpFormat As
WaveFormat, ByVal dwCallback As WaveDelegate, ByVal dwInstance As Integer,
ByVal dwFlags As Integer) As Integer

End Function

<DllImport(winmm.dll)> _

Public Shared Function waveOutReset(ByVal hWaveOut As IntPtr) As Integer
End Function

<DIllImport(mmdIl)> _

Public Shared Function waveOutClose(ByVal hWaveOut As IntPtr) As Integer
End Function

<DIllImport(mmdIl)> _

Public Shared Function waveOutPause(ByVal hWaveOut As IntPtr) As Integer
End Function

<DIlImport(mmdIl)> _

Public Shared Function waveOutRestart(ByVal hWaveOut As IntPtr) As Integer
End Function

<DIllImport(mmdIl)> _

Public Shared Function waveOutGetPosition(ByVal hWaveOut As IntPtr,
<System.Runtime.InteropServices.Out()> ByRef IpInfo As Integer, ByVal uSize As
Integer) As Integer

End Function

<DIllImport(mmdIl)> _

Public Shared Function waveOutSetVolume(ByVal hWaveOut As IntPtr, ByVal
dwVolume As Integer) As Integer

End Function

<DIllImport(mmdIl)> _

Public Shared Function waveOutGetVolume(ByVal hWaveOut As IntPtr,
<System.Runtime.InteropServices.Out()> ByRef dwVolume As Integer) As Integer
End Function

sl el pazows Buffer JI wlgixo yo,e o S (si>g

C#:

using System;

using System.Runtime.InteropServices;
using System.Resources;

using System.IO;

public class Winmm

{
public const UInt32 SND_ASYNC = 1;

public const UInt32 SND_MEMORY = 4;
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[DlImport("Winmm.dIl")]

public static extern bool PlaySound(byte[] data, IntPtr hMod,
UInt32 dwFlags);

public Winmm()

{
public static void PlayWavResource(byte[] buffer)

{

¥
}

VB.NET

Imports System

Imports System.Runtime.InteropServices
Imports System.Resources

Imports System.IO

PlaySound(buffer, IntPtr.Zero, SND_ASYNC | SND_MEMORY);

Public Class Winmm
Public Const SND_ASYNC As UInt32 = System.Convert.ToUInt32(1)
Public Const SND_MEMORY As UInt32 = System.Convert.ToUInt32(4)

<DllImport("Winmm.dll")> _

Public Shared Function PlaySound(ByVal data As Byte(), ByVal hMod As IntPtr,
ByVal dwFlags As UInt32) As Boolean

End Function

Public Sub New()

End Sub

Public Shared Sub PlayWavResource(ByVal buffer As Byte())

PlaySound(buffer, IntPtr.Zero, SND_ASYNC Or SND_MEMORY)

End Sub

End Class

JLawVl Method 0 elicwollg Byte Buffer JI PlaySound Method U 00 >
rosdy LoSg Socket JU anol=l

C#:
void Voice_Receiver()

{
UdpClient sock = new UdpClient(5020);
sock.JoinMulticastGroup(IPAddress.Parse(multicast_IP.Text));
IPEndPoint iep = new IPEndPoint(IPAddress.Any, 0);
byte[] voice_Come = sock.Receive(ref iep);
Winmm.PlayWavResource(voice_Come);
sock.Close();

}

VB.NET

Private Sub Voice_Receiver()
Dim sock As UdpClient = New UdpClient(5020)
sock.JoinMulticastGroup(IPAddress.Parse(multicast_IP.Text))
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Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Dim voice_Come As Byte() = sock.Receive(iep)
Winmm.PlayWavResource(voice_Come)
sock.Close()

End Sub

: Voice Chat System auisall &sl=oll 2ol sbawl sl

dcgoo 9 )31 8,0 an,c i Buffer JI (8 ausiis woall bladl ddec ¢Sjm g
Microsoft & awolzdl lizo,dl o LSl 89 avlaxicwl pi puausi g9 Classes! o
1>lg alo 59 Classes JI 0ia gox Wgwg Windows Sound Recorder zwl s lpiog
¢ Jadll 1is olasde 59 Classes Jl 0ia wlgizxo (39,1 Wguwg Voice Library awoows

1 Classes Jl oiag

Ay %9 weall bladl aslzdl Methods JI @8S g.og) avizeiuws Vg9wg Waveln Class
Byte Array s

as,c pi Buffer JI oo oVl weall Lo,2) aoixinw bgwg WaveOut Clasas

Jew cu> Stream (oJ| weall Jig=id avizeiws Vgw Silg WaveStream Class

s w9l (89 @oaxiuodl MemoryStream Joc aloc aiyg dSuidl e adluw)]

Vol 2,5 Vol J=1uJl Lo,e psu Caus Stream JI pudaisd FifoStream gl

winmm.dl wlelb dsolzdl Methods U wlayyedl IS gog s e WaveNative sgivoll
alw bls,w wallg

ol slawl (sle Ianiszey il dslas) UDP JI JgSgigy Jliall 138 (88 i Bgaw
JlaiVl gwob,d eledl JSoadl ueSy Wgw saullg Full Diplex Unicast Voice Chat System

MainForm.cs [Design] |

[l
™ Peer 1 Full Duplex Voice Chat g|§|g|

. Peer Address : |‘||:|_E|_I:|_1EI

: blaodl @,ll 2ol 8,00 g

MainForm.cs [Design] |

[]
™ peer 2 Full Duplex Voice Chat E“E|E|

. Peer Address : |‘II:I_EI.EI.2E|

Il 9 asan; WVgwg Voice.dll walo 9 as,Lull Classes JI aluwusSy o985 Bgawg
il gl o> 89 walodl 13d plaxicw! gadaius (svi>9 gwl,JU aslzdl References
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Using JI placecwl wlodl pgsiw adosdl 0is a2 igall JlaiVl adoc piaziows Bgw
@L LoSg
C#:
using System.Net;
using System.Net.Sockets;
using System.Threading;
using Voice;

VB.NET

Imports System.Net
Imports System.Net.Sockets
Imports System.Threading
Imports Voice

&o9 Jatyg aolill (09 aoaxiw Vgw Silly Threaddls Socketdl vy o o985 0
adosll 018 o Waplly s, Class Jl wuye as Sl gl )l @l 9 wley,=dl 0id
9 sdii Y sui>g gl slab] aue Thread Jlg Socket JI (M| (sde 8,38l s
roby WS el poug « JLasVl guoly O] aue 8,51l

C#:

public class Form1 : System.Windows.Forms.Form
{

private Socket socket;

private Thread thread;

VB.NET

Public Class Form1 : Inherits System.Windows.Forms.Form
Private socket As Socket
Private thread As Thread

el Jazeas puaw Sl Bufferdl W ,e9 as,Ludl Classesd| 0 Object 8,2 Sg.wg
Socketdl oo plivwoll weall Lo, e piw Sl Bufferdly allw,)| sl ol

C#:

private WaveOutPlayer m_Player;

private WavelnRecorder m_Recorder;

private FifoStream m_Fifo = new FifoStream();
private byte[] m_PlayBuffer;

private byte[] m_RecBuffer;

VB.NET

Private m_Player As WaveOutPlayer

Private m_Recorder As WavelnRecorder

Private m_Fifo As FifoStream = New FifoStream
Private m_PlayBuffer As Byte()

Private m_RecBuffer As Byte()

=il &Sy ed Form Load Event JI (s ol zwol,JU olzdl Constructure JI (s
Thread Jlg Socket JU Lozl
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C#:

public Form1()

{

InitializeComponent();

socket = new Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp);

thread = new Thread(new ThreadStart(Voice_In));

}

VB.NET

socket = New Socket(AddressFamily.InterNetwork, SocketType.Dgram,
ProtocolType.Udp)

thread = New Thread(AddressOf Voice_In)

SocketJl o weall Jlsiwl adoss Lol 598Jl Voice_In MethodJl 9 g2 WBgw

HENVRIAY

C#:
private void Voice_In()
{

byte[] br;

socket.Bind(new IPEndPoint(IPAddress.Any, 5020));
while (true)

{

br = new byte[16384];

socket.Receive(br);

m_Fifo.Write(br, 0, br.Length);

by
by
VB.NET

Private Sub Voice_In()
Dim br As Byte()
socket.Bind(New IPEndPoint(IPAddress.Any, 5020))

Do While True
br = New Byte(16383) {}
socket.Receive(br)
m_Fifo.Write(br, 0, br.Length)
Loop
End Sub

weall )05 o5 Receive MethodJ! plazscwl aSidl o weall Jhsiwl piy cu>

1 Sy>l 850 weo (8] aligxig 0iueii iy (si>9 M_Fifo.Write Method JI (sJ] Jusicuuoll
s 55V 5Ll csdl Alanly waall Jumis poi il MethodJ! Lol
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C#.

private void Voice_Out(IntPtr data, int size)

{

//for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)

m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, size);
//Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, new
IPEndPoint(IPAddress.Parse(Peer_IP.Text),5030));

}

VB.NET

Private Sub Voice_Out)ByVal data As IntPtr .ByVal size As Integer(
'for Recorder

If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then
m_RecBuffer = New Byte)size - 1{}(

End If

System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, size(
'Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer .New
IPEndPoint(IPAddress.Parse(Peer_IP.Text),5030((

End Sub

i (s Jubians Jowy Cagme Full Duplex gwly Joc syl b 15| dll> (59 ail o>V
Oyhll (599 JliswM) Sy3ls JLw,W a>ls Tow Ports capss (] asle Lld sl
o 2wz puSelly 4y JlaiwVl Port sa o) JLw,VI Port weSs VI

Wl sgiodl dusis i ol 55 (09

C#:
private void Start()
{
Stop();
try
{

WaveFormat fmt = new WaveFormat(44100, 16, 2);
m_Player = new WaveOutPlayer(-1, fmt, 16384, 3, new
BufferFillEventHandler(Filler));

m_Recorder = new WavelnRecorder(-1, fmt, 16384, 3, new
BufferDoneEventHandler(Voice_Out));

b

catch

{

Stop();

throw;

b

b
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VB.NET
Private Sub Start()
Stop()
Try

Dim fmt As WaveFormat = New WaveFormat(44100, 16, 2)
m_Player = New WaveOutPlayer(-1, fmt, 16384, 3, New

BufferFillEventHandler(AddressOf Filler))

m_Recorder = New WavelnRecorder(-1, fmt, 16384, 3, New
BufferDoneEventHandler(AddressOf Voice_Out))

Wl sgieoll a8 o Bl 5 58 Lol

Catch
Stop()
Throw
End Try
End Sub
C#:
private void Stop()
{
if (m_Player !'= null)
try
{
m_Player.Dispose();
by
finally
{
m_Player = null;
b
if (m_Recorder != null)
try
{
m_Recorder.Dispose();
by
finally
{
m_Recorder = null;
b
m_Fifo.Flush(); // clear all pending data
by
VB.NET

Private Sub [Stop]()
If Not m_Player Is Nothing Then
Try
m_Player.Dispose()
Finally
m_Player = Nothing
End Try
End If

If Not m_Recorder Is Nothing Then



Try
m_Recorder.Dispose()

Finally
m_Recorder = Nothing
End Try
End If
m_Fifo.Flush() ' clear all pending data
End Sub

raclooudl (sde Socket o plisunllg Voice Buffer Jl yo, s pgdi sl sginodl

C#.

private void Filler(IntPtr data, int size)

{

if (m_PlayBuffer == null || m_PlayBuffer.Length < size)
m_PlayBuffer = new byte[size];

if (m_Fifo.Length >= size)

m_Fifo.Read(m_PlayBuffer, 0, size);

else

for (inti = 0; i < m_PlayBuffer.Length; i++)
m_PlayBuffer[i] = 0;
System.Runtime.InteropServices.Marshal.Copy(m_PlayBuffer, 0, data, size);
// m_Fifo ==> m_PlayBuffer==> data ==> Speakers

}

VB.NET
Private Sub Filler(ByVal data As IntPtr, ByVal size As Integer)
If m_PlayBuffer Is Nothing OrElse m_PlayBuffer.Length < size Then
m_PlayBuffer = New Byte(size - 1) {}
End If
If m_Fifo.Length >= size Then
m_Fifo.Read(m_PlayBuffer, 0, size)
Else
Dim i As Integer = 0
Do While i < m_PlayBuffer.Length
m_PlayBuffer(i) = 0

i+=1
Loop
End If
System.Runtime.InteropServices.Marshal.Copy(m_PlayBuffer, 0, data, size)
' m_Fifo ==> m_PlayBuffer==> data ==> Speakers
End Sub
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Testing TCP,UDP and Thinking in SCTP to Transfer Voice Throw :lwl,
: Networks

aJUll wlay,=dl aslol pgas Multicast Half Duplex Voice Chat System gwb u sl
59>9 sle doier Vg wg « (bl Jaddl 8 bl>,w sallg Multicasting JU aslsllg
a9 goiy > ) )31y wgall Jzews Mz o o solzol) 3>l Gazeolis
sl JSsidl (08 oSy pedeoll 80 lxo)

By FADI Abdel-Qader

L= HEas O OIPICIEss SystemplIecturenss ._’ _]a

Pause | | Start Sending My Voice | “
((®)) Unicast 8 Q‘ v
Wireless
Network Multicast Lecturer 225.100.1.1 Group

LR nlticastVOIP Class) systentstudantasss ._’ _]B

Start Receiving My Lecture Voice I

Pause ]

Multicast Students 224.100.0.1 Group

Half Duplex Multicast Voice Conferencing System— For Class Room That
uses a Peer-to-Peer Wireless Network

U3 s JLw)Vl aue Jhad scsin 98l walizy V (edeodl 2wl ) JLw,VI gl ,y s
sl LoSg IP Multicasting JI olaziwl

C#:

private void Voice_Out(IntPtr data, int size)

{

//for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)

m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, size);
//Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, new IPEndPoint(IPAddress.Parse("224.0.1.7"),
5020));

}
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VB.NET

Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer)
'for Recorder
If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then

m_RecBuffer = New Byte(size - 1) {}

End If
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, size)
'Microphone ==> data ==> m_RecBuffer ==> m_Fifo
socket.SendTo(m_RecBuffer, New IPEndPoint(IPAddress.Parse("224.0.1.7"),

5020))
End Sub
oo JlsiwVl o5 o9 IP Multicast Groupdl (sJl olouas VU pg85 Jusiuoll O)lall (o0
rosdy LS9 aJMs
C#:
private void Voice_In()
{
UdpClient sock = new UdpClient(5000);
sock.JoinMulticastGroup(IPAddress.Parse("224.0.1.7"));
IPEndPoint iep = new IPEndPoint(IPAddress.Any,0);
while (true)
{
m_Fifo.Write(sock.Receive(ref iep), 0,sock.Receive(ref iep).Length);
b
b
VB.NET
Private Sub Voice_In()
Dim sock As UdpClient = New UdpClient(5000)
sock.JoinMulticastGroup(IPAddress.Parse("224.0.1.7"))
Dim iep As IPEndPoint = New IPEndPoint(IPAddress.Any, 0)
Do While True
m_Fifo.Write(sock.Receive(iep), 0, sock.Receive(iep).Length)
Loop
End Sub
.. 2wl 3 OV

JgSgign plaziwl &l (8 @l 989 puoly wudl 1Slug Ll ghaas 148 wgall Ol las)
2>y £leo s 28 1ids aslgise UsSiw JLw,Vl adoc vl Multicasting Jls UDP JI
sl pcay Y UDP JI JsSgign 0l Leug 8,18 JS @Sl uc @l yoll PacketsJl ¢ ,iST ol
oo ST ol axly Ggas> Vs Ll Lsle Jwosdl wldacs LJM;M izl ollac oo
JM ).o| JSLuuqu| LBV

98 JgSgig,ull 1id ol >V « TCP JsSgign plazwl JLuw,Vl édoc wyms 0Vl Lies
WloYb Jgogll o $é=dl wldoc gao> pcay WS Oriented Protocol a>go JgSgig
|is su00 o g9 Stream JI wglwl olaziwl a8 bl o JlaiVl pcay aigS (]
ol OLLI oz 13V Wl s o) aolaziwl @Al 58 Wl 3] o,me e JgSgigull

S,31 8,0 lpeaoss @gpaw (sl @3loVU &gpw JSu LpJ Fragmentation Joc i caus
.. Delivered Out on Sequence JI JSLiwo 0 B9zl Ugaug

P oo oS ale>9 (gsluwdl Socket JI w05 98 0w lnde o JS
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C#:
socket = new Socket(AddressFamily.InterNetwork, SocketType.Stream ,
ProtocolType.Tcp);

VB.NET
socket = New Socket(AddressFamily.InterNetwork, SocketType.Stream,
ProtocolType.Tcp)

: sy LaSg Network Stream ClassJl plaziw! LiSowd JLw,Vl ddac (s bl

C#:

private void Voice_Out(IntPtr data, int size)

{

//for Recorder

if (m_RecBuffer == null || m_RecBuffer.Length < size)
m_RecBuffer = new byte[size];
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, size);
//Microphone ==> data ==> m_RecBuffer ==> m_Fifo
sock.Connect(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020));
NetworkStream ns = new NetworkStream (socket);

ns.Write (m_RecBuffer,0,m_RecBuffer.Length);

}

VB.NET

Private Sub Voice_Out(ByVal data As IntPtr, ByVal size As Integer)
'for Recorder
If m_RecBuffer Is Nothing OrElse m_RecBuffer.Length < size Then

m_RecBuffer = New Byte(size - 1) {}

End If
System.Runtime.InteropServices.Marshal.Copy(data, m_RecBuffer, 0, size)
'Microphone ==> data ==> m_RecBuffer ==> m_Fifo
sock.Connect(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020))
Dim ns As NetworkStream = New NetworkStream(socket)
ns.Write(m_RecBuffer, 0, m_RecBuffer.Length)

End Sub

rJlswW SV 5,31 6,0 Network Stream JI olazucwl pois Judinoll 8 lall (s

C#:
private void Voice_In()
{
Socket sock = new Socket(AddressFamily.InterNetwork, SocketType.Stream
, ProtocolType.Tcp);
sock.Bind(new IPEndPoint(IPAddress.Parse("10.0.0.10"),5020));
NetworkStream ns = new NetworkStream (sock);
while (true){
byte[] buffer = new byte [16384];
ns.Read (buffer,0,16384);
m_Fifo.Write(buffer, 0, buffer.Length); }
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VB.NET
Private Sub Voice_In()
Dim sock As Socket = New Socket(AddressFamily.InterNetwork,
SocketType.Stream, ProtocolType.Tcp)
sock.Bind(New IPEndPoint(IPAddress.Parse("10.0.0.10"), 5020))
Dim ns As NetworkStream = New NetworkStream(sock)
Do While True
Dim buffer As Byte() = New Byte(16383) {}
ns.Read(buffer, 0, 16384)
m_Fifo.Write(buffer, 0, buffer.Length)
Loop
End Sub

alSoirall SV weall (58 galasi Sl azgy V il LaS 83l cunol weall @8s ol >V

9l MulticastingJl (s aeil,Jl OluSo)l 0id (o dslaiwVl gulniws J Wl 9 oSG

) ... BroadcastingJ|

JsSgig,0 plaziwl ol UDPJI JgSeig,n o aisludl suleoll plaxiwl bo| 98 3>l J=lg
JgSgig,u Microsoft pcii (si> Long Horn gg o o slpioVl u=d ,UasVI ol TCPI

... SCTPJI

SCalSinodl J> o JgSgig ! Ligs ayazdl 9o o OVl auiss 25day (Sl Jlgud|

oo Sleiwl Sl JgSgigrll 1is &y)lome Ul Cus dlSuiwedl > 18 o dbluy JSu wls=ll
OVl Ly zusl 3] MulticastingJ! wldos) UDPJl Ld o piioll pci)lg TCPJl Wliwo
| @BloVU dgpw JSH Lowi i 85lelg Fragmentationdl Joc o9 Lpde soue) @99 daio
ligs aolzll Headerdl aus oo auolg lidg Delivered on Sequence adoc aocs

FosJWl JSeadl ] el JsSgig

32 Bit

Source Port Destination Port

SCTP
Verification Tag Commaon
Header

Checksum

Type l Flags

Length
Chunk 1
User Data
Type Flags Length
Chunk N
User Data
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Direct How to Create a Voice Conference System Using Microsoft :Luwol>
: Play 9

Direct Play9u polxdl ooyl (58 weall Jsill la> asil, wluss Microsoft wocs

Yapll ulSe DirectXJl acgoxo o0 s3> g9 DirectPlay Transport Protocol Lol (swouuug
01 Jousig ([Network GamesJdl jazx) load ol a0 o) A>g0 Hleo d9>9 p3Mb] (o
dudoc Jo= 98 lpio Bapll OB s dluiuin dvolal juleell yo dcgoxo sle duSoll
TCP/IPJI 98 pazivoll JgSgig | OIS clgw g dalizoll wlil gro> iz &Sl JlasVl
zxoydl (s>lgidl o WM Sl Ugug &S JLaiVl &doc U Novelw ol IPX ol
:DirectPlay Transport Protocol JI wluo el 09

ol ap=ll Juogidl =il adoc pciy > Reliable delivery of messages -
uxall Cuipill (899 Jrogill pcay cu> Sequential a delivery of messages -

a0Vl (sle by Jlw,W wlolsl giog dudoc pciy > Send prioritization -

. Stream Datas) Jadl adoc pcii cuu> Streaming Session -

&> > 189 « il SCTPIIl JgSgigy pcad JilouS Jgl=Jl 0ia Microsoft woad
J>9 UDPJI o TCPJI JsSgigr se woall Jad cuxoroll aslgi wolS (sl oMSLinoll
Direct Play JI Sgixig « Transport Layer JI &slo Sgiuno o by, 53T wslwl alxe
: lpodl o9 Classesdl (o doseo dcgoxo (sle

1)l ades dwolidly Connect Classes JI : Vgl

53V Byl 8o JlaiVl sliw] sie pasuws cu> Address , Guido , Peer Classes I
2wl JSu uols Hash Code adgi 13Vl e zwoll sunosd @iy, DirectPlay poazeuwdis
Il sl 5le=dl Ulgicg Jgedl 598Ul 50505 oisg Guido Class Jl plaziwl cls piug
9 Socket JI plaziiwl loy )l ddos) S JSiin apanin adosll 0iag Peer Class
1JloS by WS Lolazsowl g « TCP/IP JgSgig

C#:
using Microsoft.DirectX.DirectPlay;

Address hostAddress = new Address();
hostAddress.ServiceProvider = Address.ServiceProviderTcplp;
// Select TCP/IP service provider

ApplicationDescription dpApp = new ApplicationDescription();

appGuid = Guid.NewGuid(); // Create a GUID for the application
dpApp.GuidApplication = appGuid; // Set the application GUID
dpApp.SessionName = "My Session"; // Optional Session Name

myPeer.Host(dpApp, hostAddress); // Begin hosting

VB.NET
Imports Microsoft.DirectX_.DirectPlay

Private Address hostAddress = New Address()
Private hostAddress.ServiceProvider = Address.ServiceProviderTcplp
' Select TCP/IP service provider
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Private dpApp As ApplicationDescription = New ApplicationDescription
Private appGuid = Guid.NewGuid() ' Create a GUID for the application
Private dpApp.GuidApplication = appGuid ' Set the application GUID
Private dpApp.SessionName = "My Session" ' Optional Session Name
myPeer.Host(dpApp, hostAddress) ' Begin hosting

&_..Jau;u w9 IPX gi TCP/IP uls s|9_.w p.).zm;.o.” ngSng).;.” Clmlo)how e e
rosds LoS U ouug IP Address Jl of Llsoll olgisll g0

C#:

using Microsoft.DirectX.DirectPlay;
ServiceProviderInfo[ ] mySPInfo;

Peer myPeer;
System.Windows.Forms.ListBox listBox1;
ApplicationDescription myAppDesc;

myPeer = new Peer();
hostAddress = new Address();
peerAddress = new Address();

// Set the service provider to TCP/IP
peerAddress.ServiceProvider = Address.ServiceProviderTcplp;
hostAddress.ServiceProvider = Address.ServiceProviderTcplp;

// Attach FindHostResponseEventHandler to receive FindHostResponseMessages
myPeer.FindHostResponse += new
FindHostResponseEventHandler(myEnumeratedHosts);

// Call FindHosts to start the enumeration
myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, null, 10, 0, O,
FindHostsFlags.OkToQueryForAddressing);

VB.NET

Imports Microsoft.DirectX.DirectPlay

Private mySPInfo As ServiceProviderInfo()

Private myPeer As Peer

Private listBox1 As System.Windows.Forms.ListBox
Private myAppDesc As ApplicationDescription

Private myPeer = New Peer
Private hostAddress = New Address
Private peerAddress = New Address

' Set the service provider to TCP/IP

Private peerAddress.ServiceProvider = Address.ServiceProviderTcplp
Private hostAddress.ServiceProvider = Address.ServiceProviderTcplp
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" Attach FindHostResponseEventHandler to receive FindHostResponseMessages
Private myPeer.FindHostResponse += New
FindHostResponseEventHandler(myEnumeratedHosts)

' Call FindHosts to start the enumeration
myPeer.FindHosts(myAppDesc, hostAddress, peerAddress, Nothing, 10, 0, O,
FindHostsFlags.OkToQueryForAddressing)

9 53Vl Gyl e el pig TCP/IP 989 paseinmoll JsSgiorl £o) wyysi oi Caps
by )l adoc piig « Peer Classdl oo 359>g90llg FindHosts Method JI plaziowl asSiaidl
:osdy LoSg Peer Class JI oo 859>90llg Connect Method JI elazuiwl 6,0l

C#:

using Microsoft.DirectX.DirectPlay;

// Structure for FindHostResponseMessages
public struct HostInfo

{
public ApplicationDescription appdesc;
public Address deviceAddress;
public Address senderAddress;

Peer myPeer = new Peer();
HostInfo hostinfo = new HostInfo();

// The FindHostResponseEventHandler

public void myEnumeratedHosts(object o, FindHostResponseEventArgs args)

{
hostinfo.appdesc = args.Message.ApplicationDescription;
hostinfo.deviceAddress = args.Message.AddressDevice;
hostinfo.senderAddress = args.Message.AddressSender;

¥

// Attach the ConnectCompleteEventHandler to receive ConnectCompleteMessages
myPeer.ConnectComplete += new
ConnectCompleteEventHandler(OnConnectComplete);

// Call connect passing the Host information returned in the FindHostResponse
event

myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress,
hostinfo.senderAddress, null, ConnectFlags.OkToQueryForAddressing);
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VB.NET
Imports Microsoft.DirectX.DirectPlay

' Structure for FindHostResponseMessages

Public Structure HostInfo
Public appdesc As ApplicationDescription
Public deviceAddress As Address
Public senderAddress As Address

End Structure

Private myPeer As Peer = New Peer
Private hostinfo As HostInfo = New HostInfo

' The FindHostResponseEventHandler

Public Sub myEnumeratedHosts(ByVal o As Object, ByVal args As

FindHostResponseEventArgs)
hostinfo.appdesc = args.Message.ApplicationDescription
hostinfo.deviceAddress = args.Message.AddressDevice
hostinfo.senderAddress = args.Message.AddressSender

End Sub

" Attach the ConnectCompleteEventHandler to receive ConnectCompleteMessages

Private myPeer.ConnectComplete += New
ConnectCompleteEventHandler(OnConnectComplete)

' Call connect passing the Host information returned in the FindHostResponse
event

myPeer.Connect(hostinfo.appdesc, hostinfo.deviceAddress,
hostinfo.senderAddress, Nothing, ConnectFlags.OkToQueryForAddressing)
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wore Jsig b wldec SU dwvlzllg Microsoft.DirectX.DirectPlay.Voice LU
rogall
tos Ul JSCadl paslis J>bodl o dcgozos weall yoc9 Jois Juzews ddoc o0

© FADI Abdel-gader

Sound Card — Voice in
- Analog Microphone -

Operating System
- MS Windows -

API
- Application Pragram Interface -

Microsoft.DirectX.DirectPlay.Voice
To Record the Voice ahd Convert it to Stream

Microsoft. DirectX.DirectPiay.Peer
Connect to Remote Peer & Create a Session

The Sender Uses a Voice.Client Class
To Send a Voice to Remote Peer as Stream

L D D
O N N

O

¢ Lo JSJ asubbgll o> Classes JI o acgozo (sJ| Lpoowuss Bgwg

: Sessions JI 6,lslg sLawY Server JI W lny aolzdl Classes JI -1
tJleS sl oS pazeiung Server Class
C#:
Server server = new Voice.Server(peerObject);

VB.NET
Dim server As Server = New Voice.Server(peerObject)

Server JI (Sgix=g « Peer Class JI oo adlaiwl i sillg Peer Object Jl aJ siouws >

oo dcgan (3] @3loYb dlxl slpils 1 duloss dolsl Methods JI sle Object
:5,5 VUl wllogl!
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SELWVEL .

= GetType ﬂ
=@ InitializeLifetimeService

F PlaverCreated

F PlaverDeleted

EE SessionDescription

F SessionLost

=@ SetTransmitTargets

=Y
=@ ShopSession

= ToSkring -

iy G StartSession MethodJl (sl écwdsdl paslas sbow| Vel wsw @ad=l Tadg
rsdy WS g SessionDescription JI JMs 0 gy,

C#:

//set up session description for the voice server
Voice.SessionDescription sessionDesc = new Voice.SessionDescription();
sessionDesc.BufferAggressiveness = Voice.BufferAggressiveness.Default;
sessionDesc.BufferQuality = Voice.BufferQuality.Default;
sessionDesc.Flags = 0;

sessionDesc.SessionType = type;

sessionDesc.GuidCompressionType = compressionType;

VB.NET

'set up session description for the voice server

Dim sessionDesc As Voice.SessionDescription = New Voice.SessionDescription
sessionDesc.BufferAggressiveness = Voice.BufferAggressiveness.Default
sessionDesc.BufferQuality = Voice.BufferQuality.Default

sessionDesc.Flags = 0

sessionDesc.SessionType = type

sessionDesc.GuidCompressionType = compressionType

Voice Session Jlg Peer Object JI LpJ 05 Method sLaul g4 Voice Session LV
iosdy LS &S a9 Compression Type pixiswoll benll g959 Type

C#:
protected void CreateVoiceSession(Peer dpp, Voice.SessionType type, Guid
compressionType)

{
try

{
//set up session description for the voice server
Voice.SessionDescription sessionDesc = new Voice.SessionDescription();
sessionDesc.BufferAggressiveness = Voice.BufferAggressiveness.Default;
sessionDesc.BufferQuality = Voice.BufferQuality.Default;
sessionDesc.Flags = 0;
sessionDesc.SessionType = type;
sessionDesc.GuidCompressionType = compressionType;
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//start the session
try
{
server.StartSession(sessionDesc);
mlIsHost = true;
mInSession = true;

by
catch(DirectXException dxe)

{
throw dxe;
by
¥
catch(Exception e)

{
throw g;

}
}

VB.NET
Protected Sub CreateVoiceSession(ByVal dpp As Peer, ByVal type As
Voice.SessionType, ByVal compressionType As Guid)
Try
'set up session description for the voice server
Dim sessionDesc As Voice.SessionDescription = New
Voice.SessionDescription
sessionDesc.BufferAggressiveness = Voice.BufferAggressiveness.Default
sessionDesc.BufferQuality = Voice.BufferQuality.Default
sessionDesc.Flags = 0
sessionDesc.SessionType = type
sessionDesc.GuidCompressionType = compressionType

'start the session
Try
server.StartSession(sessionDesc)
mIsHost = True
mInSession = True
Catch dxe As DirectXException
Throw dxe
End Try
Catch e As Exception
Throw e
End Try
End Sub

ro WS Lpoleasowl oo
C#:

CreateVoiceSession(host, Voice.SessionType.Peer,
mConfigForm.CompressionGuid);
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VB.NET
CreateVoiceSession(host, Voice.SessionType.Peer, mConfigForm.CompressionGuid)

:ServerJl Lpasl sl Sessions JI ge JlasW Client JI &,k dolxl Classes JI -2
: Client Class JI (9 85¢>g0Jl MethodsJ| el 09 Client Class JI

SfConnect to woice session
client.Connect (soundConfig,

B ClientConfig -
EE! CompressionTypes

_'l

F ConnectResulk

=@ Create30SoundBuffer
=@ CreateCbjRef

=@ Delete30SoundBuffer
=i Disconneck

F DisconneckResult

= Dispose j

p8, Server JI Jow, cu> Voice Sessiondl go ks, paziswig Connect sgiuoll
rosdy LS el pug ¢ =l (sJl Jg>adl o Client JI (Sesu Wdascg Client JJ Sessiondl

C#:

protected void ConnectToVoiceSession(Peer dpp, Form wnd)

{

try
{

Voice.SoundDeviceConfig soundConfig = new Voice.SoundDeviceConfig();
//Set sound config to defaults
soundConfig.GuidPlaybackDevice = DSoundHelper.DefaultVoicePlaybackDevice;
soundConfig.GuidCaptureDevice = DSoundHelper.DefaultVoiceCaptureDevice;
soundConfig.Window = wnd;
//TODO: add error message for specific failures?
//Connect to voice session
client.Connect(soundConfig, mClientConfig, Voice.VoiceFlags.Sync);
//set state
mInSession = true;
//set transmit targets to all players
int[] xmitTargets = new int[1];
xmitTargets[0] = (int) PlayerID.AllPlayers;
client.TransmitTargets = xmitTargets;
//get sound device config to check for half-duplex
soundConfig = client.SoundDeviceConfig;
mHalfDuplex = ((soundConfig.Flags & Voice.SoundConfigFlags.HalfDuplex) !'= 0);
by
catch(Exception e)
{throw e;}

3}
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VB.NET
Protected Sub ConnectToVoiceSession(ByVal dpp As Peer, ByVal wnd As Form)
Try
Dim soundConfig As Voice.SoundDeviceConfig = New Voice.SoundDeviceConfig
'Set sound config to defaults
soundConfig.GuidPlaybackDevice =
DSoundHelper.DefaultVoicePlaybackDevice
soundConfig.GuidCaptureDevice = DSoundHelper.DefaultVoiceCaptureDevice
soundConfig.Window = wnd
"TODO: add error message for specific failures?
'‘Connect to voice session
client.Connect(soundConfig, mClientConfig, Voice.VoiceFlags.Sync)
'set state
mInSession = True
'set transmit targets to all players
Dim xmitTargets As Integer() = New Integer(0) {}
xmitTargets(0) = CInt(PlayerID.AllPlayers)
client.TransmitTargets = xmitTargets

'get sound device config to check for half-duplex

soundConfig = client.SoundDeviceConfig
mHalfDuplex = ((soundConfig.Flags And Voice.SoundConfigFlags.HalfDuplex) <>
0)

Catch e As Exception
Throw e
End Try
End Sub

SV DirectPlay JI s lpl> 05 18 UDPJls TCP JI ,JsSgigrall csd JSLiwoll 0l oV
OVl dxo s pca) Souw Sy o Direct Play JI slis] oo Bagll 0 Bg20 98 LaSy
L5 Ll V] wvsall Il éudoc s Direct Play JI lposis wsil 8,0l g p0ll gog

Linux JUb uoldl SCTP Il JsSsigs Lposis wsils Voice Over IP JI ool

Jl @xo,u G b9 aSusidd] jue Ngwall JlaiV § bl pdl e uaskhe L 13SDg
Transport JI OVgSgigy w9ac9 Oliwo pdlg G U9l Aauin i Voice Chat

Classes JI pdY 2 i Laslg aSusid] juc wouadl Jaid Lilulso] Saog Layer
DirectPlay Transport Jl plasuiuwl wNigwall JLaiVl \9 doa=uiawuolly
.Protocol

w\9 Application Layer JI GVg9Sg9igy axoy & SNWI cjxdl o\ Cuaddl puaaw
s WMl
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Advanced Voice Over IP Programming

Sl o &8,8)l deanidl (8 £9090ll 138 Juolss 481 s
orolill a1 (sle JLaiVl (oo g1l o ,Lwsiw Vg | Llba)

aJuli
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Part 4

Application Layer Programming

Chapter11l DNS Programming

Chapter13 Web Services & XML Programming

Chapter14 SMTP & POP3 Programming

Chapter15 FTP Programming




Fadi Abdel-gader - Dot Net Networks & TCP/IP Programming

Chapter 11
DNS Programming

- Synchronous DNS Members
- Asynchronous DNS Members
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FNCON ] VN 11/ [
: DNS Programming :11

JShin olaidly cao,mVl (sd o il Gloazdl pdl (o 83>lg DNS doas s
g ;o Domain IP (sJ| Domain Namell ao> 5 adoss olaJu DNS aadby yaizig (ple
Sy pgds sills ) DNS Glsgso oo la> 8,08 dcgoxo JMS o 2l piyy pusSell
by Client Adl olsy ddosdl 04 1o ¢ (iuso 6,508 JS Loy dvolzdl oLl 8acld
Lo pi Cuu> - @ Lolzdl Domain Name Jlss|, &g Client BJL Lolsdl Domainll
JS Sgizs WS - DNS Server o aolsdl oLl 6acld 09 auuss w2 Client BJI oLS
&> local DNS JU (o9 Domainsdl ¢uglic (sle (Sgizs wlly 8acld (sl Client
P9y 03z pd 1318 Domain Name JMs o Domain ulgic (sle lpdslow =l pgsy
ulgiell JLw,, DNS Serverdl pgs, 05l=] a=s9 DNS Serverdl oo (a9l Ulgic wllny
JScadl Jl il ¢ @y polzdl Local DNS (s Ulgill (5 0,930 pgsu9 Clientd] (J]
rsJull

clienthb, smallorg.org

Glient A DNS Server Client B

192.168.1.6

chientA.smallorg.org
client®. smallorg.org

AN i Ja
ﬁHHHHH“‘ﬂ——n______ __J____rrr‘”ﬁjf

Seixi sullg System.Net Name Space plaziwl DNS go Joleil LiSos v wodl (89
paundig DNS O aolzl MethodsJl JS (sde Sgixi sullg DNS Classes]l gio> (sle

Asynchronous ol jue 9 Synchronous Methods ¢ol0 Guoawd (sJ| Jwsgiuoll 01
rob S g Methods

Synchronous Methods <isl jioJl >einoll Vol

String aoud >9,mJI 01 &>j9 Cowspdl powl Ll paxis (silly GetHostName
S Lpolaziwl Sy whhinol,b oI sgiuell 0id i Vg Computer NameJ! (sle (Sgixi
HEENY
C#:
string hostname = Dns.GetHostName();

VB.NET:
Private hostname As String = Dns.GetHostName
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roody S Lo S ooy GetHostByAddress sgiuoll 9 GetHostByName sgiuoll

C#:

IPHostEntry host_ip = Dns.GetHostByName(Computer_Name); // ulgiell l=)
M\” p|_x>u_wb

IPHostEntry host_name = Dns.GetHostByAddress(IP_Address); // powVl =)
Olgis)l olaziwl

VB.NET:
Private host_ip As IPHostEntry = Dns.GetHostByName(Computer_Name)
Private host_name As IPHostEntry = Dns.GetHostByAddress(IP_Address)

IP LpJ bl I3] Host Name g=5 <> Overloaded Method (sag Resolve sgioll
alizy Vg IPHOStENtryJl (s9 Host Name lpJ wdlw)l 13| Host Address g>,i9 Address
- asyludl wsginoll plaziiwl e lpolazsiwl

: Lpolazswl asyybb uw Jedl 1idg

C#:
using System;
using System.Net;

class FMO_DNS

{
public static void Main()

{
IPHostEntry IPHost = Dns.Resolve("www.yahoo.com"); // &8,20 1,5 Sl uog |
U poll (so SV
Console.WriteLine(IPHost.HostName); // JolSJU ¢uogdl ool wl>

IPAddress[] addr = IPHost.AddressList; // a3gs.00 9 (oliel aoild gog

for(int i= 0; i < addr.Length ; i++) // @gs.a0)l ,olic aclb
{Console.WriteLine(addr[i]); }}}

VB.NET:

Imports System

Imports System.Net

Class FMO_DNS

Public Shared Sub Main()
Dim IPHost As IPHostEntry = Dns.Resolve("www.yahoo.com")
Console.WriteLine(IPHost.HostName)
Dim addr As IPAddress() = IPHost.AddressList
Dim i As Integer = 0
While i < addr.Length
Console.WriteLine(addr(i))
System.Math.Min(System.Threading.Interlocked.Increment(i), i - 1)
End While
End Sub
End Class
0
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: Asynchronous Methods aiol jiodl jus Soiunodl Wil

Lga.LC CLLuo\” L9 End 9| Begin aols, dsle |_).u9

EndResolve 4 EndGetHostByName 9 BeginResolve ¢ BeginGetHostByName

by V al ugSy wlizs pssSd @l jindl Gwsgiaoll 08 JIR 98 oS lploc asub
9 aulidl dglazdl (oJ] Jlaslu eroawi V oliiodl a8 gwoludl Joo JSY aiuais
ple JSin puilergandl jasz &l 048 s 199 Lploc slpil > (58 VI aolul
Begin___ : sl oS paziuwig @ioliin sl @sy bl plaziowl zuais S zwl,dl 8

public static IAsyncResult BeginResolve(string hostname,
AsyncCallback requestCallback, object stateObject)

delegate ] a8 B2 (sl inog, Wl 5 IV siwog, Wl (53w cowgpll g9 iy >
: b WS End Py « delegate V| Moo 0w 2l erooug

public static IPHostEntry EndResolve(lasyncResult ar)

wle Josy cus asiall e 39290l IP'SIl guox il posy barun 9 ol Jlio Liddg
piy Ca> StandardOutput awolzdl JMs 0 ProcessStartInfo .o host namesJl >
»5 GetMachineNamesFromProcessOutput sgiuoll JM=> 0 host name (sJ| alig=s

.. Dns.Resolve sgiunll JM3 o cuglic (sJ] sloswVl Jig= i o5 Collicaion s Lpiy s
lisng ProcessStartInfoll, LolzJl collectiond! <l,8) StreamReaderd| plazxiwl pi leub
: Jbodl g8

C#:

using System;

using System.IO;

using System.Diagnostics;

using System.Net;

using System.Collections.Specialized;

namespace NetworkIPs

{

public class Names

{
public StringCollection GetNames()

{

ProcessStartInfo _startInfo = new ProcessStartInfo("net","view");
_startInfo.CreateNoWindow = true;
_startInfo.UseShellExecute = false;
_startInfo.RedirectStandardOutput = true;

Process _process = Process.Start(_startInfo);
StreamReader _reader = _process.StandardOutput;
StringCollection _machineNames =

GetMachineNamesFromProcessOutput(_reader.ReadToEnd());
StringCollection _machinelPs = new StringCollection();
foreach(string machine in _machineNames)

{
}

return _machinelPs;

_machinelPs.Add(IPAddresses(machine));

159



¥

private static string IPAddresses(string server)
{
try
{
System.Text.ASCIIEncoding ASCII = new System.Text.ASCIIEncoding();
/| Get server related information.
IPHostEntry heserver = Dns.Resolve(server);
//assumin the machine has only one IP address
return heserver.AddressList[0].ToString();
b

catch

{

return "Address Retrieval error for " + server;
b

by

//string manipulations

private StringCollection GetMachineNamesFromProcessOutput(string
processOutput)

{
string _allMachines = processOutput.Substring( processOutput.IndexOf("\\"));

StringCollection _machines= new StringCollection();
while(_allMachines.IndexOf("\\") = -1)

{
_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\\"),
_allMachines.IndexOf(" ",_allMachines.IndexOf("\\")) -
_allMachines.IndexOf("\\")).Replace("\\",String.Empty));

_allMachines = _allMachines.Substring(_allMachines.IndexOf("
",_allMachines.IndexOf("\\") + 1));
by

return _machines;

b
by
public class Runner
{
static void Main()
{
Names _names = new Names();
StringCollection names = _names.GetNames();
foreach(string name in names)
Console.WriteLine(name);
Console.ReadLine();
by
by
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VB.NET:

Imports System

Imports System.IO

Imports System.Diagnostics

Imports System.Net

Imports System.Collections.Specialized

Public Class Names
Public Function GetNames() As StringCollection

Dim _startInfo As ProcessStartInfo = New ProcessStartInfo("net", "view")
_startInfo.CreateNoWindow = True
_startInfo.UseShellExecute = False
_startInfo.RedirectStandardOutput = True
Dim _process As Process = Process.Start(_startInfo)
Dim _reader As StreamReader = _process.StandardOutput
Dim _machineNames As StringCollection =
GetMachineNamesFromProcessOutput(_reader.ReadToEnd())
Dim _machinelPs As StringCollection = New StringCollection
For Each machine As String In _machineNames
_machinelPs.Add(IPAddresses(machine))
Next machine
Return _machinelPs
End Function
Private Shared Function IPAddresses(ByVal server As String) As String
Try
Dim ASCII As System.Text.ASCIIEncoding = New
System.Text.ASCIIEncoding
' Get server related information.
Dim heserver As IPHostEntry = Dns.Resolve(server)
‘assumin the machine has only one IP address
Return heserver.AddressList(0).ToString()
Catch
Return "Address Retrieval error for " & server
End Try
End Function
'string manipulations
Private Function GetMachineNamesFromProcessOutput(ByVal processOutput As
String) As StringCollection
Dim _allMachines As String =
processOutput.Substring(processOutput.IndexOf("\"))
Dim _machines As StringCollection = New StringCollection
Do While _allMachines.IndexOf("\") <> -1
_machines.Add(_allMachines.Substring(_allMachines.IndexOf("\"),
_allIMachines.IndexOf(" ", _allMachines.IndexOf("\")) -
_allMachines.IndexOf("\")).Replace("\", String.Empty))
_allMachines = _allMachines.Substring(_allMachines.IndexOf(" "
_allMachines.IndexOf("\") + 1))
Loop

4
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Return _machines
End Function
End Class

Public Class Runner
Shared Sub Main()
Dim _names As Names = New Names
Dim names As StringCollection = _names.GetNames()
For Each name As String In names
Console.WriteLine(name)
Next name
Console.ReadLine()
End Sub
End Class

G Wl @i S ago Joleil §,bbg DNSJI dwodi Juatdl 0id 0\ L 13SDg
o wel @i NS Qizeow b HTTP e W Jasdl (8 Cudsdl i ¢
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Chapter 12
HTTP Programming

- The Concept of HTTP Protocol
- Using HTTP in Dot Net
- Advanced HTTP Programming
- Using HttpWebRequest

- Using HttpWebResponse
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2ol o)l dll ooy
HTTP — Hyper Text Transfer Protocol Programming :12

paoauodl b Jaogid piaziwed] JgSgi,udl a6l (sde ple JSoiw HTTPIl agadsy Lozl
silg Requestd! (sle >,JL web serverdl ol o5 Server ugll (sJ| User Request

vadl oo (Multimedia) JSoal o> Ji5 gadniws 1uSlog Server Response o (oo
plaziwl Client Applicationdl (sJ] Web Serverdl oo .. 0,4€9 91349 9 W0 9 8,9.09
.Byte Stream object

ol S avlazeowl usy 1aag Application Layerdl sJe HTTPJl JgSgi 0 Jos

s JUWl JSeadl (o] ,basl DNS,SMTP,POP3,FTP s JI=l g8 oS pazawnll @p>lg oo

Web Client WebServr
gzzr Yirtual Connection ézzr
R e Y
HTTP HTTP

1 1
TCPVP |4 ;.. « |3 TCPUP

Downloading From Web Server : Vi

s9>g0Jl WebClient ClassJl plaziwl e well 8 Web Serverdl go Joledl gulnis
) 9 wgsll b Juogid wlolSoVl guo> W poass 3] System.Net Name Space (s
Methods &5\ WebClient ClassJl oci9 User Request & Server Responsea.lc

rsd9 Web Serverd! o UL Juo=d

Byte Array s Lpiuxi9 Web Serverdl (o wUluJl wl> pisdbeg DownloadData -1
:JbeS b LS pasiwsg HTML Code JSiw (sde Lo =g
C#:
using System;
using System.Net;
using System.Text;
class DownloadData_Method

{
public static void Main ()

{

WebClient wc = new WebClient();

byte[] response = wc.DownloadData("http://www.google.com");
Console.WriteLine(Encoding.ASCIIL.GetString(response));

by

by
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VB.NET:

Imports System
Imports System.Net
Imports System.Text

Class DownloadData_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() = wc.DownloadData("http://www.google.com")
Console.WriteLine(Encoding.ASCII.GetString(response))
End Sub
End Class

Local s 8wl lpius=ig Web Serverdl o o wlo J&5 LpiadbggDownloadFile -2
2, Sl ulelly walodl 90 50500 lguw clde o 3] la> plazeowVl Jpw 99 Computer
JLeS by oS pasiiung a8 lodl (5=
C#:
using System;
using System.Net;

class DownloadFile_Method

{
public static void Main ()

{
WebClient wc = new WebClient();

string filename = "C:\\ra.zip";
Console.WriteLine("Download in Progress Please Waite...");
wc.DownloadFile("http://www.personalmicrocosms.com/zip/ra.zip", filename);

Console.WriteLine("file downloaded");

}
}

VB.NET:

Imports System
Imports System.Net
Imports System.Text

Class DownloadData_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() = wc.DownloadData("http://www.google.com")
Console.WriteLine(Encoding.ASCII.GetString(response))
End Sub
End Class
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oo wbly wd=) Serverdlg ugs 3l ¢ Read Only Stream <Law| Lpiadbeg OpenRead -3
ao,c 3y Sl g9gel) URLII 505 a2y Stream Object (9 auiyj=ig >a=o0 URL
wJe Stream ObjectU] s @30l ULl Lo, e gabiws Readline sgiuoll polazsiwly
. HTML Code Js_w
. Stream ObjectU] aylp; ad,20) Peek >qiunll pizaw @ aa>Mo
C#.
using System;
using System.IO;
using System.Net;

class OpenRead_Method

{
public static void Main ()

{
WebClient wc = new WebClient();
string response;

Stream strm = wc.OpenRead("http://www.google.com");
StreamReader sr = new StreamReader(strm);

while(sr.Peek() > -1)

{

response = sr.ReadLine();
Console.WriteLine(response);
b

sr.Close();

b

b

VB.NET:

Imports System
Imports System.IO
Imports System.Net

Class OpenRead_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As String
Dim strm As Stream = wc.OpenRead("http://www.google.com")
Dim sr As StreamReader = New StreamReader(strm)
While sr.Peek > -1
response = sr.ReadLine
Console.WriteLine(response)
End While
sr.Close()
End Sub
End Class

=) paziws sullg Propertiesd| (o acgoxo slc WebClient ClassJ| (Sgix.g
=) pasiwy SiJlg ResponseHeaders property Jio Web HostJl e wloglso
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ServerJ| powlg cash controlJl gg:9 HeadersJl sac Jio web hostUl e dold wlogleo
1JbeS s oS pazuiung Aolgdl wlogleodl (o )09 paziwodl Encodingdl ggs o

C#:
using System;
using System.Net;

class ResponseHeaders_property

{
public static void Main ()

{

WebClient wc = new WebClient();

byte[] response = wc.DownloadData("http://www.google.com");
WebHeaderCollection whc = wc.ResponseHeaders;
Console.WriteLine("header count = {0}", whc.Count);
for (inti = 0; i < whc.Count; i++)

{

Console.WriteLine(whc.GetKey(i) + " = " + whc.Get(i));
by

by

b

VB.NET:
Imports System
Imports System.Net

Class ResponseHeaders_property

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim response As Byte() = wc.DownloadData("http://www.google.com")
Dim whc As WebHeaderCollection = wc.ResponseHeaders
Console.WriteLine("header count = {0}", whc.Count)
Dim i As Integer = 0
While i < whc.Count

Console.WriteLine(whc.GetKey(i) + " = " + whc.Get(i))
System.Math.Min(System.Threading.Interlocked.Increment(i), i - 1)
End While
End Sub
End Class

//Output:
//header count = 6

//Cache-Control = private

//Content-Type = text/html

//Set-Cookie = PREF=ID=6ae22f44980c5d78...
//7IRA; expires=Sun, 17-Jan-2038 19:14:
//Server = GWS/2.1

//Transfer-Encoding = chunked

//Date = Wed, 23 Nov 2005 10:10:58 GMT
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Uploading to Web Server : LiU
: w9 Web Serverdl (sJ] wbllul Jao=d Methods asy,l WebClientJl oca

Ulgic 05 Ay g Web Serverdl (sJ| Stream DataLw,V pazsiung OpenWrite -1
Ol Mall dllos Ul iz b Web Paged] (e aiuliS 1,0 Sl paidly wlold URLII
oS s LS oy Ui
C#:
using System;
using System.IO;
using System.Net;
method_class OpenWrite

{
public static void Main ()

{
WebClient wc = new WebClient();
string data = "<h1>Welcome to My Page</h1>";
Stream strm = wc.OpenWrite("C:\\mypage.html");
StreamWriter sw = new StreamWriter(strm);
sw.WriteLine(data);
sw.Close();
strm.Close();

b
by
VB.NET:
Imports System

Imports System.IO
Imports System.Net

Class OpenWrite_method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim data As String = "<h1>Welcome to My Page</h1>"
Dim strm As Stream = wc.OpenWrite("C:\mypage.html")
Dim sw As StreamWriter = New StreamWriter(strm)
sw.WriteLine(data)
sw.Close()
strm.Close()

End Sub

End Class

Web Server]l (J| Byte ggill (0 @990.00 Olhgixo Jéi) paxiung UploadData — 2
o9 guduall sgall padl Lo Sl o gg5 Sl 89, LIMS o gubaiws bl (susy g
JboS by S paziiwug Byte Array (J] Lplig=i a2 web serverdl (J|
C#:
using System;
using System.Net;
using System.Text;

168



Method_class UploadData

{

public static void Main ()

{

WebClient wc = new WebClient();

string data = "This is The Text Before Converted it to Byte";
byte[] dataarray = Encoding.ASCII.GetBytes(data);
wc.UploadData("C:\\mydata.txt", dataarray);

by

by

VB.NET:

Imports System
Imports System.Net
Imports System.Text

Class UploadData_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim data As String = "This is The Text Before Converted it to Byte"
Dim dataarray As Byte() = Encoding.ASCII.GetBytes(data)
wc.UploadData("C:\mydata.txt", dataarray)
End Sub
End Class

Web HostJl _sJ] Local Computerd] ;o wlo 89, sqi0ll 018 pixiwig UploadFile -3

C#:
using System;
using System.Net;

class UploadFile_Method

{
public static void Main ()

{
WebClient wc = new WebClient();
wc.UploadFile("http://www.yoursite.com", "C:\\myfile.html");

¥
¥

VB.NET:
Imports System
Imports System.Net
Class UploadFile_Method
Public Shared Sub Main()
Dim wc As WebClient = New WebClient
wc.UploadFile("http://www.yoursite.com”, "C:\myfile.html")
End Sub
End Class
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| L avolzdl valuesdls oLl 0 Collection g9,) pasiwis UploadValues -4
Collection wy,=ig Byte Array sJ| CollectionJ| J,o=i a2y cU59 Server —ugll
Name Space 9 >9>g90)l NameValueCollection juMSJl paziauws

CollectionJl asloY add sgsunll piaiws asy,i =g System.Collections.Specialized

C#:

using System;

using System.Collections.Specialized;
using System.Net;

using System.Text;

class UploadValues_Method
{

public static void Main ()

{

WebClient wc = new WebClient();

NameValueCollection nvc = new NameValueCollection();
nvc.Add("firstname", "Fadi");

nvc.Add("lastname", "Abdel-qader");

byte[] response = wc.UploadValues("http://localhost/mypage.aspx”,
nve);

Console.WriteLine(Encoding.ASCII.GetString(response));

¥
}

VB.NET:

Imports System

Imports System.Collections.Specialized
Imports System.Net

Imports System.Text

Class UploadValues_Method

Public Shared Sub Main()
Dim wc As WebClient = New WebClient
Dim nvc As NameValueCollection = New NameValueCollection
nvc.Add("firstname", "Fadi")
nvc.Add("lastname", "Abdel-gader")
Dim response As Byte() = wc.UploadValues("http://localhost/mypage.aspx",
nvc)
Console.WriteLine(Encoding.ASCII.GetString(response))
End Sub
End Class
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:HTTP ProgrammingJl (s\9 bodii .SV gaoleoll: WU

Wgw Silly Web Client Applications wlaudns dxoy 9 =Vl pdl o 5=l 1id s
HttpWebResponse ClassJl ¢ HttpWebRequest ClassJl o JS plaziwl e a8 o=

) : HttpWebRequest Class plisxiawl -1

9 owlwl S paseows allg Propertiesdl o acgoxo (sde Class]l 13a (Sgixy
: Jio sLasy Web Client Applicationsdl wlauls

Portd| 03,9 Proxy Serverdl Ulgic g8 ;05 suillg : Web ProxyJl ausols> plazeowl -1
Firewall o Proxy Server wals ,oHTTP Web RequestsJl go Joledl gulniws (si>
:JLoS sy LS Proxy Server ProsperityJl w25 puug

C#:
using System;
using System.Net;

class ProxyServer_Property

{

public static void Main ()

{
HttpWebRequest hwr = (HttpWebRequest)WebRequest.Create(
"http://www.google.com");

WebProxy proxysrv = new
WebProxy("http://proxyl.server.net:8080");
hwr.Proxy = proxysrv;

}
}

VB.NET:
Imports System
Imports System.Net

Class ProxyServer_Property

Public Shared Sub Main()
Dim hwr As HttpWebRequest =
CType(WebRequest.Create("http://www.google.com"), HttpWebRequest)
Dim proxysrv As WebProxy = New
WebProxy("http://proxyl.server.net:8080")
hwr.Proxy = proxysrv
End Sub
End Class
ClassJl ;0 WebProxy Object 8,25 o5 HttpWebRequest ObjectJl &ladl (a9 8,2
ol oslow] gubaiws el asyg Port JI 8,9 Proxy Serverdl vlgic aJ aiuwig webProxy
&o> 9 dsle 839>90 WeSH sl Proxy awsolzdl plaziwl Object (sl
.. HttpWebRequest Objects
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StreamsJ| plazeiwl Server cugll J] wblu JLw,V HttpWebrequestJl polasiwl -2
C#:
HttpWebrequest hwr = (HttpWebRequest)WebRequest.Create("http://localhost");
Stream strm = hwr.GetRequestStream();
StreamWriter sw = new StreamWriter(strm);
sw.WriteLine(data);

VB.NET:

Dim hwr As HttpWebrequest = CType(WebRequest.Create("http://localhost"),
HttpWebRequest)

Dim strm As Stream = hwr.GetRequestStream

Dim sw As StreamWriter = New StreamWriter(strm)

sw.WriteLine(data)

Request JI aJ aiuug Stream Object w2 o985 HttpWebRequest ObjectJl ;s sy
. GetRequestStream >giuoll JM> 0 Stream

:HttpWebResponse Class oliziawl - 2

Clientdl J] Server cugll 0 wlly g,V HttpWebResponse ObjectJl i
Vg o=l 01p) BeginGetResponse >gioll ¢ GetResponse g0l poiiws Cu>
sz BeginGetResponse ol Sg.w MethodJl 03 @by (58 (9,9 A>g)

. asynchronous Method

: w9 Properties]| o >ac sJc HttpWebResponse Object J| Sgix,
Character SetJl g5 3ua=d pa=iwig : CharacterSet -1

encodingJl ados) paziuig : ContentEncoding -2

Sl p=x> @9 ,20) paxiwig : ContentLength -3

Responeld| ¢g5 1,a=:J : ContentType -4

¢,15 Cookie walo sl Vgl vz lpolazidg CookiesJl go Jolsi) : Cookies -5
JleS sl LS agy =i

C#:
HttpWebRequest hwr =
(HttpWebRequest)WebRequest.Create(http://www.amazon.com);
hwr.CookieContainer = new CookieContainer();

r o oS ad] oasuuwws o3 HTTP Requestdl 8 ellsg
HttpWebResponse hwrsp = (HttpWebResponse)hwr.GetResponse();
hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri);
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VB.NET:
Dim hwr As HttpWebRequest =
CType(WebRequest.Create("http://www.amazon.com"), HttpWebRequest)
hwr.CookieContainer = New CookieContainer
Dim hwrsp As HttpWebResponse = CType(hwr.GetResponse, HttpWebResponse)
hwrsp.Cookies = hwr.CookieContainer.GetCookies(hwr.RequestUri)
HTTP HeadersJl a$,=0) : Headers -6
Joasi 531 8u)lig wudg aud 8>, : LastModified -7
HTTP Responsel| (a9 piziws sillg sgi0ll a9,20) : Method -8
HTTP VersionJ| a,<0J : ProtocolVersion — 9
Serverw uolzJl URLIJI : ResponseUri — 10
ServerJl powl @9,20) : Server — 11

pixiwo]l Codingdl g5 a3,20) : StatusCode — 12

HTTPJI > (e Sgixy Text gl>,) : StatusDescription — 13

go Jolril $rbg wuw wel & 9 HTTP JI axo ) GutsS Juoddl 14D 59 L
Wouw L woll Al 9 HttpWebResponseldlg HttpWebRequestJl

W\ azo Joloill §,bg XML Jlg Web Services e SJWI Jasdl \9 Laxii
N RUTEVI K- )
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Chapter 13
Web Services & XML
Programming

- Introduction to Web services & XML

- Create A Simple Web Service Application
- Advanced Remotting & Web Services
Programming

174




Web Services Programming :13

web serverdl ¢ Jeladl @S aud Lug HTTPJl dxwo, oo (arludl 52l (08 oo
web JI plazeiw!l asdby jazdi (alw aic o lod JoSwo s5=dl 1is jusig cliently
ugs il gl J>Is web serverdl 859>g0Jl Methodsdl 0 8slaiwVI aulSol services
J& e Simple Object Access Protocol J ,lais| gag SOAP Jl JgSgi 0 plazsiwby
XML - extensible JI J] Lplig=i 1= ClientJl _sJ| web Services serverdl 0 ResultJl
oo Baplly ugll 5lp> (sJI HTTPJl JgSgiy e Joi5 cu> Markup Language
firewalls JI JM> (0 Clientl (J| web serverdl o Datall Jg.og Jupti 98 aolazicwl
e Josy Sl HTTPJI JgSgi 0 pecai OS] wliy o> Ul 5] @slizodl wlidly
HTMUI s aclgall Guss paziws 3] HTMUI e XMUI ae) walizxi Vg . 80 Portdl
S| aig,00 a0 SV <> </>JI Jio Attributes]ly Elements Jl 0 dcgoxo g

: Lpade JlinSe

<myStuff>

<myName>FADI Abdel-gader</myName>
<myTelephone>+962796...</myTelephone>
<myEmail>fadi822000@yahoo.com</myEmail>
<myAge>23</myAge>

<mySex>M</mySex>

</myStuff>

Leiel,d oy u> System.xml Name Spaces olaziwl v wel 8 Lsleasw! oo
: o LS XmIDocument Class JI 8 s9>g0Jl Load sgsunll plazewl

C#:

using System.Xml;

// Then you can Read any XML File as Below:

XmIDocument xDoc = new XmIDocument();
xDoc.Load(@"C:\myinfo.xml");

XmINodeList name = xDoc.GetElementsByTagName("myName");
XmINodelList telephone = xDoc.GetElementsByTagName("myTelephone");
XmINodeList email = xDoc.GetElementsByTagName("myEmail");
XmINodelist age = xDoc.GetElementsByTagName("myAge");
XmINodeList sex = xDoc.GetElementsByTagName("mySex");

MessageBox.Show(

"Name: " + name[0].InnerText +"\n"+
"Telephone: " + telephone[0].InnerText +"\n"+
"Email: "+ email[0].InnerText +"\n"+

"Age: "+ age[0].InnerText +"\n"+

"sex: "+ sex[0].InnerText +"\n"
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VB.NET:

Dim xDoc As XmIDocument = New XmIDocument

xDoc.Load("C:\myinfo.xml")

Dim name As XmINodeList = xDoc.GetElementsByTagName("myName")

Dim telephone As XmINodeList = xDoc.GetElementsByTagName("myTelephone")
Dim email As XmINodeList = xDoc.GetElementsByTagName("myEmail")

Dim age As XmINodeList = xDoc.GetElementsByTagName("myAge")

Dim sex As XmINodeList = xDoc.GetElementsByTagName("mySex")
Msgbox("Name: " + name(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & ""
+ "Telephone: " + telephone(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) &
"+ "Email: " + email(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & "" +
"Age: " + age(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & "" + "sex: " +
sex(0).InnerText + "" & Microsoft.VisualBasic.Chr(10) & "")

D @9 J>o @M web servicesdl plazeowl adoc 00

JgSgip jue wbludl Jlsiswly JLw,)| addMs 0 pu SAlg 1 The web service server -1

. ASP.NETJIg IISJI plaziwl SOAPJ

s oo Wbl Jlasiwl 9 JLw,b Client U guoewy Sillg @ The proxy object -2

o WSl JMs 0 HttpWebRequestdl (9 a2 pos cuu> Web Services Server

2 ludl g5l (89 ay o g9 WebProxy

Web Services JU lplay; poiu sidls Ugsy @olsdl ap>lgll g9 : The client application -3
Server

s Wl JSCadl 8 S

Web Server

Web Service Methods

Client I

Web Service proxy

C# application
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1> ASP.NET Web Services gg,xi0 Josu o985 Web services server <LiuYg
WebService uMSJl 9 o9 o System.Web.Services Name Spaces _scisiug
tJleS sy LoSg g puinol) sl puMSU
C#:
using System;
using System.Web;
using System.Web.Services;
using System.Web.Services.Protocols;

[WebService(Namespace = "http://my_url.com/")]
[WebServiceBinding(ConformsTo = WsiProfiles.BasicProfilel_1)]
public class Service : System.Web.Services.WebService
{
public Service () {}
[WebMethod]
public int Add(int a, int b)
{

return a + b;

}
¥

VB.NET:

Imports System

Imports System.Web

Imports System.Web.Services

Imports System.Web.Services.Protocols

<WebService(Namespace="http://my_url.com/")> _
<WebServiceBinding(ConformsTo=WsiProfiles.BasicProfile1_1)> _
Public Class Service

Inherits System.Web.Services.WebService

Public Sub New()
End Sub

<WebMethod()> _
Public Function Add(ByVal a As Integer, ByVal b As Integer) As Integer
Returna + b
End Function
End Class
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oyl 80 oVl Aol gox il gl)b ooy b a9 B o A puiosd Jldiiwl iy Cap>
Uil sd e LaSe SOAPJI JsSgin plaziwl XML JSei (sle Client] (sJ] &bl
s Judl

Yl' - P v | Searct

The following operations are supported,

Service A hitp:/localhost: 1624/WebSite3/Service.asmx/Add - Micr.... [= (B[]
Flle Edit ‘“iew Favorites Tools  Help ";'

L] — a
K B > |ﬂ ﬁ _;‘_. g ) Search ‘\J:( Favarites @2
Add I ; ; N - oty
Address p@ http: jflocalhost: 1624 WebSite3/Service, asm:fAdd | G0 Lirks
Test 7 - 2| .v'jSEarch web + &7 v @ | »

To test the operat

Click here for a con
b3

<7uml version="1.0" encoding="utf-2"

Parameter Walu zint xmins="http:/ /tempuri.org/" fint=
o0
b: 52 _ &) Dore % Local intranet

EInvoke ]

Client JL asls,] ¢ DIl File (sJ| (gslwdl (wMSJl Jug= Vgl s Clientd] zwol  sbiuVs
p ooby oS anlaziwl piug Resources
C#:
using System;
class Client_side

{
public static void Main(string[] argv)

{
My_main_class mm = new My_main_class();
int x = Convert.ToInt16(argv[0]);
int y = Convert.ToInt16(argv[1]);
int sum = mm.Add(x, y);
Console.WriteLine(sum);

-~
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VB.NET:
Class Client_side

Public Shared Sub Main(ByVal argv As String())
Dim mm As My_main_class = New My_main_class
Dim x As Integer = Convert.ToInt16(argv(0))
Dim y As Integer = Convert.ToInt16(argv(1))
Dim sum As Integer = mm.Add(x, y)
Console.WriteLine(sum)

End Sub

End Class

¢ G WMl @i \d Web services JI go Jolaidl 9 b9 Wlawlw VI Lw 1S
U S\ azo Jolridl b SMTP & POP3 (. VJUWI Jual 5\9 Cuaxdl piaaw

s WMl

Advaced Remotting & Web Services Programming
LSl o aud,0)l acewidl (89 g9090)l 13D Juoles a8lS a=iw
ol a1 e JLaiVl o0 gu59il 9l Hluwsicw Vg | Llia)

aJuli

Mobile : +962796284475

Phone: +96265055999

E-mail: fadi822000@yahoo.com

BOX: 311 Mail Code 11947 Tarig—Amman—dJordan

ymwj/éj}d/

www.fadidotnet.org
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Chapter 14
SMTP & POP3 Programming

- SMTP Protocol
1. SMTP Concept
2. Using SMTP in Dot Net
3. Advanced SMTP Programming

- POP3 Protocol

1. POP3 Concept
2. Using POP3 in Dot Net
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pa>)l Gos)l all o

SMTP & POP3 Programming :14

oo Domain ae> 5 adoc e Jgiuuollg DNS JgSqiy axoy e (luwdl o5l o8 oo
3o (59« oLl w59 adosll 0dpy plisdl @uesS Ly puSellg IP (| Slas ool
Loy Application LayerJ! aada) s,V & VgSgig ull Lass @ e Gaxi Bguw )=l
o€ Jgiauollg POP3JI 9 (sug,uSIVI syl jue Sl dl L) e Joinunlly SMTPI La
99 Mail Serverdl ;o lpJ Download Joc JM> 0 Ugsll (| &l )l Jrogi duloc
sowlbwl JSiw pazeow Silg HTTP Programming Jl e Goxi Bguw (3> 5=
e >y e il Wgaw 8,08 ©VgSgigy 191 Wil plell o « WebJl praai (o9

. a2l

SMTP — Simple Mail Transfer Protocol Programming :V i
18 g SOVl 3l Jsial 5 Jlun| olilas @55 po, Mail ServerJl ol dg,eell oo
U JSLadl 0 oS (sdg sl &W (sl oV

E-mall Server

[ Wil Defivery Agent (MDA)]

Remote MTAS

| Mait User Agent (MUA) | Mail Transter Agent (MTR) /

(3]
WDIHS.L;;&H

Incoming J.ogils Outgoing JLw )Vl e Jgiwnlly Message Transfer Agent — MTA
: il

Jo.og o aSWlg filtering JI wldoc e Jginuoll 9 Message Delivery Agent -MDA
aJlu,Jl

Database s9 allw Jl (u5=5 9 8<l,8 adoc e Jgiunlly Message User Agent -MUA
POP - Post Office Protocol JgSgig s pliziwl adosll 0id pug Client Jussiwodl saJ

s U Jseadl ] Ll

E-mail Server
( POP3Server | =
|

Workstation
[ popaciem |  (m S-‘
{ Mail folders

|
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MTAJ! (28  sowlawl JSuiw SMTP Simple Mail Transfer Protocoll JgSgiy iy 9
. Jlw,Jl Incoming Jaogig Outgoing JLw,)| wldoec Sl

&b Lolzdl Internet Providerdl oo SMTP Gl éllos &bl (oo 2SI Vol iz (unlai)
&0 39>g0J| Outlook Expressdl zgwoly JMs o &b polzdl Accountdl &, gadnioud
Virtual sliw] JM> o gl @, gaaisws SMTP Olws ellos V wusS 15] WindowsJ
Control Panel >> Add/Remove : ;o lpsuiss s IISII oyl (e SMTP Server

s U Jstadl 9 oS SMTPIg TISJI (o JS Jussi 0 ASG Programs

To add of remave & companent, chck the checkbox A shaded box means that only
Eartnflhawrmltwihenmlcd To zee what's included in a component, chck

Internet Information Services (115)

To add of remove a component, chck the check box A sh

or  of the component will be installed. To see what's included i

W = Message Queuing Subcomponents of Intemet Information Services (IS}
[ @ Common Eiles
Description: Inchudes Web and F| | ¥ @) Documentation

tranzactions. Active § =1 File Trarwsfer Protocol [FTP) Service

Total disk space required: ¥ & FrontPage 2000 Server Extensions
Space available o disk:

1 @ WEN Frnlover

[v] 5 Indesret Inforration Services Snapin
v] e SMTP Service

¥ A Woald ‘wide Web Servics £ME) 87

+ Wl JSeidl s LS TISJI o0 Serverdl slac| o

Bl Acton Vew Window Hep == x|
= BMEHEFEEB @ 2
Default SMTP Yirtoal Server P L - gy
[ System Took A [ = I_‘_
| 1] Everk Viewer Goneead | Acoess | Mestage: | Delvery | LOAP Routing | Secusiy
= g Shawed Foldess
b Liocal Lars and Groups 15
ghm T T Delau SMTP Vissal Sorves
B, Devvice Manager
Haq Siorage P ek
* Rasrresbls Shorage -
<o 2 [1az 1681 10 | | Advanced I
-ﬁi Mrdk-phm R Lim#t bt of cornechons i E“]
Services
R gl A dvanced
m;:ﬂ Coniigues matipls adendities. for s virhual senves
o ) webSies | Addeest
£ LAFTPSes | [P e [ TP Pot |
= G Defot Y | EERSTENRIGN o
Demunnd
Curmand)
L4
ad. | e | Remow | (1[4 ]
EMO B2 Ok | ceest | b |

9 System.Web.Mail Name Space JM> 0 SMTPJI JgSgig . plazsiwl ww woll pcas
Pz wallg Send sgiuodl oz M o il SmtpMail (Sl (sle (Sqixs
S9sunll juiei 9 SMTP JgSgig ) Ua..a.zaﬂ Portdl 989 25 Portdl e adlu,Jl JLw,V
Siaolyy 8o Lg.olml LSl 3] JSLal dac il cus " overloaded Method " Send

s aJWl Olyolal paceows wswol,udl JSiug « whiol,b as)l (sJl a>lg
SmtpMaiI.Send(string from, string to, string subject, string body)
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syl g @] Jowsall Olgic ad gogs (silily Jowrodl Ulgic ad gogs JoVI yiuolll

L&)l paid gills &Ll Olgis) Ul

: Wl JSeidl s LoS New Form sLinl 8 g SV sl Ul oo 2wl Josls

Form1.cs [Design] |
o

From

% SMTP - eMail Sender - fadiB22000@yahoo.com [[E £

jm]

|

To |
- Bubyject |
|

SMTF Senve

S it

o

a

Name zlsb 03 .Mail cla) jplai o [5] ) « System.Web.Mail Name Space aslol 08 oi
s JUl 5eSUl &S, 08 05 (Referencesdl (sJ| System.Web Space

2wl @l 9 13 Name Space aslo| (sowis V

C#:
using System.Web.Mail;

VB.NET:
imports System.Web.Mail;

C#:

try

{

string from = textBox1.Text;

string to = textBox2.Text;

string subject = textBox3.Text;

string body = textBox4.Text;
SmtpMail.SmtpServer = textBox5.Text;
SmtpMail.Send(from, to, subject, body);
by

catch (Exception ex)

{

MessageBox.Show(ex.Message);

}
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VB.NET:
Try
Dim from As String = textBox1.Text
Dim to As String = textBox2.Text
Dim subject As String = textBox3.Text
Dim body As String = textBox4.Text
SmtpMail.SmtpServer = textBox5.Text
SmtpMail.Send(from, to, subject, body)
Catch ex As Exception
Msgbox(ex.Message)
End Try
) > awld ab>)o
9 ,S3 oS TISJl o SMTPIIl Juess o ASU ey oSV caw> JSiin Josy 598Ul i
SMTP Virtual (s$ lauwo asyyei o5 Sillg) SMTPIl O polzdl IP giog) 089 (aLul
pcyy cbhad SMTP Serverdl (o Loyl aSUI = « SMTP Server Textbox JL( Server
Wgw V]g CDO2 - Microsoft Collaboration Data Objects Version 2 auSoll plaswl
piz slell 88 . CDO2 Object (sJ| Jgogll gulniuy V a6l & uzy Exception (sle Jaxs
SMTP JI s aie oswolyidl Jseiw Josig Windows 2000 9 Windows XP go lpoaxiwl
Exchange paxiws S 15] Ll Microsoft Exchange Server2003 go ol Virtual Server
Sl sl Exceptiondl (sle Jaxi Wguud 5.5 ¢l Version 5

SMTP Advanced Programming :eséi ,iSYI ¢j=l
dslell (899 « CDO2 plaziwl SMTP e Jilw, JLw,V buww Jbo (goludl Jlodl jus
aulSo| V] a8l HTML Formatdl elasesiowl puy Outlookdl guwby Jio gwly sbau] sue

J o9,V sl Jhsiwl 9 JLw,Y ol bac dibhs by wlaxle Jluw,)|

] JLu,b o9y o ol sbash o985 Bgw Ldg ... POP3JI ol HTTPJI olasewl
Ol = POP3JI polaxiswY auwsy POP3 ¢ SMTPII olaziwls (sigyuaSIVI syl JLsiwle
Microsoft Exchange i pgdi wl gl &b Lozl ISPl 0 POP3 Gl elyad 59050
59>9) gl Bgw Wiic 3| POP3J| pasuiwwy Cus o3lacly Jslp> (sle Server2003
s ol @8l Windows 2003 Server g o=l (sle wuio Domain Controller
.a,e Active DirectoryJl

Name Space JMs> 0 g yolgzdl 04 plasiwY jliow pe> s woall woad
wwMSJl 9 HTML FormatJl oca) MailMessage (wMSJl plaxiwlg System.Web.Mail
03k POP3JI axo,J ,SVg @lw,Jl g0 wlaxlo Jlw,| @uslSel pci) MailAttachment
Joc pi cu> System.IO g System.Net g System.Net.Sockets Name Space plaxiwl
Byg>9 all> (899 83> Jilw, d9>9 a=xsi adoss plal) §erverd| &0 ol Session
Loy la>| e beall dicy 4=l s Treelist gl List Box o9 lpssusiy o098y
Advanced SMTP eMail Jos<lg Mail Serverdl 0 @lw,) Download Jos ClientJ]

: b LS MailMessage oMUl 0 Object 35U 08 Sender

C#:
using System.Web.Mail;

try
{

MailMessage mm = new MailMessage();

mm.From = textBox1.Text;
mm.To = textBox2.Text;
/] mMM.Cc = axll o> 03 Lazai oo SV Jlw,Vl oo cliSoy @il oY
// mm.Bcc =
mm.Subject = textBox3.Text;
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mm.Headers.Add("Reply-To", "fadi822000@yahoo.com"); // Lol sl gog)
bl go B2y
mm.Headers.Add("Comments", "This is a test HTML message");
mm.Priority = MailPriority.High; // &Jlw,J| dwsl ol gog liSoy
mm.BodyFormat = MailFormat.Html; // eazowedl wlo,gall gg
mm.Body = "<html><body><h1>" + textBox4.Text + "</h1></htm|>";
SmtpMail.Send(mm);
by

catch (Exception ex) {MessageBox.Show(ex.Message);}

VB.NET:
imports System.Web.Mail;

Try

Dim mm As MailMessage = New MailMessage

mm.From = textBox1.Text

mm.To = textBox2.Text

mm.Subject = textBox3.Text

mm.Headers.Add("Reply-To", "fadi822000@yahoo.com")
mm.Headers.Add("Comments", "This is a test HTML message")
mm.Priority = MailPriority.High

mm.BodyFormat = MailFormat.Html

mm.Body = "<html><body><h1>" + textBox4.Text + "</h1></htm|>"
SmtpMail.Send(mm)

Catch ex As Exception

Msgbox(ex.Message)

End Try

Sl gl pz> gl Ug) Sl giog o LSy 1idg HTMUII 3¢S paziwy @lw,)l pows ol o>V
o wlasde Jlw)l csle 5318 2wl ul Jexds « HTMUI plaziwl aloc oSay sesui
:59SJL by oS aud walodl ol glhslg MailAttachment (o MSIl plazeiwl

C#:
MailAttachment myattach =

new MailAttachment("Your_Attached_File_path.extension", MailEncoding.Base64);

d,ucq9 Design JI adoc leub « JolS JSiin SMTPIl gl Joc o Lupisl 48 Liag
2w aodl 8,039 £(S39 Y995 o> (sle Aoisi

VB.NET:
Dim myattach As MailAttachment = New
MailAttachment("Your_Attached_File_path.extension", MailEncoding.Base64)
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POP3- Post Office Protocol Version 3 Programming : WU

MUA - Mail User JI ¢;> 8 Jos=y SiJlg POP3Jl JgSgi 0 aaudbg wld laylw Linxs LS
Jrogi adoc e Jgiuodl a5gS (9 0S5 TCPJI JgSgiy owo 110 Port (sle Agent
baxi cu> Mail Serverdl ¢ LpJ Download Joc JMs o Client gyl (sl &dlow,Jl
Wl JSeadl J] sl Clientd] 5> 9 Lwbwl s59>g0Jlg Mail Folderdl ¢ J5Lw,JI

E-mail Server
( POP3 Server |
‘Workstation
[ PoPacliem | :
{ ——= | Mail folders
|

aJ\M> 09 Interactive Mail Access Protocol — IMAP JgSgi,0 POP3 JJ Jiladl (o9
9 Ly Mail serverdl (59 ,SVg @ aols> Mail Folder <Liu| passwnell gulaiwy
i &lapll c)d Ol 3] el pursiy by IMAPIL Wlsuo o 038 suizig wessll 5lp>
a8 alS_iwoll (,SVg Client o S| o lpicl,d gunisws > Serverdl JMs o 6 uilwo
weS5 3| Mail FolderJl px=; Mail Server Administrator Jiluw,Jl o3> a0 oS5 (5@
s U JSsadl () il 85900 Lpsiew bl (09

E-mail Server

L Neoae

Workstation
( IMAP Client |

| |

oo Authentication sa=il a=s aisl,d pasg Mail Server oouo ga, Mail FolderJ! ol b=V
Mail JI dsw @590 89 oS adSiine 0B LS WS SV 9,0l @alSg pizeimall oowl
oSy SUB asull 390%0 ,ué aigS POP3JI plaziowl 8,080l WIS il zuais 13 Folder

.lgs Mail Server Administrator J J=>> Vg ClientJl ¢ asudl (s

5oVl o5l 3] izen s aw Boaw J5LwyJl 8¢L,8 ddoas) POP3JI slaucl U8 Ll Loug
Joc o > System.IO g System.Net g System.Net.Sockets Name Space olaziwl
823> Jlw, 39>9 paxsi dulosy pLsll Socketdl plaziwl Serverdl go yols Session
g &>l o> Lols Treelist gl List Box (a8 Lpuglic assi ooy ddg>9 all> (a99
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Mail JI _sJ] Mail Serverd! ;0 @lw,) Download Joss ClientJl pgs; Walas| (sle bhonll
.Textbox % lpo,c i Folder

P Wl JStadl 9 ey S ua> New Form sl o8 (gaudaidy

Forml.cs [Design] | Font o
o

(™ pOP3 - fadiB22000@yahoo.com

POP Server |er slcpoican eotn i -_ =
Lgst [s-t.l:q:-:ﬂ@al:-kxdmmn ]
Password | e Disconnect |

HTML Codie JE5 ok La il a2 o - Massage.

Read Last Come Emsl

Skt

: aJUJI Name Spaces aslol 08 ol
C#:
using System.Net;
using System.Net.Sockets;
using System.IO;

VB.NET:

imports System.Net

imports System.Net.Sockets
imports System.IO

plaziwl Serverdl go Session <Law) StreamJlg SocketJl go Joledl pu @l Jhx>V
. POP3 ServerJl o aJlw Jl 851,89 TCPJI JgSgi

o9 = el GoMSUI s a2 1) 2olsl &l (08 @l cay,leidl @3Lol 0 o
: (Global Declarationd| aslnio
C#:
public TcpClient Server;// <Lau] WGags Udg v wsow il JgSgin o wuSzugl Blawl
=l
public NetworkStream NetStrm;// piaziwoll wlogleo JLw,)V aoiziw Bgw
public StreamReader RdStrm; // 3 wgddl o 65,10l wlogleodl é¢l,8)
public string Data; // JLw,Jl sac a8,20 9 lpolaziw)
public byte[] szData; // 3 wedl 0 85,l0)l GULLII (5=
public string CRLF = "\r\n";// ..0u2> Jlow Jow) ol dl 89 lpolaziwd
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VB.NET:

Public Server As TcpClient

Public NetStrm As NetworkStream

Public RdStrm As StreamReader

Public Data As String

Public szData As Byte()

Public CRLF As String = "" & Microsoft.VisualBasic.Chr(13) & "" &
Microsoft.VisualBasic.Chr(10) & ""

: JWl el aslol o8 Connect Buttondl s9
C#:
// create server POP3 with port 110
/] wsdl go inaw sLawVServerd! e Port110 989 Laazoll
Server = new TcpClient(POPServ.Text,110);
try
{
// initialization
NetStrm = Server.GetStream();
RdStrm= new StreamReader(Server.GetStream());
Status.Items.Add(RdStrm.ReadLine());

// Login Process

/] wadl sl d 50,059 59,0l @odSe paziwoll oowl JI>s|Server

Data = "USER "+ User.Text+CRLF;

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());

Data = "PASS "+ Passw.Text+CRLF; )
] p3ziaundl Lolzdl 5)lgdl Bgais 6<l,8 oy 9,0l @olSg pazsuwnd! ouwl o ASLII sy
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());

Send STAT command to get information ie: number of mail and size

STAT L0Vl plaziwl POP3 Server (s 85¢>g0Jl J5Lw,Jl sac @8,20)
Data = "STAT"+CRLF;
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());

: Disconnect ButtonJl (sJ| sJUJI 3¢Jl a8lol 08
// Send QUIT command to close session from POP server
Data = "QUIT"+CRLF;
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray());
NetStrm.Write(szData,0,szData.Length);
Status.Items.Add(RdStrm.ReadLine());
//close connection
NetStrm.Close();
RdStrm.Close();
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VB.NET:

Server = New TcpClient(POPServ.Text, 110)

NetStrm = Server.GetStream

RdStrm = New StreamReader(Server.GetStream)
Status.Items.Add(RdStrm.ReadLine)

Data = "USER " + User.Text + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data = "PASS " + Passw.Text + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data = "STAT" + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

Data = "QUIT" + CRLF

szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
Status.Items.Add(RdStrm.ReadLine)

NetStrm.Close

RdStrm.Close

08 (8.3 Yl &byl 85,8 oiuow wswolyidl JSoiu )soledl Bgaio o 5wl bel,alg
: Read Last Come Email ButtonJl sJ| sJUI >gSJI @slol,
C#:
string szTemp;
Message.Clear();

try
{

// retrieve mail with number mail parameter
Data = "RETR 1"+CRLF; // lgicl,d sLoll &l Jl 08, ayax
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray());
NetStrm.Write(szData,0,szData.Length);
szTemp = RdStrm.ReadLine(); // lpicldb pu (s> wddo JSain adlw,Jl (s
if(szTemp[0]!'="-")
{
while(szTemp!=".")
{
Message.Text += szTemp+CRLF;
szTemp = RdStrm.ReadLine();

by

by
else
{Status.Items.Add(szTemp); }

by
catch(InvalidOperationException err){Status.Items.Add("Error: "+err.ToString());}
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VB.NET:
Dim szTemp As String
Message.Clear
Try
Data = "RETR 1" + CRLF
szData = System.Text.Encoding.ASCII.GetBytes(Data.ToCharArray)
NetStrm.Write(szData, 0, szData.Length)
szTemp = RdStrm.ReadLine
If Not (szTemp(0) = "-"C) Then
While Not (szTemp = ".")
Message.Text += szTemp + CRLF
szTemp = RdStrm.ReadLine
End While
Else
Status.Items.Add(szTemp)
End If
Catch err As InvalidOperationException
Status.Items.Add("Error: " + err.ToString)
End Try

by JUs 13Dg i el 0\ Qixo g 3 Wl Jor QS Zywin Lod 19 Lidg
99w g xSaoy Lol OutlookJU auuis JolS €9 wine Jow) o sl guboiaui
Bl uore) )edaausS] i VU Lol DLLII walo plastiow! gabbiows Can>
Tree List Joc gubuiaui los HTML Code Jsui e Lo,e o Y 8)19)1
59Ul (\9 A9 pis LNwdawi p3) Wl JSJ Uy > 63,19)1 Jilw,Jl gog)
dsliy ooy Sl o8l JSwiw 1 091 Caodstiow| > Lpisl,a) (oLl

¢ 63,19d1 é,u5 V1 alw I

GoMl & 5\ aso Joleil @,bg FTP JI e W Jasdl (8 Cudsdl piaw

= )
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Fadi Abdel-gader - Dot Net Networks & TCP/IP Programming

Chapter 15
FTP Programming

- Introduction to FTP — File Transfer Protocol

- Create a Simple Application to Transfer Files By
Using COM Components

- Create a Simple Application to Transfer Files By
Using Web Classes Components

- Create a Simple Application to Transfer Files By
Using Socket Programming & Streaming Libraries

pall ozl all ooy
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: FTP — File Transfer Protocol Programming 15

FTPJI JsSsi a9 Application Layerdl @VsSgiy oo 31 JsSein 2rin bd 1o By
wlaloJluploading g%, 9 downloading Ju5i adoc 8 csowlwl JSaiw pazuow Sillg
59>9 e doiei il 9 OS] Wlizoy el (58 85le)lSg FTP Serverdl (sJ| 9 oo
21 Portdl g9 FTP J Laazell Portdl (sJe cuans Serverdl pgs; > Client/Server
9,9} LWVl giogs Serverdl (séy u>TCP Connection Oriented ProtocolJl plazcwl
aSWlg Authentication gs=Jl wldoc <l,>] 1219 ao Session sLusl, Clientdl o b
Bgw Sy Portdl 8, aaxi pi us> auud=dU caldl (sde assdlgoll puy wlbis>Wall o
Serverdl s 20 Portdl juc wgsll s> (sJ] JLw) VI piug M 0 WLLII JLsiwl! pu
P JW JSCidl 08 oS adosl 0id zuaig

Server waits for connection

Listening
on port 21

FTP client

Client connects

connection

Client uploais file
control link

upload link

oo SWI Vol ey FTP Server o Jslp> Joss s &ba) FTPJI doas Jusew) aba>Mo
s S JSoadl 00 spb WS ¢ TISJI go b @uie FTP ServicesJl ol
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Windows Components Wizard

Windows Components
Wiou cin add of pemcrve companents of Windows 2P

Internet Information Services (1I5)

T add co

paut of the compansnt wf T 204 of semcrve & companant, cck e check box. A shaded b maans hat crly pat
Datads of the coemponent will be instaled To pes whal's nchuded in o componsnt, cici Detods.
Comporenis: Smw of Interned Infiormation Services (151

1.0MEB ~

4.3MB

L rpee—— ']Elﬁwldmﬁmsrwln 1.amM8
Descighon Incluges W | ¥ TESMTR Servce IRTT]
vangactiorl| |9 M) Word Wids Web Service 2iMg ¥
Tokal disk. space requins

Descripion:  Paovides support bo cosate FTP sites used o uplosd and download fles

Total ditk space requined: 56,2 MB
Space sealabbs on dek: 1262 1M

5 Administrative Tools i Control Panel o Services © lplizsi 0 sl PJ 09
s JU JSCadl 9 5l LeSq Services

= SErviced

Fle  Adtion  Wew  Help

- @FRB R e m

i

FTP Publishing Maa o |Dessrgen | Sens | metevee (A
EyOoOM Server Proce.., Prowdedls... Sated  Autormatic
mu;:umr B DHEP Cherd Manaed f,,.  Shated  Aubormatic
e e e SyCntrbuted Lk Tra,, Mardara b, Sated  Automati
Boutrbuted Trarea,.. Coordnate., Sated  Haoud
) By LA Chert Rmschord 4., Stated  Autornatic
i wigei .y O B Roporting Sar... Aloeri Bir.., Saeted  Aubornag:

achminestration Hhough e Inbsmet By Evert Log Ersablos av...  Sharted At
Il Al SArates e e vk | b Sonibebiinn . Iy o b

ByHrIesa Thi gorvic.,.  Sharted

Marudl
BaHman bterfaca D, Enables oo, Diabied
Byl15 Adminy Alowes g, Sharted  Autornatic
mmlm.-wf,... Handget C.. Harwid &
'I »

s S il (0 oS sl Cuso TISJI (s aio STl oo
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_|n-lr"s.r-u
EoN Dot F1P 520

:1;. Covrins

= e Dol il SMTP Wirtusl Soreor

1 Curent Sejmens

L (O]

Mok Heacer Marer | IP Adddres:

* A Linge

Defauli FTP Sie Properties

FTP St | Securtydoomrts | Mocsagny | Haome Dieectory
Ty conrueting 45 this iedousce, the ortent thesld Sorne bom
51 & chivcbay koo abed of T Somgle
) & whans locabed on another comptes
[P et St i)
F Resd
= lalobn
[ L vt
UL &
=MD &
T T Hoe ]

FTP Commands : Vsi

JsSgip pe s S 3> (] Telnetd! audac FTP W plaziwdl s JlasVl duloc ais
9| Serverdl o bl adoc LQ.J\L> UL ol @J|9 )o|9U| 0 ACgox0 FTPJI

s JU JSCidl 9 oS adosll 0id zuaig Remote HostJl

AWINDOWS\system32\cmd. exe - ftp fadi-co

Microsoft Windows HP [

Uersion 5.1.26881]

CC» Copyright 1985-2881 Hicrosoft Corp.
C:“\Documents and Settings“FADI>ftp fadi-co

228 Microsoft FIFP Seru
User (fadi-co:{noneX):
331 Password required
Paszsword

ice
FADI
for FADI.

530 User FADI logged in.

ftp> 7
Commands may he abhreu

delete
debug
dir
discon
get
gloh
hash
help
led

iated. Commands are:

literal prompt send

s put status

mdelete prad trace
nect ndip guit type

mget gquote usep

mkdir recv verhose

mls remotehe lp

mput rename

open rmdipr

:FTP CommandsJl paV &, lag

ol ouwl 3=

L=l sliw) el ados) agllao USER <username> & PASS
) <password>
Ay Serverdl ¢ walo Jusud passiung RECV ol RETR < filename>

A=y Serverd! (J| waloll

ol oowl 3=

29,) paviwusg SEND sl STOR < filename>

P sl oblul aus o

als; pipw Sillg -

oo LSy Lplas
-a ASCII —e EBCDIC - I for Binary Data

| dsub 1= TYPE < type indicator>

L<Byte Size>
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ol Passive clgw duwld=dl gg5 sl PASV
Jumas puy Passiveldl all> s il 3| Active
walo Sl 89, gl 39,9 Al 59 bhsd JlasVI
. Serverd| (sJl 9 o0

uploading & s JlwVl &l> jaxs) Status ol STAT
Downloading

&o Joladl 9 ade B¥)leio 98 oS D9 Delete , cd , mkdir , rename ...
DOSJI pla o9 wlad=oll 9 wlaloll

Remote HostJl go dwl=dl slgsV Close ol QUIT

: COM Components plaziwbl v oMl 9 FTPJI Wl : WU

oo 3> 99 ITC — Internet Transfer Control juc FTPJI plazicw! v weall pcxs
9 oS New Windows Application sLaul 08 <adlg COM Components ControlsJl

s Sl JSeadl

Forml.cs [Design] |

: aJll Name Spaces adlol o8 i

C#:
using System.IO;
using System.Reflection;

VB.NET:
imports System.IO
imports System.Reflection

: Upload ButtonJ!  sJ|  sJWl seSUl @li| o3

C#.

private void button1_Click(object sender, System.EventArgs e)

{

FileInfo thisFile = new FileInfo(tbFile.Text);

Type ITC;

object[] parameter= new object[2];

object ITCObject;

ITC = Type.GetTypeFromProgID("InetCtls.Inet");

ITCObject = Activator.Createlnstance(ITC);

parameter[0] = (string)tbServer.Text;

parameter[1] = (string)"PUT " + thisFile.FullName + " /" + thisFile.Name;
ITC.InvokeMember("execute", BindingFlags.InvokeMethod,null, ITCObject,
parameter);}
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VB.NET:
Private Sub button1_Click(ByVal sender As Object, ByVal e As System.EventArgs)
Dim thisFile As FileInfo = New FileInfo(tbFile.Text)
Dim ITC As Type
Dim parameter(2) As Object
Dim ITCObject As Object
ITC = Type.GetTypeFromProgID("InetCtls.Inet")
ITCObject = Activator.Createlnstance(ITC)
parameter(0) = CType(tbServer.Text, String)
parameter(1) = CType("PUT ", String) + thisFile.FullName + " /" +
thisFile.Name
ITC.InvokeMember("execute", BindingFlags.InvokeMethod, Nothing, ITCObject,
parameter)
End Sub

Name Space (oo >9>90llg Type Class JI JMs o0 ITCIl wayyei @ladl s 00
ol 5505 9 LpolazswV cllsg Object ggudl (0 Array Ld,c oi System.Reflection
ITC Control JI ¢rou0 859>90Jlg INVvokeMember sgioll (sJ] FTP Serverd! 9 waloll
... Object

Pzl (09 aed, piw Sl celell i By

C:\Inetpub\ftproot
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: Web ClassJl plasuiwbl v el 5\ FTPJI Wl : WU

System.Net Name Spaces (o0 859>g0llg web Class plasiwl FTPJl oy Sy
webResponsell ¢ WebRequest Jl go Joleil (8 oS aso Joledl dudoc aning

&0 Joled lpio ds3laiwVl LiSoy > HTTPIl dxo,y 9 lpo Lldoles sull g Classes
i b WS a9 FTP ProtocolJl

pcd Silg WebClient (uMSJl plaxicwl dot net Framework 2 pc> 05 5] WebClient -
LS a4y, puyg System.Net Name Spaces 0 alesiwl piy Silg FTPJl g0 Joleil
SEENE
C#:
using System;
using System.Net;

namespace Web_Client

{
class Program
{
public static void Main(string[] args)
{
string filename = "ftp://ms.com/files/dotnetfx.exe";
WebClient client = new WebClient();
client.DownloadFile(filename, "dotnetfx.exe");
by
by
b
VB.NET:

Imports System
Imports System.Net
Namespace Web_Client

Class Program

Public Shared Sub Main(ByVal args As String())
Dim filename As String = "ftp://ms.com/files/dotnetfx.exe
Dim client As WebClient = New WebClient
client.DownloadFile(filename, "dotnetfx.exe")
End Sub
End Class
End Namespace

n
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t osdo oS Bymu9 FTPII 2o Josdl 1309 Juseni) paiwug FtpRequestCreator -

C#:
using System;
using System.Net;

namespace FTP

{
public class FtpRequestCreator : IWebRequestCreate

{
public FtpRequestCreator()
{
by

public System.Net.WebRequest Create(System.Uri uri)
{

return new FtpWebRequest(uri);
¥
¥
b

VB.NET:

Imports System
Imports System.Net
Namespace FTP

Public Class FtpRequestCreator
Implements IWebRequestCreate

Public Sub New()
End Sub

Public Function Create(ByVal uri As System.Uri) As System.Net.WebRequest
Return New FtpWebRequest(uri)
End Function
End Class
End Namespace

pizg download or upload a file on an FTP server Jos poazxiwwg FtpWebRequest -

C#:
using System;
using System.Net;

namespace FTP

{
public class FtpWebRequest : WebRequest

{

private string username = "Fadi",
internal string password = "fff";
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}

}

private Uri uri;
private bool binaryMode = true;
private string method = "GET";

internal FtpWebRequest(Uri uri)
{

this.uri = uri;

}

public string Username

{

get { return username; }
set { username = value; }

}

public string Password

{
}

public bool BinaryMode
{

set { password = value; }

get { return binaryMode; }
set { binaryMode = value; }

}

public override System.Uri RequestUri

{
}

public override string Method

{

get { return uri; }

get { return method; }
set { method = value; }

}

public override System.Net.WebResponse GetResponse()

{
FtpWebResponse response = new FtpWebResponse(this);

return response;

}
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VB.NET:

Imports System
Imports System.Net
Namespace FTP

Public Class FtpWebRequest
Inherits WebRequest
Private username As String = "Fadi"
Friend password As String = "fff"
Private uri As Uri
Private binaryMode As Boolean = True
Private method As String = "GET"

Friend Sub New(ByVal uri As Uri)
Me.uri = uri
End Sub

Public Property Username() As String
Get
Return username
End Get
Set(ByVal value As String)
username = value
End Set
End Property

Public WriteOnly Property Password() As String
Set(ByVal value As String)
password = value
End Set
End Property

Public Property BinaryMode() As Boolean
Get
Return binaryMode
End Get
Set(ByVal value As Boolean)
binaryMode = value
End Set
End Property

Public Overloads Overrides ReadOnly Property RequestUri() As System.Uri
Get
Return uri
End Get
End Property

Public Overloads Overrides Property Method() As String
Get
Return method
End Get
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Set(ByVal value As String)
method = value
End Set
End Property

Public Overloads Overrides Function GetResponse() As
System.Net.WebResponse
Dim response As FtpWebResponse = New FtpWebResponse(Me)
Return response
End Function
End Class
End Namespace

rosdy oS lpas,ei ping Serverdl L8 oo 3,Jl ados) paxisuug FtpWebResponse -

C#:

using System;

using System.IO;

using System.Net;

using System.Net.Sockets;

namespace FTP

{
public class FtpWebResponse : WebResponse

{
private FtpWebRequest request;

private FtpClient client;

internal FtpWebResponse(FtpWebRequest request)
{

}
}
}

this.request = request;
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VB.NET:

Imports System

Imports System.IO

Imports System.Net
Imports System.Net.Sockets
Namespace FTP

Public Class FtpWebResponse
Inherits WebResponse
Private request As FtpWebRequest
Private client As FtpClient

Friend Sub New(ByVal request As FtpWebRequest)
Me.request = request
End Sub
End Class
End Namespace

Gye9 Jadl ados) pazeow Vgw Sillg Streamd] wa el passiwg FtpWebStream -
FEVIJUSI N

C#:

using System;

using System.IO;

using System.Net.Sockets;

namespace FTP

{

internal class FtpWebStream : Stream
{
private FtpWebResponse response;
private NetworkStream dataStream;

public FtpWebStream(NetworkStream dataStream, FtpWebResponse response)
{
this.dataStream = dataStream;
this.response = response;
by
by
by
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VB.NET:

Imports System

Imports System.IO

Imports System.Net.Sockets
Namespace FTP

Friend Class FtpWebStream
Inherits Stream
Private response As FtpWebResponse
Private dataStream As NetworkStream

Public Sub New(ByVal dataStream As NetworkStream, ByVal response As
FtpWebResponse)
Me.dataStream = dataStream
Me.response = response
End Sub
End Class
End Namespace

:SocketJlg StreamJ|

Stream LibraryJl go Jwolaiug Client / Server u=olu slil o985 Bguw s3=l [1d o9
9 Socketl plaziwl StreamJl ,uc aJlw)| 9 Byte Array (sJ| welodl o= poéi 9w
S > gg,wino il o8 ClientJl gl JLw,VU Lozl ¢35l @xo,4)g « TCP Connection
s JWl Jseadl 9

Form1.cs [Design] | Forml.cs

: aJUJI Name Spaces oz Bgaw
C#:
using System.IO;
using System.Net;
using System.Net.Sockets;
using System.Text;

VB.NET:

imports System.IO

imports System.Net
imports System.Net.Sockets
imports System.Text
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s JUl 5eSUl &Sy 08 Send Buttondl (w9
C#:
try
{
Stream fileStream = File.OpenRead(textBox1.Text);
// Alocate memory space for the file
byte[] fileBuffer = new byte[fileStream.Length];
fileStream.Read(fileBuffer, 0, (int)fileStream.Length);
// Open a TCP Connection and send the data
TcpClient clientSocket = new TcpClient(textBox2.Text,8880);
NetworkStream networkStream = clientSocket.GetStream();
networkStream.Write(fileBuffer, 0, fileBuffer.GetLength(0));
networkStream.Close();

}

catch (Exception ex){MessageBox.Show(ex.Message); }

VB.NET:

Try

Dim fileStream As Stream = File.OpenRead(textBox1.Text)

Dim fileBuffer(fileStream.Length) As Byte
fileStream.Read(fileBuffer, 0, CType(fileStream.Length, Integer))
Dim clientSocket As TcpClient = New TcpClient(textBox2.Text, 8880)
Dim networkStream As NetworkStream = clientSocket.GetStream
networkStream.Write(fileBuffer, 0, fileBuffer.GetLength(0))
networkStream.Close

Catch ex As Exception

Msgbox(ex.Message)

End Try

i (su>9 Stream Object o au ;39 Al 595 Sl walodl d¢l,8) ayladl 9 Lod
© Upoatiy Liodg Byte godl o @d98.00 (| aligxi o 1Y Socketdl ,uc allu)|

Lod S asyg fileStream ouo 859>90llg Read sgiuodl plazuowl assuss o5 fileBuffer
Wlgizo Jlw,| pi > TCP Connectiondl plazxiowl Serverdl go Jlail <Lasl

... NetworkStream Class plaxiwl Serverdl _sJ| fileBufferJl

13> Egpino sLiul pd Az alodl Jlsiwl ope Joiuwoll gy SEIVeEr s3> dsonls
s W JSeadl b ek oS

Fuﬂnlx5[DEﬂgn]|

Eg-]ml-'ile Trarlsferge.r;r;;m b E@g|

|EConnections

: aJUJI Name Spaces oz Wgaw
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C#:

using System.Threading;
using System.Net;

using System.Net.Sockets;
using System.Text;

using System.IO;

VB.NET:

imports System.Threading
imports System.Net

imports System.Net.Sockets
imports System.Text
imports System.IO

: oy LS9 handlerThread lpoowl Sy aJldl MethodJl aslo| i
C#:
public void handlerThread()
{
Socket handlerSocket = (Socket)alSockets[alSockets.Count-1];
NetworkStream networkStream = new
NetworkStream(handlerSocket);
int thisRead=0;
int blockSize=1024;
Byte[] dataByte = new Byte[blockSize];
lock(this)
{
// Only one process can access
// the same file at any given time
Stream fileStream = File.OpenWrite(@"c:\upload");

while(true)

{
thisRead=networkStream.Read(dataByte,0,blockSize);
fileStream.Write(dataByte,0,thisRead);

if (thisRead==0) break;

fileStream.Close();

by

IbConnections.Items.Add("File Written");
handlerSocket = null;

}
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VB.NET:
Public Sub handlerThread()
Dim handlerSocket As Socket = CType(alSockets(alSockets.Count - 1), Socket)
Dim networkStream As NetworkStream = New NetworkStream(handlerSocket)
Dim thisRead As Integer = 0
Dim blockSize As Integer = 1024
Dim dataByte(blockSize) As Byte
SyncLock Me
Dim fileStream As Stream = File.OpenWrite("c:\upload")
While True
thisRead = networkStream.Read(dataByte, 0, blockSize)
fileStream.Write(dataByte, 0, thisRead)
If thisRead = 0 Then
' break
End If
fileStream.Close()
End While
IbConnections.Items.Add("File Written")
handlerSocket = Nothing
End SyncLock
End Sub

99 8880 PortJl _sle TCP Connection zus) cldg 801> S,51 sgiue @Sy 08 o
: b WSg listenerThread Loow! Sy lpade wuailly suol a8l

C#:

public void listenerThread()

{

80);8TcpListener tcpListener = new TcpListener(8
tcpListener.Start();

while(true)

{

Socket handlerSocket = tcpListener.AcceptSocket();
if (handlerSocket.Connected)

{
IbConnections.Items.Add(handlerSocket.RemoteEndPoint. ToString() + "
connected.");

lock (this)

{

alSockets.Add(handlerSocket);

b

ThreadStart thdstHandler = new
ThreadStart(handlerThread);

Thread thdHandler = new Thread(thdstHandler);
thdHandler.Start();

by

¥
}
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VB.NET:
Public Sub listenerThread()
Dim tcpListener As TcpListener = New TcpListener(8880)
tcpListener.Start()
While True
Dim handlerSocket As Socket = tcpListener.AcceptSocket
If handlerSocket.Connected Then
IbConnections.Items.Add(handlerSocket.RemoteEndPoint. ToString + "
connected.")
SyncLock Me
alSockets.Add(handlerSocket)
End SyncLock
Dim thdstHandler As ThreadStart = New ThreadStart(handlerThread)
Dim thdHandler As Thread = New Thread(thdstHandler)
thdHandler.Start()
End If
End While
End Sub

: Form Load gwlyl Jusis Ty was (sl sl seSUl @dlol o8 o0

C#:
private void Form1_Load(object sender, System.EventArgs e)

{
IPHostEntry IPHost = Dns.GetHostByName(Dns.GetHostName());

IbConnections.Text = "My IP address is " +
IPHost.AddressList[0].ToString();

alSockets = new ArrayList();

Thread thdListener = new Thread(new ThreadStart(listenerThread));
thdListener.Start(); }
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VB.NET:

Private Sub Form1_Load(ByVal sender As Object, ByVal e As System.EventArgs)
Dim IPHost As IPHostEntry = Dns.GetHostByName(Dns.GetHostName)
IbConnections.Text = "My IP address is " + IPHost.AddressList(0).ToString
alSockets = New ArrayList
Dim thdListener As Thread = New Thread(New ThreadStart(listenerThread))
thdListener.Start()

End Sub

w0 g9 Led (sllg listenerThread Method JI Juais o5 Threaddl plazscwl

Clientd! o0 il b oSl Jgud pisnw cu> 8880 Portd! (sde aluzaig tepListenerJ
Jlaswl Lad puaw sillg handlerThread sgiuodl sleaiowl &S asyg Portdl s (sle
plazsiwly saxodl US89 lpiu;=ig Lpicl 8 o5 Byte Array (s Lo ;=59 Stream DataJl
Jlg thisRead wloll ouwl sle (Sgizy Silg Streamdl aJ U, 0 > fileStream.WriteJl
...dataByte Array

¢ G W] @i 5\ Aizxow Hrbg FTP JI JgSgigw Jos @b Lw 1isdg
. Network Security Programming JI ;e JWI =l \9 Cuadl puaaw
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Chapter 16

Network Security Programming &
Cryptography

- Cryptography in Dot Net

- Hashing In Dot Net
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P>l o)l alll sy
: Network Security Programming : 16

unauthorized Access Jgxoll jue Jgzall o ULl &loy ooVl oo §Sall yaxlis
* lpodly wudlwl dac plaziwl

et &ldg ,ue.usdl Data Encryption & Decryption -
Ll oo paxid]l a9 o (g8l Authentications -

wl>Mall 9 wlwlowdl Jueisg 3a=s Set Policies & Permissions -
Security JI plazeiwl b L,SS il agloxll oLl &o> s woMl (89 Coed

9 oS g auc o)l wluSoll o dozo dcgoxo (sle Sgixi suillg Namespaces
Ul Jsoadl

System.Security.|

88 Cryptography
{} Permissions
{} Palicy

{} Principal

: Cryptography Namespace Overview : Yol

riii oy Hue i wldoce yazy bo JSu pspi (sl @Sl (sdg:Cryptography in .NET
st cawlbwl JSoin paziiwig yuSellg Cipher Text (sJ| Clear Text o wULI
el By puasi Rudaiuwig « pMicwVl e e s g JLuw,)Ml adee |8 UL
Lo Bunaind; oLl @GV ()] Lpad

15 Syl 2lisol] pasiiwy audy Jiloaol! LslwVl :Symmetric algorithms -A
Y el g sus il Guloc el sy s cady seiisdl g seiisil dulos)

oo dcgozos Jilosodl el s wgall caoesg alilosoll ull dsyylaS dwol cod psS
: 9 Algorithms ClassesJ|

: DES-Data Encryption Standard J| elazeowl jusisdl pcay Sl GuwMSII -
DESCryptoServiceProvider

RC2CryptoServiceProvider : RC2 Algorithms pecay Sl GuwMSII -
RijndaelManaged : Rijndael Managed Algorithms ey Sl (uMSII -

aSidl e Lluls adluw,dl jua i s Jilosodl ol VU ua il (8 8slizall @iy ,hll
0dd LAy As4i Mg 1> adle VST A8 (sl Uazdl aus VB as) bl 0dd plaswl SV
3ol &l adglxo) wldoc lpde Sy =ig G 38 gl Aluw,Jl 2189 (] S38) low SUL
04d J> pig.. Network BandwidthJl o0 035 28 sl L)l o=l e clal

o) pasiung duwss StreamJdl Sgiwoe (sle pii e il adoc Jom S iuoll
o] 2lieo juaisd Gu>liae plasiwl pu cu> CryptoStream Classl]| adosll
b,iaug IV Installation Victor Decryption jusudl &la) zlwog Encryption Kay

&o @bl GuMSIl paxiing suaisdl dldg s isdl ddac (08 pumlivnll Gusi plaziwl
elow el ggig Stream Datall &J ,,05 <> FileStream ol MemoryStreamJ|

S weSiy ol =] TripleDESJ| ooz Bgaw JlinSg « RC2 9| TripleDES 9| DES

. 16 Bits (0 u>lisoll

211



Symmetric Stream Encryption Example:

C#:

byte[] Key = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, Ox11,
0x12, 0x13, 0x14, 0x15, 0x16};

byte[] IV = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, 0x11,
0x12, 0x13, 0x14, 0x15, 0x16};

string phrase = msg.Text;
MemoryStream ms = new MemoryStream();

TripleDESCryptoServiceProvider tdes = new TripleDESCryptoServiceProvider();
CryptoStream csw = new CryptoStream(ms,tdes.CreateEncryptor(Key, 1V),
CryptoStreamMode.Write);

csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length);
csw.FlushFinalBlock();

byte[] cryptdata = ms.GetBuffer();
textBox1.Text=Encoding.ASCIIL.GetString(cryptdata, 0, (int)ms.Length);
VB.NET:

Dim Key As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, &H10,
&H11, &H12, &H13, &H14, &H15, &H16}

Dim IV As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, &H10,
&H11, &H12, &H13, &H14, &H15, &H16}

Dim phrase As String = msg.Text
Dim ms As MemoryStream = New MemoryStream()

Dim tdes As TripleDESCryptoServiceProvider = New
TripleDESCryptoServiceProvider()

Dim csw As CryptoStream = New CryptoStream(ms, tdes.CreateEncryptor(Key,
1V), CryptoStreamMode.Write)

csw.Write(Encoding.ASCII.GetBytes(phrase), 0, phrase.Length)
csw.FlushFinalBlock()

Dim cryptdata As Byte() = ms.GetBuffer()

textBox1.Text=Encoding.ASCII.GetString(cryptdata, 0, CInt(ms.Length))
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Symmetric Stream Decryption Example:

C#:

byte[] Keyy = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, Ox11,
0x12, 0x13, 0x14, 0x15, 0x16};

byte[] IVv = {0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09,0x10, 0x11,
0x12, 0x13, 0x14, 0x15, Ox16};

ms.Position = 0;

byte[] data = new byte[1024];

CryptoStream csr = new CryptoStream(ms,tdes.CreateDecryptor(Keyy,
IVv),CryptoStreamMode.Read);

int recv = csr.Read(data, 0, data.Length);

string newphrase = Encoding.ASCII.GetString(data, 0, recv);
textBox1.Text=newphrase;

VB.NET:

Dim Keyy As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, &H10,
&H11, &H12, &H13, &H14, &H15, &H16}

Dim IVv As Byte() = {&H1, &H2, &H3, &H4, &H5, &H6, &H7, &H8, &H9, &H10,
&H11, &H12, &H13, &H14, &H15, &H16}

ms.Position = 0

Dim data As Byte() = New Byte(1023) {}

Dim csr As CryptoStream = New CryptoStream(ms, tdes.CreateDecryptor(Keyy,
IVv), CryptoStreamMode.Read)

Dim recv As Integer = csr.Read(data, 0, data.Length)

Dim newphrase As String = Encoding.ASCII.GetString(data, 0, recv)
textBox1.Text=newphrase

oo Sl plaziwl alwyoll SULl juiinn aladl (53 o985 il wlixoy (o9
SocketJl ,uc LpJlw, Stream (sJ] 8,80l SULl Jgm o5 i @isludl woLwVI
plazowl Al Jlawl Jasiwodl WO, bl pg8) 05 « Network StreamJl plazeiwl
a0 )lezdl B LS WeSH el &ls adoc « Socketdl ,.c Network StreamJl

oSy Wdasc Byte Array s Ui memory streamJl (sJ| &l )l Joxi of Gzl
r sl JSoadl (50 oSy 5,31 6,0 @b, sl Jg=o wl

Sender Receiver
| NetworkStream | ~| NetworkStream |
| byte array | | Decrypter |
| MemoryStream | | MemoryStream |
| Encrypter | | byte array |
Data Data
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sVl oo Llol ,iST a9 Jiloso mell wglwVIl :Asymmetric algorithms -B
cliso pasiuy el clalg Public Kay ple zlivo plaziwl ULl ;eui5 5] Jilosol
Jodl 989 suaind 128 Bits paxiung u>bianll o @8Me Jls wgSyg Private Kay yol>
o pedy SMlg Jiloso el e il e well woesg WLl Hua sl Ul
: 9 Tow Algorithms Classes plaziwl Private Kay Lol &liaoll

1- DSACryptoServiceProvider for Digital Signature Algorithm

p3éy JaSg &Ll Jowso paseidl 498 (o 3azdl lpio Saplls: auad)ll 451gill
vasdo e pgdy SUS a9 Hash Functiond! plaziwl ddlw)) pasdo adou Jow ol
P35 Jawyol) (509, 84893 oz Silly ol gliaodl (ueSid 0aulgi i Sl aluw)ll
vasloll e ey pg8nd pliwell Bleu Loy Lol @lw,ll go plell Zlicod] Jow
Jowrodl Ll (sl aun)losdl puwss plazwl dUS o Ol g plel 2licod] plaxsowl
By sl Lt sd odicuol] g sl Al )l paxlo OIS 151 (pazloll Huaii (58
sy 98 luwyJl Jowyw pazaidl Ul o Gexin Baie Jow ol

plell zliaoll adgid DSACryptoServiceProviderdl o instance ¢soins VBguw auladl o9
hash sign aJgi aa=alg Byte Array (s ai;%59 Hash sign Valuedl usSs o3 yolxls
Ll olo avwss 98 pazxadl ul 8 aie Lolas 1518 &,Ludl a,lesg 10> value
rosd LoSg alw ol

C#:
using System;
using System.Security.Cryptography;

class DSACSPSample

{
static void Main()
{
try
{

//Create a new instance of DSACryptoServiceProvider to generate
//a new key pair.
DSACryptoServiceProvider DSA = new DSACryptoServiceProvider();

//The hash value to sign.

byte[] HashValue =
{59,4,248,102,77,97,142,201,210,12,224,93,25,41,100,197,213,134,130,135};
//The value to hold the signed value.

byte[] SignedHashValue = DSASignHash(HashValue, DSA.ExportParameters(true),
"SHA1");

//Verify the hash and display the results.

if(DSAVerifyHash(HashValue, SignedHashValue, DSA.ExportParameters(false),
IISHAlII))

{Console.WriteLine("The hash value was verified.");}

else

{Console.WriteLine("The hash value was not verified."); }}
catch(ArgumentNullException e)

{Console.WriteLine(e.Message); }

b

public static byte[] DSASignHash(byte[] HashToSign, DSAParameters DSAKeyInfo,
string HashAlg)
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try

{
//Create a new instance of DSACryptoServiceProvider.
DSACryptoServiceProvider DSA = new DSACryptoServiceProvider();

//Import the key information.
DSA.ImportParameters(DSAKeyInfo);

//Create an DSASignatureFormatter object and pass it the
//DSACryptoServiceProvider to transfer the private key.
DSASignatureFormatter DSAFormatter = new DSASignatureFormatter(DSA);

//Set the hash algorithm to the passed value.
DSAFormatter.SetHashAlgorithm(HashAlg);

//Create a signature for HashValue and return it.
return DSAFormatter.CreateSignature(HashToSign);

by
catch(CryptographicException €)

{Console.WriteLine(e.Message);return null;}

}

VB.NET:
Imports System
Imports System.Security.Cryptography

Friend Class DSACSPSample

Shared Sub Main()

Try
'Create a new instance of DSACryptoServiceProvider to generate
'a new key pair.

Dim DSA As DSACryptoServiceProvider = New DSACryptoServiceProvider()

"The hash value to sign.

Dim HashValue As Byte() = {59, 4, 248, 102, 77, 97, 142, 201, 210, 12,

224, 93, 25, 41, 100, 197, 213, 134, 130, 135}

'The value to hold the signed value.

Dim SignedHashValue As Byte() = DSASignHash(HashValue,
DSA.ExportParameters(True), "SHA1")

'Verify the hash and display the results.
If DSAVerifyHash(HashValue, SignedHashValue,
DSA.ExportParameters(False), "SHA1") Then
Console.WriteLine("The hash value was verified.")
Else
Console.WriteLine("The hash value was not verified.")
End If
Catch e As ArgumentNullException
Console.WriteLine(e.Message)
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End Try
End Sub
Public Shared Function DSASignHash(ByVal HashToSign As Byte(), ByVal
DSAKeyInfo As DSAParameters, ByVal HashAlg As String) As Byte()
Try
'Create a new instance of DSACryptoServiceProvider.
Dim DSA As DSACryptoServiceProvider = New DSACryptoServiceProvider()

'Import the key information.
DSA.ImportParameters(DSAKeyInfo)

'Create an DSASignatureFormatter object and pass it the

'DSACryptoServiceProvider to transfer the private key.

Dim DSAFormatter As DSASignatureFormatter = New
DSASignatureFormatter(DSA)

'Set the hash algorithm to the passed value.
DSAFormatter.SetHashAlgorithm(HashAlg)

'Create a signature for HashValue and return it.
Return DSAFormatter.CreateSignature(HashToSign)
Catch e As CryptographicException
Console.WriteLine(e.Message)
Return Nothing
End Try
End Function

C#:
public static bool DSAVerifyHash(byte[] HashValue, byte[] SignedHashValue,
DSAParameters DSAKeyInfo, string HashAlg)
{

try

{
//Create a new instance of DSACryptoServiceProvider.
DSACryptoServiceProvider DSA = new DSACryptoServiceProvider();

//Import the key information.
DSA.ImportParameters(DSAKeyInfo);

//Create an DSASignatureDeformatter object and pass it the
//DSACryptoServiceProvider to transfer the private key.
DSASignatureDeformatter DSADeformatter = new DSASignatureDeformatter(DSA);

//Set the hash algorithm to the passed value.
DSADeformatter.SetHashAlgorithm(HashAlg);

//Verify signature and return the result.
return DSADeformatter.VerifySignature(HashValue, SignedHashValue);

b
catch(CryptographicException e){Console.WriteLine(e.Message);return false;}}}
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VB.NET:

Public Shared Function DSAVerifyHash)ByVal HashValue As Byte .()ByVal
SignedHashValue As Byte .()ByVal DSAKeyInfo As DSAParameters .ByVal HashAlg
As String (As Boolean

Try

'Create a new instance of DSACryptoServiceProvider.

Dim DSA As DSACryptoServiceProvider = New DSACryptoServiceProvider()

'Import the key information .
DSA.ImportParameters(DSAKeyInfo(

'Create an DSASignatureDeformatter object and pass it the
'DSACryptoServiceProvider to transfer the private key.

Dim DSADeformatter As DSASignatureDeformatter = New
DSASignatureDeformatter(DSA(

'Set the hash algorithm to the passed value.
DSADeformatter.SetHashAlgorithm(HashAlg(

'Verify signature and return the result .
Return DSADeformatter.VerifySignature(HashValue, SignedHashValue(
Catch e As CryptographicException
Console.WriteLine(e.Message(
Return False
End Try
End Function

2- RSACryptoServiceProvider
9 non inherited Class ga9 Jiloio juedl jua il &ldg jue il <l,>] 09 pasiwyg
claodl 2ol elJs9 RSACryptoServiceProviderdl oo 1> instance ¢sains Bgw aladl
bl el il pots o5 o9 @l 2o pladl Zlisall (39509 Loldly plal
rosJUl JSLid] 8 oS puig polzdl 2 licodl plaziwl

iioaal s ooyl 1 ) &gl By (ol g ( Wb e o plall ) (sl g pl ke iy ke s
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C#:
using System;
using System.Security.Cryptography;
using System.Text;

class RSACSPSample

{
static void Main()
{
try
{

//Create a UnicodeEncoder to convert between byte array and string.
UnicodeEncoding ByteConverter = new UnicodeEncoding();

//Create byte arrays to hold original, encrypted, and decrypted data.
byte[] dataToEncrypt = ByteConverter.GetBytes("Data to Encrypt");
byte[] encryptedData;
byte[] decryptedData;

//Create a new instance of RSACryptoServiceProvider to generate
//public and private key data.
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider();

//Pass the data to ENCRYPT, the public key information

//(using RSACryptoServiceProvider.ExportParameters(false),

//and a boolean flag specifying no OAEP padding.

encryptedData = RSAEncrypt(dataToEncrypt,RSA.ExportParameters(false), false);

//Pass the data to DECRYPT, the private key information

//(using RSACryptoServiceProvider.ExportParameters(true),

//and a boolean flag specifying no OAEP padding.

decryptedData = RSADecrypt(encryptedData,RSA.ExportParameters(true), false);

//Display the decrypted plaintext to the console.
Console.WriteLine("Decrypted plaintext: {0}",
ByteConverter.GetString(decryptedData));

by
catch(ArgumentNullException) {Console.WriteLine("Encryption failed.");}

¥
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VB.NET:

Imports System

Imports System.Security.Cryptography
Imports System.Text

Friend Class RSACSPSample

Shared Sub Main()
Try
'Create a UnicodeEncoder to convert between byte array and string.
Dim ByteConverter As UnicodeEncoding = New UnicodeEncoding()

'Create byte arrays to hold original, encrypted, and decrypted data.

Dim dataToEncrypt As Byte() = ByteConverter.GetBytes("Data to
Encrypt")

Dim encryptedData As Byte()

Dim decryptedData As Byte()

'Create a new instance of RSACryptoServiceProvider to generate
'public and private key data.
Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider()

'Pass the data to ENCRYPT, the public key information

'(using RSACryptoServiceProvider.ExportParameters(false),

'and a boolean flag specifying no OAEP padding.

encryptedData = RSAEncrypt(dataToEncrypt,
RSA.ExportParameters(False), False)

'Pass the data to DECRYPT, the private key information

'(using RSACryptoServiceProvider.ExportParameters(true),

'and a boolean flag specifying no OAEP padding.

decryptedData = RSADecrypt(encryptedData,
RSA.ExportParameters(True), False)

'Display the decrypted plaintext to the console.
Console.WriteLine("Decrypted plaintext: {0}",
ByteConverter.GetString(decryptedData))
Catch el As ArgumentNullException
Console.WriteLine("Encryption failed.")
End Try
End Sub
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C#:
static public byte[] RSAEncrypt(byte[] DataToEncrypt, RSAParameters RSAKeyInfo,
bool DoOAEPPadding)

{

try{
//Create a new instance of RSACryptoServiceProvider.
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider();

//Import the RSA Key information. This only needs
//to include the public key information.
RSA.ImportParameters(RSAKeyInfo);

//Encrypt the passed byte array and specify OAEP padding.
//OAEP padding is only available on Microsoft Windows XP or
//later.
return RSA.Encrypt(DataToEncrypt, DOOAEPPadding);
by
//Catch and display a CryptographicException
//to the console.
catch(CryptographicException e){Console.WriteLine(e.Message);return null;}

}

VB.NET:
Shared Public Function RSAEncrypt)ByVal DataToEncrypt As Byte (()ByVal
RSAKeyInfo As RSAParameters (ByVal DoOOAEPPadding As Boolean (As Byte()
Try
'Create a new instance of RSACryptoServiceProvider.
Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider()
'Import the RSA Key information. This only needs
'to include the public key information.
RSA.ImportParameters(RSAKeyInfo(
'Encrypt the passed byte array and specify OAEP padding .
'OAEP padding is only available on Microsoft Windows XP or
"later .
Return RSA.Encrypt(DataToEncrypt, DoOOAEPPadding(
'Catch and display a CryptographicException
'to the console.
Catch e As CryptographicException
Console.WriteLine(e.Message(
Return Nothing
End Try
End Function
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C#:
static public byte[] RSADecrypt(byte[] DataToDecrypt, RSAParameters
RSAKeyInfo,bool DOOAEPPadding)

{

try

{

//Create a new instance of RSACryptoServiceProvider.
RSACryptoServiceProvider RSA = new RSACryptoServiceProvider();
//Import the RSA Key information. This needs

//to include the private key information.
RSA.ImportParameters(RSAKeyInfo);

//Decrypt the passed byte array and specify OAEP padding.
//OAEP padding is only available on Microsoft Windows XP or
//later.
return RSA.Decrypt(DataToDecrypt, DOOAEPPadding);
by
//Catch and display a CryptographicException
//to the console.
catch(CryptographicException e){Console.WriteLine(e.ToString());return null;}

3}

VB.NET:

Shared Public Function RSADecrypt)ByVal DataToDecrypt As Byte .()ByVal
RSAKeyInfo As RSAParameters .ByVal DoOAEPPadding As Boolean (As Byte()
Try

'Create a new instance of RSACryptoServiceProvider.

Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider()
'Import the RSA Key information. This needs

'to include the private key information.

RSA.ImportParameters(RSAKeyInfo(

'Decrypt the passed byte array and specify OAEP padding .
'OAEP padding is only available on Microsoft Windows XP or
"later .
Return RSA.Decrypt(DataToDecrypt, DoOAEPPadding(
'Catch and display a CryptographicException
'to the console.
Catch e As CryptographicException
Console.WriteLine(e.ToString(()
Return Nothing
End Try
End Function
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C#:

SHA1Managed shaM1 = new SHA1Managed ();

byte[] my_kayl= ASCIIEncoding.ASCII.GetBytes("convert this text to hash code");
byte[] hashed_kayl = shaM1.ComputeHash(my_kay1);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay1));

SHA256Managed shaM2 = new SHA256Managed();

byte[] my_kay2= ASCIIEncoding.ASCII.GetBytes("convert this text to hash code");
byte[] hashed_kay2 = shaM2.ComputeHash(my_kay2);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay2));

SHA384Managed shaM3 = new SHA384Managed ();

byte[] my_kay3= ASCIIEncoding.ASCII.GetBytes("convert this text to hash code");
byte[] hashed_kay3 = shaM3.ComputeHash(my_kay3);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay3));

SHA512Managed shaM4 = new SHA512Managed ();

byte[] my_kay4= ASCIIEncoding.ASCII.GetBytes("convert this text to hash code");
byte[] hashed_kay4 = shaM4.ComputeHash(my_kay4);
MessageBox.Show(ASCIIEncoding.ASCII.GetString(hashed_kay4));

VB.NET:

Dim shaM1 As SHA1Managed = New SHA1Managed

Dim my_kay1 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to
hash code")

Dim hashed_kay1 As Byte() = shaM1.ComputeHash(my_kay1)
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay1))

Dim shaM2 As SHA256Managed = New SHA256Managed

Dim my_kay2 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to
hash code")

Dim hashed_kay2 As Byte() = shaM2.ComputeHash(my_kay2)
Msgbox(ASCIIEncoding.ASCIIL.GetString(hashed_kay2))

Dim shaM3 As SHA384Managed = New SHA384Managed

Dim my_kay3 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to
hash code")

Dim hashed_kay3 As Byte() = shaM3.ComputeHash(my_kay3)
Msgbox(ASCIIEncoding.ASCII.GetString(hashed_kay3))

Dim shaM4 As SHA512Managed = New SHA512Managed

Dim my_kay4 As Byte() = ASCIIEncoding.ASCII.GetBytes("convert this text to
hash code")

Dim hashed_kay4 As Byte() = shaM4.ComputeHash(my_kay4)
Msgbox(ASCIIEncoding.ASCIIL.GetString(hashed_kay4))
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Chapter 17
Socket Permissions

- Permission Namespace Overview
- Security Action
- Socket Access property
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: Permission Namespace Overview : 17

Socket JI sy wl>Mall o glol &M s woall (sd Permission NamespaceJ| p.c.vig
.. Role- based permissionsJlg Identity PermissionsJlg permissions

Olaxo 9 Socketdl plaziowl wlaoMo vax o iSoeig :Socket Permission
oo SocketPermissionAttribute ¢ SocketPermission olazeowl oSl

&io & JlieSg System.Security.Permissions NamespacesJdlg System.NetJ!

s S paug « Listener Applicationdl go JLasVl 0 o Client Host Address
Sl HostUl ulgic g Access KindJly adosll g5 lpsd >a=i SocketPermission Attribute
TCP a>g0 ,u¢ gl a>g90 slgw TransportJl g gi9 Portdl 08,9 Permissiond| ale §ularw
.UDP gl

&> uc SocketJL loopback 127.0.0.1 AddressJl Jlail gio Jlodl 13d (a9 2y,
LAl Socketl g9 e il Lasig Ports

[SocketPermission(SecurityAction.Deny, Access="Connect",
Host="127.0.0.1",Port="All", Transport="All")]

tob Se by sl dadoel £ LA 0 SecurityAction objectJl LuSou

[FocketPermission(Securityict in:ln.l, Access="Connect™,

e Demand

e Deny

= Inheritancebemand
= LinkDemand

= Permitonly

= RequestMinimum
=F RequestOptional
= RequestRefuse

33320 audoc cl,>| o yuso Client Host zlowud! Lsusig :Assert

StackJl aslhio 9 gai sl Classesdl guo> (sde wlaoMall subi susig :Demand
Defined AbstractJl _slcl

o ddoc <l,>] o Client HostJl gio susig :Deny

ClassJl & uw Sl Classdl sle wlm>Mall gudoi 99 @ InheritanceDemand
N

Sa=oll Client Userdl lac Access]l gio> gios 4499 :PermitOnly
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Chapter 18
Packet Sniffer & Row
Programming

- Introduction to Row Programming
- Create a Packet Sniffer Application
- Using ARP,RARP in Security Programming.
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Part 6
Multithreading

Chapter 19: Multithreading Using & Managing




Fadi Abdel-gader - Dot Net Networks & TCP/IP Programming

Chapter 19
Multithreading
Using & Managing

- Introduction to Threading in Dot Net
- Threading Classes & Members
- Multithreading & Network Applications
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Appendixes

- System.Net Namespace

- System.Net.Socket Namespace

- System.Threading Namespace

- System.Runtime.Remoting

- System.Runtime.Serialization




1- System.Net Namespace Classes

w09 Web Protocols g Transport Layer g Application Layer axo s pclig

Class
Authorization
Cookie

Dns

EndPoint
GlobalProxySelection
HttpVersion

HttpWebRequest
HttpWebResponse
[PAddress
IPEndPoint

IPHostEntry
NetworkCredential

SocketAddress
SocketPermission
WebClient

WebException

WebPermission

WebPermissionAttribute

WebProxy
WebRequest

WebResponse

Libolaziawlg Classes 01D ol

Description
Provides authentication messaging for a web server.

Provides a set of properties and methods used to manage cookies.
This class cannot be inherited.

Simple domain name resolution functionality.
Identifies a network address. This is an abstract class.
Global default proxy instance for all HTTP requests.

Defines the HTTP version numbers supported by the
HttpWebRequest and HttpWebResponse classes.

HTTP-specific implementation of the WebRequest class.
HTTP-specific implementation of the WebResponse class.
Internet Protocol (IP) address.

A network endpoint consisting of an IP address and a port
number.

Container class for Internet host address information.

Provides credentials for password-based authentication schemes
such as basic, digest, NTLM, and Kerberos authentication.

Stores serialized information from EndPoint-derived classes.
Controls rights to make or accept socket connections.

Provides common methods for sending data to and receiving data
from a resource identified by a URI.

The exception that is thrown when an error occurs while
accessing resources via the HTTP protocol.

Controls rights to access HTTP Internet resources.
Specifies permission to access Internet resources.
Contains HTTP proxy settings for the WebRequest class.

Makes a request to a Uniform Resource Identifier (URI). This
class is abstract.

Provides a response from a Uniform Resource Identifier (URI).
This class is abstract.
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2- System.Net.Socket Namespace Classes

TCP & UDP aol>g Transport Layerdl axoy e wawlwl JSw ;S 09
:lboc W\l Classesdl pdl (09 Socket Ptogramming

Class Description

LingerOption  Contains information about the amount of time it will remain available
after closing with the presence of pending data (the socket's linger time).

MulticastOption Contains IP address values for IP multicast packets.
NetworkStream Provides the underlying stream of data for network access.
Socket Implements the Berkeley sockets interface.
SocketException The exception that is thrown when a socket error occurs.
TepClient Provides client connections for TCP network services.

TcpListener Listens for connections from TCP network clients. This is essentially the
TCP server class.

UdpClient Provides User Datagram Protocol (UDP) network services.
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3- System.Threading Namespace Classes

W\ Ao luionll sessiondl (£ alosio Session Jox) ThreadingJl paswicww

acgoxo System.Threading pc)ig Asynchronous H =l velawl 99 2wl
S\ oS 9 ThreadingJl wldoc 6,151 9 piaiai s\Jlg ClassesJd! o

Class Description

AutoResetEvent This event notifies one or more waiting threads that an
event has occurred.

Interlocked This class protects against errors by providing atomic
operations for variables that are shared by multiple
threads.

ManualResetEvent This event occurs when notifying one or more waiting
threads that an event has occurred.

Monitor This class provides a mechanism that synchronizes access
to objects.

Mutex A synchronization primitive that grants exclusive access to

a shared resource to only one thread. It can also be used
for inter-process synchronization.

ReaderWriterLock This class defines a lock that allows single-writer and
multiple-reader semantics.

RegisteredWaitHandle This class represents a handle that has been registered
when calling the RegisterWaitForSingleObject() method.

SynchronizationLockException This exception is thrown when a synchronized method is
invoked from an unsynchronized block of code.

Thread This class creates and controls a thread, sets its priority,
and gets its status.

Thread AbortException This exception is thrown when a call is made to the
Abort() method.

ThreadExceptionEventArgs This class provides data for the ThreadException event.

ThreadInterruptedException ~ This exception is thrown when a thread is interrupted
while it is in a waiting state.

ThreadPool This class provides a pool of threads that can be used to
post work items, process asynchronous I/O, wait on behalf
of other threads, and process timers.

ThreadStateException This is the exception that is thrown when a thread is in an
invalid state for the method call.

Timeout This class simply contains a constant integer used when
we want to specify an infinite amount of time.

Timer This class provides a mechanism for executing methods at
specified intervals.

WaitHandle This class encapsulates operating system-specific objects
that wait for exclusive access to shared resources.
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Public Method Name
Abort()

AllocateDataSlot()

Description

This overloaded method raises a ThreadAbortException in the
thread on which it is invoked, to begin the process of
terminating the thread. Calling this method usually terminates
the thread.

This static method allocates an unnamed data slot on all the
threads.

AllocateNamedDataSlot() This static method allocates a named data slot on all threads.

FreeNamedDataSlot()
GetData()

GetDomain()
GetDomainID()
GetHashCode()
GetNamedDataSlot()
Interrupt()

Join()

ResetAbort()

Resume()
SetData()

Sleep()
SpinWait()
Start()

Suspend()

This static method frees a previously allocated named data slot.

This static method retrieves the value from the specified slot on
the current thread, within the current thread's current domain.

This static method returns the current domain in which the
current thread is running.

This static method returns a unique application domain
identifier.

This method serves as a hash function for a particular type,
suitable for use in hashing algorithms and data structures like a
hash table.

This static method looks up a named data slot.

This method interrupts a thread that is in the WaitSleepJoin
thread state.

This overloaded method blocks the calling thread until a thread
terminates.

This static method cancels an Abort() requested for the current
thread.

This method resumes a thread that has been suspended.

This static method sets the data in the specified slot on the
currently running thread, for that thread's current domain.

This static and overloaded method blocks the current thread for
the specified number of milliseconds.

This static method causes a thread to wait the number of times
defined by the iterations parameter.

This method causes the operating system to change the state of
the current instance to ThreadState.Running.

This method will either suspend the thread, or if the thread is
already suspended, has no effect.
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Public Property
Name

ApartmentState

CurrentContext

CurrentCulture

CurrentPrincipal

CurrentThread
CurrentUICulture

IsAlive
IsBackground

IsThreadPoolThread
Name

Priority

ThreadState

: ThreadingJUL a.ol=Jl ProparitesJ! ol o9
Description

Sets or gets the apartment state of this thread.

This static property gets the current context in which the thread is
executing.

Sets or gets the culture for the current thread.

This static property sets or gets the thread's current principal. It is
used for role-based security.

This static property gets the currently running thread.

Used at run time, this property sets or gets the current culture used
by the Resource Manager to look up culture-specific resources.

Gets a value that indicates the execution status of the current thread.

Sets or gets a value that indicates whether a thread is a background
thread or not.

Gets a value indicating whether a thread is part of a thread pool.
Sets or gets the name of the thread.
Sets or gets a value that indicates the scheduling priority of a thread.

Gets a value that contains the states of the current thread.
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