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3

Network 4@ computer L Je Jssa poi

Network and sharing center

Organize = Metwork and Sharing Center Add a printer Add a wireless device

4 .7 Favorites 4 Computer (1)
B Desktop

& Downloads %& WIN-IGLBG2MF7GN

;
=) Recent Places

4| o Libraries
» 3 Docurmnents
2 J’F Music
* || Pictures
- B Videos

> 1M Computer

| - €l Network
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T "L: » Control Panel » All Control Panel ltems »  Network and Sharing Center

View your basic network information and set up connections
Control Panel Horme

View your active networks

Change adapter settings
Change advanced sharing Unidentified network Access type: No network access
settings Public network Connections: @ Local Area Connection 3

Change your networking settings

4 Setup a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair netw ork problems, er get troubleshooting information.

oS Je oY ) Jew psi ¢ change adapter setting sy psi 15 dng
Internet protocol Ll ¢ jefles ¢ Ethernet o LAN il

- Y version V4
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+ ._.@ b Control Panel » Metwork and Internet » Metwork Connections

Organize =

Dizable this network device

Bluetooth Ethernet

- I!
K

Local Area

Metwaork

Connection 2

Connecticon
WHd9-o |‘l i) Network Connections
Home 1
1 &, ControlPanel » Metwork and Internet » Network Connections
% cut
23 Copy ion Rename this connection
Paste .
+ < Format Paint —
Clipboard Networking Sharing / /
[v] Connect using :
: @ Realtek PCle FE Family Cortroller ﬁ x uﬂUM
- rea Wi-Fi
o3
N This connection uses the following tems:
421005 Packet Scheduler ~
R [ -2 Microseft Network Adapter Multiplexor Protocol
~ <& Microsoft LLDP Frotocol Diver

-4 Link-Layer Topology Discovery Mapper /0 Driver
~4- Link-Layer Topology Discovery Responder

i Intemet Protocal Version & (TCP/PVE)
¥ et Protocol Version 4 (TCP/IPvé)

: .
- < >

Description

Transmission Control Protocol/irtemet Protocol. The defaut
wide area network protocl that provides communication
across diverse interconnected netwarks

Gt

1item selected

5 items.

Diagnose this connection

Local Area

Connection 3

View status of this connection >

-

¢

Rename this connection

&
Search Network .. @ @
& Fina -
2~ @M @ aBbCeDe | & Reptace
ibtie Em... _ Change
| stytes~ | [ select-

| Editing

» (&

“oowd
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General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IFP address: |

Subnet mask: |

Default gateway: |

Cbtain DNS server address automatically
{®) Use the following DNS server addresses:

Preferred DMS server: |

Alternate DMS server; |

[ ] validate settings upon exit

ok || cancel |

A Private TP address suscas Ggos so TP cllast agi Copun 2Kl s 3

—: @YKC
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General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrataor
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168 . 1 . 1

subnet mask: | B .255.255. O

Default gateway: |

Obtain DM5 server address automatically
(@) Use the following DS server addresses:

Preferred DMS server; |

Alternate DMS server: |

[ |validate settings upon exit

Ok || Cancel |

OY Olgalt (3 w2 i any 192.168.1 15 0 2 (i) 3L O olele s

Y05 V) L O o) 8l 3 Aol JaY) &) LUk
192.168.1.2
192.168.1.3

192.168.1.4
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o= oY) cnbe Jlast dlaa OF e i) 2 OF g andl pan o oY) o Loy
VS 5Ld Olge ¢ PING o 50

WSy oy 32 Lgis dxly IS o bl ) Jlyl oz e PING 192.168.1.2

GV @l ayl el 5, O gt JLas) e
Replay from 192.168.1.2
Replay from 192.168.1.2
Replay from 192.168.1.2

Replay from 192.168.1.2

U’L Ll s JLE.gY) Jlas¥ 1 & Lled) o (}3.3 oYU oA g bl b>. -

3V
Network ¢mmmmm computer

¢mmm  Network and sharing center  (ummmmm
turn windows firewall on s or off Firewall

Turn of firewall ¢—
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@ + 4 == » Control Panel + All Control Panel ltems » Metwork and Sharing Center

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also

HomeGroup

Intel ® PROSet/Wireless Tools
Internet Opticns

Windows Firewall

@l mlla adldlae|

View your basic network information and set 1

View your active networks

Unidentified network
Public network C

Change your networking settings

4 Setup a new connection or network

Set up a broadband, dial-up, or VPN connection; ¢

@ Troubleshoot problems
Diagnese and repair network problems, or get trou

11



Customize settings for each type of network

You can modify the firewall settings for each type of network that you use.
Private network settings

@ () Turn on Windows Firewall

Block all incorning connections, including those in the list of allowed apps

| Motify me when Windows Firewall blocks a new app
@ (@ Turn off Windows Firewall (not recommended)

Public network settings
@ () Turn on Windows Firewall

Block all incorning connections, including those in the list of allowed apps

| Motify me when Windows Firewall blocks a new app

@ (® Turn off Windows Firewall (not recommended)

@l mlla adldlae| 12



S A Ll s 3L sl S5 n Sy wliley bl Jols Sllens psi5 OV
3 el UL olsaN) jlasl g a5l S oy 8Y) 55 o5 V) Sb e Sl
oy el ldall sl psi Ll Add Jlas) ¢ psgmsll woa ) EVeEryOne e

- L}YK‘ULZ% 9‘];

Lecture
General | Sharng | Securty | Customize 1.docx

Metworl File and Folder Sharing

MNew folder
l Shared

Metwark Path:
WYWMOHMED  Usersalrashdi®DesltopMew folder

Advanced Sharing

Set custom permissions, create multiple shares, and set other Mew folder
advanced sharing options.

'@'Mvanced Sharing...

Password Protection

People without 3 user accourt and password for this computer
can access folders shared with evenyone.

To change this setting, use the Network and Sharing Center.

@l mlla adldlae| 13



Choose people to share with

Type a name and then click Add, or click the arrow to find somecne.

alrashdi

asd

Guest

Everyone

Create a new user...

I'm having trouble sharing

| I@Shan:: || Cancel

@l mlla adldlae| 14



Choose people to share with

Type a name and then click Add, or click the arrow to find someone,

|1 v

Mame Permiszion Level

2 alrashdi Chwner
42 Everyone Read =

I'm having trouble sharing

done & share e i &
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Individual ltems

h sl allullne

\WELRASHD UsershalrashdihDesktoph sad |l ailwllus

Show me all the network shares on this computer.

o~ gl 1p address 3, (S5 WesSilee ¢ ) ol e gamdl L e Jealls
—: P (run) Jesd asle s Gagd)

s Typethe name of a program, folder, document, or Internet
—_— rescurce, and Windows will open it for you.

Open: | 4192.168.1.2

Cancel Browse...

@l mlla adldlae| 16



(i) Wireless LAN a2 s by -2

Cgwg ACCess POINE  gb e aSUeY ojerl a0gag Loy 2AS Lgw odas Bgen OV

2 W5 Cisco ;s » Linksys ¢4 o Access point Lab 1is & pasans

Ju el
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oS il oo 28 Sler b e cas S bl e Jss )l omg—: LB

(Telnet) s

ol el G s eeSYL LY Yl Lo (ot s S sl e Jssall
Ju el 3 L' Linksys agell vl ai say 28V gl S

Open Network and Sharng Center

P ————
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o 192.168.1.1 See Tayy Lew¥1 3 4l 5 35le, [P Address e s Lt

Y JSKad 2 LS Internet explorer  f Js Jgsuy 2523 192.168.0.1
T R B < 0 secee (X 401 Unauthorized [ESR o™ >

19216811 3| X

n
b

SIEREEEISNIHNE, PCPETS EESRIINES [ O3 SR

Chrome | Jsball rosst Ay &

0 B D
http://192.168.1.1/ Jweas Jis i Josall Jonat o8 - gy yud o8 2L T-Ab)a Google craigslist: dallas / fort worth classi...
[ Jsm) Sl padiall sl 53] o

L300 GaS; padius awl JUo| hitp://192168.1.1:80 polivl ket [ == e
ki 5 I ]

pasiall Al * =0 &‘: M B

1 a0a daiS
’ e s
bl o ko wis SN Chrome 33w
&  waEH Es > B Sitall — — e S—

EN 11:18 AM

~ |m S
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DHCP . IP sl oall o8 Jaf O oo Lae

3 Lﬁ,] Local Area Connection Properties
— — - - — e

Metworking |h.rthentication IShanngl

“"l 5 "ﬁm Renarne this connection Change settings of this connecti
[nection = | VMware Network Adapter VMnetl
nplugged &.{b Unidentified network

Connect using:

‘ @ Marvell Yulon 38E8072 PCI-E Gigabit Ethemet Co

This connection uses the fallowing tems:

% Clignt for Microsoft Networks

QVMware Bridge Protocol

g\ﬁrtual Machine Network Services

431005 Packet Scheduler

g File and Prirter Sharing for Microsoft Netwarks
<& |mtemet Protocol Version & (TCP/IPvE)

=i |ntemet Protocol Version 4 (TCP/1Pvd)

1 ] |
[ Instal..

Description
Transmission Contral Protocol/Intemet Protocol. The de

wide area netwark protocol that provides communicatio
across diverse interconnected networks.

Uningtall

BEESDT2 PCI-E Gig... WMware Virtual Ethernet Adapter ...

| Intenet Protocol Version 4 (TCP/L

General | Alternate Configuration |

¥ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:

IP address:

Subret mask:

Default gateway:

(@ Obtain DNS server address automatically

() Use the following DNS server addresses:

Preferred DMNS server:

Alternate DS server:

[validate settings upon exit

@l mlla adldlae|
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05T AW @ pasandd oo b ol andsy pusd) oot JlsT clae by SIS Ans
g S Ae 3 admin wdSTolsfy 1234 LB s 4 1S adt L admin

admin |, \ ads

JU) 56U W els admin el 2.lS” admin pasecd) oty 2,18 dey

sasic st [ I

19216811 [ 'O -

Access Applications &
Restrictions Gaming

Setup | Wireless Security Storage Administration Status

Basic Setup | D

Language

Select your language English =l

Internet Setup

Internet Connection Type Static IP [=]

Internet IP Address: 10 0 o .99
Subnet Mask: 12585 255 255 0
Default Gateway: 10 0 0 e
DNE 1: 2 A 8 -
DS 2 (Opticazl): 8 .8 4 an
DNE 3 (Optional): 0 |0 0 .o

Optional Settings

(required by some Internet Host Name:

Service Providers)
Domain Name:
WTU Auto [=] size: [1500 E

Router Address IP Addrass: 182 . |168 1 1

Subnet Mask: 255.255.255.0 El
URL Address hittp://WRTE10N.com

DHCP Server Setting | DHCP Ssrvar: © Enabled ) Disabled | DHCP Reservation

Start P Address: 182168 1. [100
Maximum Number of -
=0
Users:
IP Address Rangs: 192,168 .1. 100 to 145
Client Lease Time: 0 minutes (0 means one day)
Static DNS 1: [ 8 -8 ]
Static DNS 2: [ 8 |2 4
Static DNS 3: 0 0 |0 0 L4
WINS: 0 0 |0 0

Time Settings
Time Zane (GMT-08:00) Pacific Time (USA & Canada) [+]

% . m Bl ol

BN L i e
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5SS G ) fid G @) sl e IS s Ll KA1 (3 ST 58 sue glas Coau

Setup

sl a g basic setup sl .o i sue Jo (g92d

iy S YL ezl olgaY) T T RO S JUIRY O3] Internet setup
o Us Ll e sy Gan o jled TP Address absl o858 copl e s
DHCP sk .=

Network setup

opd ackindy Cisy SV glial Ip Address g

DHCP Server setup

wif o La) DHCP . IP Address Lo Jyad) dods Joais pie ol Jeads oz 4
IP Lﬂg.d.\ ey (’)’aﬂ J}w Slize Lﬂg? oj\@q—‘})\ ol d}w gJJ\ [P Address <A
192.168.1.200 =5 192.168.1.50 » Sz 14, Address
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QU e sles”
Basic Setup [ %

1921681100 D &

Applications &

. Administration  Status
Gaming

Sefup = Wireless  Security  Storage

BasicSep | DDNS |

Select your language | Englsh [+]
Inernet Setup
Internet Connection Trpe | Stalic P |Z|

Internet P Address: |10 | . |0 |0 |0
Subnet Mask: 255 | . (255 |.[255 |.|0
Default Gateway; 0 |0 |0 .12
DS L 8 8 8 3
DIV 2 (Optional) 8 8 4 4

DI 3 (Optional): DA I I

Optional Settings
(required by some Internet |  Host Name:
Servica Providers)
Domain Name:
i Ao [x] gz |i500 E
Network Setup
Router Address | [P Addeass 192 18 .1 Al
Subnet Mask: 255.255.255.0 E
URL Address : http:/WRTE10N.com

DHCP Server Setting | DECP Server: © Enabled ) Disabled | DHCP Reservation

Start P Address 152 168 1. /100

Maximum Number of
Users:

P Address Range: 192,168 . 1. 100to 149

50

Client Lease Time: 0 minutes () mezns ons day)
Static ONS 1: b N N N
Static ONS 2: 3 N 4 4
Static ONS 3: 0 N 0 .|0 R
WINS: 0 .0 .|0 .0
Time Settings
Time Zone i [+] !
F— B e | If I o =P
=] ! 26 AM
P £ E 0 ‘-’@O HeREC
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Lo Ll 1 252 by Wireless RN PCFHEN

Basic setup wireless

GH 5 555 Wl 655 s pusans JIEE B021T A ols T ol 0 0S5

335 adsay sy [EE 802,11 G,B jaxei e 555 CGow sl 529 3l 31 Ll
GH 2.4

o pord (51 Ll RV eVl o g S el i3 S s e bt

et SV el g5 ) e gy eSS broadcast a.ols Wl pebns Lz
ST asall maog Q) (Kally 2yl ol

@l mlla adldlae| 26



LINKSYS by Cisco

Wireless

Wrekess Contgerabon
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Networt Aame (35C
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$50 el
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A
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Wireless security

2 gl e g S Rl gl aLA) Lo ot ) sl ol e e Co
g S o Jsr sy e o IS e Ly pindl al el g 4 s

ao Bmpae )l Joral) o 1 Bl Uy Lol 2S5k e ane il (4

Wep ,WPA WPA2 WPA security s pizdl g9 el L o2 Laf

personal WPA enterprise

WPA 2 personal Jull lia (3 s (g
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LINKSYS by Cisco

Wireless

el amoy sine 0555 O JasYl e ) el AdS s o
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Wireless Mac filter

MAC Address 2 v & oD Lo oy o Bsly Bl gl 8T s o
oSV e oz O a8 a St a0l JlasVly Jos s g meS Y (3 Leslal

& Jlai¥l a5 MAC Address e ol o cisy meSYI 06 s
a2l JaVU & ey s MAC 1 1y 130

2 )i S Y e oal oS ags Olge 58 MAC Address e VoL
[EEE w24 coll a5l 24 bit 48 e 055 JW) 3 ol Slgl S sl o
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LINKSYS by Cisco

Wireless
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Administrations

BlS sl ol i WSS e abend b~ Management L sl sy
oY Lsslus e g MY‘ L}J& J?.J.S\ aY S Y S VJ:);\;J V'GM g S ijU
208 Y ek Zaghes izl nly ol 20lS”

= 751\7 7192.168.1.1/Manage'ﬂem‘aso[j D =~ a5

X [+abis (3] [ | Stgmn 0 b - it | sl s w0 s (B

LINKSYS by Cisco

Firmware Vession: 1.00.00 B18
Simultaneous Dual-N Band Wireless Router WRT610N

Administration Actosd Jr—

i i Administration Status
Setup  Wireless  Security  Storage Rt Gaming

Management 1 Log ] [ 1 Facto s | Firmware U:

Router Access Router Password:
ReButerto Confiom: ~ [reveeveessessees
Local Management Access Access via: urre | HITRS
Access via Wireless: © Enabled ) Disabled
Remote Management Access Remots Management: @ Enabled @ Disabled
Access via: [ IurTR HITPS
Remote Upgrade: Enabled (@ Disabled

Allowsd Remote IP Addrass:

Remots Management Port:

Upnp Upnp:
Allow Users to Configura:

Allow Usars to Disable
Internat Access:

© Any I Address
0 .Jo .o

8080

© Fnabled ) Disabled
© Enabled ) Disabled

) Enabled @ Disabled

Backup and Restore [ Backup C ] [ Restore C { ]

2 ¢ B =n IKANE

Save Settings

nlllnllll
CIsco.

1105AM |

EN L m oy
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status s e S5 Ogw g Wlsdl) 5

3 o 0SS5 g SV s Al 20 Bols 065 Sy 3lael 065 g an Y

ol
Router

sy Sy W 3 MAC Address e~ sRouter s wliges o254
o oo [P Address e wlsshas

Internet IP address
Subnet mask

Default gatewayDNS
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LINKSYS by Cisco

Farveses Versos 1 00 00 18

Simakascous Dual ¥ Baod Wueless Router

Adrvares lr aon

Frervms Vet L3000 SIS Asg 16,2008
Frernwrs Verdoanse LTSI SR AR 08 e
Comven: Tema Moz, 29 Apr 2013 834524
lecernee MAL Adsws 0023:65:24.C9:2F

Serre Name XTI

Mow Ne=e

Dermpes Nava

Isteraet Consection

Cocsecsxe Type Seathe
Emacnee 1P Addren ILER R
toheer | ek SKEEEZEES
Seims Gy 10002

bo s MY 3353

atlren]ne
CIsco
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Local network

Mac Address 5 subnet mask 4 <o SV Ip Address Je ol 544

IP = 2y wly Jonid) piey i) e o0 DHCP e bl 0 L)

LINKSYS by Cisco

Status

LoCa Meebwork

@281 lla wdldlae-|

Address

Firmsais Vereoe 100 00 B

Simultaneous Dusl N Band Wreless: Router
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wireless network

,Mode , Name Mac Address Access point . |S" le bly (5525

JWY‘ Z\.;.l.«.& L} Al sLal (,3)) Cd g u.u.«{.ﬁﬂ d‘j&j V-w‘) t}’

LINKSYS by Cisco

b —— s O U W

Sirvutanenes Duel M land Wiinkess Roames

o

Status

Aggds ofm e A
. - . Adenana b gtuw
e

VAL addam L SRS AT e N
Clide Mived
Harwardy Name (38D LAn

sl
Cisco
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LAB (3) make password on switch ( Telnet+console+enable mode)

router o switch . I Telnet+console+enable mode) [ ;5 b LS wislas

packet tracer 6.1.1  cisco a5z, aoldl oIl 382 ey pdsiid g
dos 145 aie [ty i Sl o Assat Blin Sy malipl) Jas 35S =y o985 OY

b)) IS s U1 ISl

Ins erfie x

Showv e
M hE = "2 gEE QO C0 S| i)
Logical 00t ew Cliiste lnve (Ohiec et Tiled Backaraiin iewnot

-

ut References Mailings Review View Add-Ins

1otes

Time: 00:03:23 [ wer Cvcle Devicast Forward Tim Realime
Somm= & @5 @B @ | ° Scenario 0 * Fir«Last
[_Routers [ = s s New = Delete
«aale PDU List Windc
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DA SIS Lsl pi @ Sgar) oyl e 0SS B dary 2ol B

Fal

4
PC-FT

192.168.100.1

-

—_—
PC-PT
192,168, 100.2

Switch>enable
Switch#config t

Switch(config)#line console 0
Switch(config-line)#password 123456
Switch(config-line)#login
Switch(config-line)#exit
Switch(config)#enable password 123456789
Switch(config)#enable secret 123
Switch(config)#line vty 0 4

Switch(config-line)#password 0000

Switch(config-line)#login
Switch(config-line)#exit

Switch(config)#interface vlan 1

Fai 1
C - _ 41:-.:;5 Fa0/4 °

Fal/3

Laptop-PT

Fao
¥ Fad %

— &
PC-PT PC-PT

192,165, 100.3 192,165, 100.4

(make password on user mode or console mode)

(make password on enable password without encryption)
(make password on enable password with encryption)

(make password on telnet password)

Switch(config-if)#ip address 192.168.100.100 255.255.255.0

Switch(config-if)#no shutdown

@l mlla adldlae|
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Now on one of computer open run then ping the switch to ensure that there is connection

PC>ping 192.168.100.100

Pinging 192.168.100.100 with 32 bytes of data:

equest timed out.

eply from 192.168.100.100: bytes=32 time=0ms TTL=255
eply from 192.168.100.100: bytes=32 time=0ms TTL=255
eply from 192.168.100.100: bytes=32 time=0ms TTL=255

Then write telnet and Ip address of switch

PC>telnet 192.168.100.100
Trying 192.168.100.100 ...Open

User Access Verification

Password:

Now type password of telnet 0000 then password enable 123
Password:

Switch>ena

Switch>enable

Password:
Password:
Switchf#config t

@25 wlla Sldine- 39



LAB (4) How connect two difference networks by router

We will use private IP Class C and B as following :-

721601

PC-AT
Fa
2t
Fa[]}z%l-m
Fa0)3|
1721602
R
|
r /]
PC-AT )
D 1721603
i
PC-PT
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Router>enable

Router#config t

Router(config)#tinterface fastEthernet 0/0
Router(config-if)#ip address 172.16.0.4 255.255.0.0
Router(config-if)#no shutdown

Router(config-if)#exit

Router(config)#tinterface fastEthernet 0/1
Router(config-if)#ip address 192.168.0.4 255.255.255.0
Router(config-if)#no shutdown

On each computer put default getaway 192.168.0.4

"-
|Physica| Desktop ~ Custom Interface

IP Configuration
IP Configuration

() DHCP ®) Static

IP Address ‘192.168.0.1

Subnet Mask ‘255.255.255.0

Default Gateway ‘192.153.0.44

DNS Server ‘

IPv6 Configuration
() DHCP () Auto Config (®) Static

IPv6 Address ‘

Link Local Address ‘FESD::260:47FF:FEB3:AD46

IPv6 Gateway ‘

IPV6 DNS Server ‘
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Onpc?2

i

|Physica| Desktop | Custom Interface

IP Configuration
IP Configuration

() DHCP (®) Static

IP Address 192.168.0.2

Subnet Mask 255,255,255.0

Default Gateway  |192.168.0.4)

DNS Server

IPv6 Configuration
() DHCP () Auto Config (8 Static

IPv6 Address

Link Local Address | FEB0::2D0:BCFF:FE82:076A

IPv6 Gateway

IPv6 DNS Server

And same thing on all computer on class C
After that put default getaway on class b

i

Physical Desktop | Custom Interface

IP Configuration
IP Configuration

() DHCP ® Static

IP Address 172.16.0.1

Subnet Mask 255.255.0.0

DNS Server |

IPv6 Configuration
() DHCP () Auto Config ®) Static

IPv6 Address |f|:

Link Local Address  |FE80::2D0:BCFF:FE7E:8C2D

/||| 6 Gateway

IPv6 DNS Server

Default Gateway 172.16.0.4 ‘
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i pCs = D

Physical | Config | Desktop  Custom Interface

IP Configuration
IP Configuration
-~ () DHCP ® Static
IP Address 172.16.0.2
Subnet Mask 255.255.0.0
-

Default Gateway 172.16.0.4
DNS Server

IPv6 Configuration
() DHCP () Auto Config ® Static
1Pv6 Address /

Link Local Address ~ FEBD::208:BEFF:FE20:9A98 s

=

IPv6 Gateway

IPv6 DNS Server

al T~
Same that on all computer

JSall 8 LS 172.16.0.1 oSy AV Al e Slens 192.168.0.1 A%u8 (g Slea g Jlaall AL o 55 oY)
Y

After then we will Ping on another network
Ping 172.16.0.4

Pinging 172.16.0.1 with 32 bytes of data:

Reply from 2 6.0 : byte 32 time ms TTL=127
Reply from 2 6.0 : byt 32 time s TTL=127
Reply from 2 6.0 : byt 32 time s TTL=127
Reply from 2 6.0 : byt 32 time ms TTL=127

-.0.1:
4, Received = / - loss),
Approximate round trip times in
Minimum = Oms, Maximum lms,
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LAB (5) Crate VIANS on switch

. 192,168.0.1
Fa0 Va1

Fa0
G 192.168.0.2
PC-PT VLAN 1
192.168.0.3
Fal
T VLANZ

192,168.0.4

[:Fl%m 2
._p‘

y

PC-PT

Configuration on switch 1

Switch>enable

Switch#config t

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
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La pfn p-PT Lapto@dPT VLAN 1

192.168.0.6

192.168.0.7
YLAM 1

192.168.0.8
VLAN 2

P
192, 168.0.9 BC.PT
WLAN 2
Faliltl
_.}
192.168.0.10 “PC-PT

Fal

_U
0
s

W

(enter to interface)

(assign interface to vlan)
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Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/5
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/6
Switch(config-if)#switchport mode trunk

Configuration on switch 2

Switch>enable

Switch#config t

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 2
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/5
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3
Switch(config-if)#exit
Switch(config)#interface fastEthernet 0/6
Switch(config-if)#switchport mode trunk
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(mode of interface trunk to all pass all vlan)
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LAB(6) Port Security

-

PORT SECURITY
Laptc Faﬂ
I 192 168.1.1
'—"l
)
PC-PT \
Fan,fl \ O

FaD,-‘zl‘
Fal/4
/ Fal/s a0)
192 168.1.2

;If Fa0

PC-PT
192.168.1.4
192.168.1.3
rd
¢ Fal Fal
- -
= ]
A
PC-PT _—
PC-PT
Switch>
Switch>enable
Switch#config t

Switch(config)#interface fastEthernet 0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security

Switch(config-if)#switchport port-security mac-address sticky

Switch(config-if)#switchport port-security maximum 1

Switch(config-if)#switchport port-security violation shutdown

Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/2
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security

Switch(config-if)#switchport port-security mac-address sticky

Switch(config-if)#switchport port-security maximum 1

Switch(config-if)#switchport port-security violation shutdown
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(enable security on interface )
(assign make address to switch)
(number of device on interface )
(shutdown ,protect,restrict)



Switch(config)#interface fastEthernet 0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security maximum 1
Switch(config-if)#switchport port-security violation shutdown

Switch(config)#tinterface fastEthernet 0/4
Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security
Switch(config-if)#switchport port-security mac-address sticky
Switch(config-if)#switchport port-security maximum 1
Switch(config-if)#switchport port-security violation shutdown
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