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Lecture5:TCP/IPPROTOCOLSUITE

Themainobjectivesoflecture5:

OnCompletionofthislesson,thestudentswillbeableto:

ExplainthelayersofTCP/IPreferencemodel.

Discussthemainfunctionsofeachlayer.

classifyanddescribethevarioustypesoftheaddressing

TheTCP/IPprotocolsuitewasdevelopedpriortotheOSImodel.Thenext

Figureshowsbothconfigurations.

1.TCP/IPlayers:
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1.PhysicalandDataLinkLayers

Atthephysicalanddatalinklayers,TCP/IPdoesnotdefineanyspecific

protocol.Itsupportsallthestandardandproprietaryprotocols.Anetwork

inaTCP/IPinternetworkcanbealocal-areanetworkorawide-area

network.Notethat:

2.NetworkLayer

Atthenetworklayer(or,moreaccurately,theinternetworklayer),TCP/IP

supportstheInternetworkingProtocol.IPtransportsdatainpacketscalled

datagrams.Datagramscantravelalongdifferentroutesandcanarriveout

ofsequenceorbeduplicated.

IPusesfoursupportingprotocols:ARP,RARP,ICMP,andIGMP.

2.1.InternetworkingProtocol(IP):itisthetransmissionmechanism

usedbytheTCP/IPprotocols.Itisanunreliableandconnectionless

protocol-a
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best-effortdeliveryservice.Theterm besteffortmeansthatIP

providesnoerrorcheckingortracking.IPassumestheunreliability

oftheunderlyinglayersanddoesitsbesttogetatransmission

throughtoitsdestination,butwithnoguarantees.IPtransports

datainpacketscalleddatagrams,eachofwhichistransported

separately.Datagramscantravelalongdifferentroutesandcan

arriveoutofsequenceorbeduplicated.IPdoesnotkeeptrackof

theroutesandhasnofacilityforreorderingdatagramsoncethey

arriveattheirdestination.

2.2. Address Resolution Protocol(ARP):itis used to associate a

logicaladdresswithaphysicaladdress.Onatypicalphysical

network,suchasaLAN,eachdeviceonalinkisidentifiedbya

physicalorstation address,usuallyimprinted on the network

interfacecard(NIC).ARPisusedtofindthephysicaladdressof

thenodewhenitsInternetaddressisknown.

2.3. ReverseAddressResolutionProtocol(RARP):itallowsahostto

discoverits Internetaddress when itknows onlyits physical

address.Itisusedwhenacomputerisconnectedtoanetworkfor

thefirsttimeorwhenadisklesscomputerisbooted.

2.4. InternetControlMessageProtocol:itisamechanism usedby

hostsandgatewaystosendnotificationofdatagram problems

back to the sender.ICMP sends query and errorreporting

messages.

2.5. InternetGroup Message Protocol:itis used to facilitate the

simultaneoustransmissionofamessagetoagroupofrecipients.

TransportLayer:

Asthenetworklayerisresponsibleforsendingindividualdatagrams

from computerAtocomputerB;thetransportlayerisresponsiblefor



delivering the whole message,which is called a segment,a user

datagram,orapacket,from AtoB.Asegmentmayconsistofafewor

tensofdatagrams.
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Thesegmentsneedtobebrokenintodatagramsandeachdatagram

hastobedeliveredtothenetworklayerfortransmission.

TraditionallyitwasrepresentedinTCP/IPbytwoprotocols:TCPand

UDP.UDPandTCParetransportlevelprotocolsresponsiblefordelivery

ofamessagefrom aprocess(runningprogram)toanotherprocess.A

newtransportlayerprotocol,SCTP,hasbeendevisedtomeettheneeds

ofsomenewerapplications.

3.1. UserDatagram Protocol:itisthesimplerofthetwostandard

TCP/IP transportprotocols.Itisaprocess-to-processprotocol

thataddsonlyportaddresses,checksum errorcontrol,andlength

informationtothedatafrom theupperlayer.

3.2. Transmission ControlProtocol:itprovides fulltransport-layer

services to applications.TCP is a reliable stream transport

protocol(connection-oriented).At the sending end of each

transmission,TCP dividesastream ofdatainto smallerunits

calledsegments.Eachsegmentincludesasequencenumberfor

reorderingafterreceipt,togetherwithanacknowledgmentnumber

forthe segments received.Segments are carried across the

internetinsideofIPdatagrams.Atthereceivingend,TCP
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collectseachsegmentasitcomesinandreordersthe

transmissionbasedonsequencenumbers.

3.3. Stream ControlTransmissionProtocol(SCTP):itprovidessupport

fornewerapplicationssuchasvoiceovertheInternet.Itisa

transportlayerprotocolthatcombinesthebestfeaturesofUDP

andTCP.

4.ApplicationLayer

TheapplicationlayerinTCP/IP isequivalenttothecombinedsession,

presentation,andapplicationlayersintheOSImodel

2.EncapsulationandDecapsulation

3.Addressing:

FourlevelsofaddressesareusedinaninternetemployingtheTCP/IP

protocols:physical(link)addresses,logical(IP)addresses,portaddresses,

andspecificaddresses(seethefollowingfigure)
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EachaddressisrelatedtoaspecificlayerintheTCP/IParchitecture,as

showninthenextfigure.

4.1. PhysicalAddresses:Thephysicaladdress,alsoknownasthelink

address,istheaddressofanodeasdefinedbyitsLANorWAN.It

isincludedintheframeusedbythedatalinklayer.Itisthelowest-

leveladdress.Thephysicaladdresseshaveauthorityoverthe

network(LANorWAN).Thesizeandformatoftheseaddresses

varydependingonthenetwork.Forexample,Ethernetusesa6-

byte(48-bit)physicaladdressthatisimprintedonthenetwork

interfacecard(NIC).LocalTalk(Apple),however,hasa1-byte

dynamicaddressthatchangeseachtimethestationcomesup.
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4.2. LogicalAddresses:Logicaladdressesarenecessaryforuniversal

communications thatare independentofunderlying physical

networks.Physicaladdressesarenotadequateinaninternetwork

environmentwheredifferentnetworkscanhavedifferentaddress

formats.Auniversaladdressingsystem isneededinwhicheach

hostcan be identified uniquely,regardless ofthe underlying

physicalnetwork.Thelogicaladdressesaredesigned forthis

purpose.A logicaladdressintheInternetiscurrentlya32-bit

addressthatcanuniquelydefineahostconnectedtotheInternet.

NotwopubliclyaddressedandvisiblehostsontheInternetcan

havethesameIPaddress.

Example:

Thenextfigureshowsapartofaninternetwithtworoutersconnecting

threeLANs.

ThecomputerwithlogicaladdressAandphysicaladdress10needs

tosendapackettothecomputerwithlogicaladdressP and

physicaladdress95.Thesenderencapsulatesitsdatainapacket

atthenetworklayerandaddstwologicaladdresses(AandP).
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Thenetworklayer,however,needstofindthephysicaladdressofthe

nexthopbeforethepacketcanbedelivered.Thenetworklayer

consultsitsroutingtableandfindsthelogicaladdressofthenext

hop (router1)to beF.Anotherprotocol,AddressResolution

Protocol(ARP)finds the physicaladdress ofrouter1 that

correspondstoitslogicaladdress(20).Now thenetworklayer

passes this address to the data link layer,which in turn,

encapsulatesthepacketwithphysicaldestinationaddress20and

physicalsourceaddress10.

TheframeisreceivedbyeverydeviceonLAN1,butisdiscardedby

allexceptrouter1,which finds thatthe destination physical

addressintheframematcheswithitsownphysicaladdress.The

routerdecapsulatesthepacketfrom theframetoreadthelogical

destinationaddressP.Sincethelogicaldestinationaddressdoes

notmatchtherouter’slogicaladdress,therouterknowsthatthe



packetneedstobeforwarded.Therouter
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consultsitsroutingtableandARPtofindthephysicaldestination

address ofthe nexthop (router2),creates a new frame,

encapsulatesthepacket,andsendsittorouter2.

Thesourcephysicaladdresschangesfrom 10to99.Thedestination

physicaladdresschangesfrom 20(router1physicaladdress)to

33(router2physicaladdress).Thelogicalsourceanddestination

addressesmustremainthesame;otherwisethepacketwillbelost.

Atrouter2wehaveasimilarscenario.Thephysicaladdressesare

changed,andanew frameissenttothedestinationcomputer.

When the frame reaches the destination, the packet is

decapsulated.Thedestination

logicaladdressPmatchesthelogicaladdressofthecomputer.

Thedataaredecapsulatedfrom thepacketanddeliveredtothe

upperlayer.Notethatalthoughphysicaladdresseswillchange

from hoptohop,logicaladdressesremainthesamefrom the

sourcetodestination.

4.3. PortAddresses:TheIP addressand thephysicaladdressare

necessaryforaquantityofdatatotravelfrom asourcetothe

destinationhost.However,arrivalatthedestinationhostisnotthe

finalobjectiveofdatacommunicationsontheInternet.Asystem

thatsendsnothingbutdatafrom onecomputertoanotherisnot

complete.Today,computersaredevicesthatcanrunmultiple

processes atthe same time.The end objective ofInternet

communicationisaprocesscommunicatingwithanotherprocess.

Forexample,computerAcancommunicatewithcomputerCby

usingTELNET.Atthesametime,computerAcommunicateswith

computerBbyusingtheFileTransferProtocol(FTP).Forthese

processestoreceivedatainstantaneously,weneedamethodto



labelthedifferentprocesses.Inotherwords,theyneed
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addresses.IntheTCP/IParchitecture,thelabelassignedtoa

processiscalledaportaddress.AportaddressinTCP/IPis16

bitsinlength.

Example:

The following figure shows two computers communicating via the

Internet.Thesendingcomputerisrunningthreeprocessesatthistime

withportaddressesa,b,andc.Thereceivingcomputerisrunningtwo

processesatthistimewithportaddressesjandk.Processainthe

sendingcomputerneedstocommunicatewithprocessjinthereceiving

computer.Note thatalthough both computers are using the same

application,FTP.Toshowthatdatafrom processaneedtobedelivered

toprocessj,andnotk,thetransportlayerencapsulatesdatafrom the

applicationlayerinapacketandaddstwoportaddresses(aandj),

sourceanddestination.Thepacketfrom thetransportlayeristhen

encapsulatedinanotherpacketatthenetworklayerwithlogicalsource

anddestinationaddresses(AandP).Finally,thispacketisencapsulated

inaframewiththephysicalsourceanddestinationaddressesofthe

nexthop.



10|Page



azoozalgalal ComputerNetworkI ElectricalDepartment,4
th

Level,1
st

Semester

4.4. SpecificAddresses:Someapplicationshaveuser-friendlyaddressesthat

aredesignedforthatspecificaddress.Forexample:www.Ibbuniv.edu.ye.

MultiplexingandDemultiplexing

SincetheTCP/IPprotocolsuiteusesseveralprotocolsatsomelayers,

wecansaythatwehavemultiplexingatthesourceanddemultiplexing

atthedestination.Multiplexinginthiscasemeansthataprotocolata

layercanencapsulateapacketfrom severalnext-higherlayerprotocols

(oneatatime);demultiplexingmeansthataprotocolcandecapsulate

anddeliverapackettoseveralnext-higherlayerprotocols(oneata

time).The next figure shows the concept of multiplexing and

demultiplexingatthethreeupperlayers.
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