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To Meghan Riley, acquisitions coordinator at McGraw-Hill: What do you mean,
“We need that manuscript today!” HAHAHAHA! You crack us up!

To Laura Stone and Jody McKenzie, project editors: You truly fulfill the axiom:
“Speak quietly, but carry a big stick.” You almost can't see any bruises on me anymore.
Thank you both so much for your skill, patience, and perseverance! It was a joy to work
with you again.

To Vastavikta Sharma, project manager: Thanks for making the book beautiful to
behold.

To the ITC production team: Thank you for producing a marvelous book that I'm
proud to call my own.

Xix
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CompTIA Network+
in a Nutshell

In this chapter, you will gain essential knowledge
* Understand the importance of CompTIA Network+ certification
* Know the structure and contents of the CompTIA Network+ certification exam
* Plan a strategy to prepare for the exam

By picking up this book, you've shown an interest in learning about networking. But
be forewarned. The term networking describes a vast field of study, far too large for any
single certification, book, or training course to cover. Do you want to configure routers
for a living? Do you want to administer a large Windows network at a company? Do
you want to install wide area network connections? Do you want to set up Web servers?
Do you want to secure networks against attacks?

If you're considering a CompTIA Network+ certification, you probably don't yet
know exactly what aspect of networking you want to pursue, and that's okay! You're
going to love preparing for the CompTIA Network+ certification.

Attaining CompTIA Network+ certification provides you three fantastic benefits.
First, you get a superb overview of networking that helps you decide what part of the
industry you'd like to pursue. Second, it acts as a prerequisite toward other, more ad-
vanced certifications. Third, the amount of eye-opening information you'll gain just
makes getting CompTIA Network+ certified plain old fun.

Nothing comes close to providing a better overview of networking than CompTIA
Network+. The certification covers local area networks (LANs), WANs, the Internet, se-
curity, cabling, and applications in a wide-but-not-too-deep fashion that showcases the
many different parts of a network, and hopefully tempts you to investigate the aspects
that intrigue you by looking into follow-up certifications.

Both Cisco and Microsoft—the two main choices for follow-up training—treat
CompTIA Network+ as a prerequisite toward at least some of their own certifications,
and in some cases provide certification credit for attaining CompTIA Network+ certifi-
cation. These benefits sometimes change, so check out the Cisco (www.cisco.com) and
Microsoft (www.microsoft.com) Web sites for details. Just do a search for training.
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The process of attaining CompTIA Network+ certification will give you a solid foun-
dation in the whole field of networking. Mastering the competencies will help fill in
gaps in your knowledge and provide an ongoing series of “ah ha!” moments of grasp-
ing the big picture that make being a tech so much fun.

Ready to learn a lot, grab a great certification, and have fun doing it? Then welcome
to CompTIA Network+ certification!

Who Needs CompTIA Network+?
| Just Want to Learn about Networks!

Whoa up there, amigo! Are you one of those folks who either has never heard of the
CompTIA Network+ exam or just doesn’t have any real interest in certification? Is your
goal only to get a solid handle on the idea of networking and get a jump start on the
basics? Are you looking for that “magic bullet” book that you can read from beginning
to end and then start installing and troubleshooting a network? Do you want to know
what'’s involved with running network cabling in your walls or getting your new wire-
less network working? Are you tired of not knowing enough about what TCP/IP is and
how it works? If these types of questions are running through your mind, then rest
easy—you have the right book. Like every book with the Mike Meyers name, you'll get
solid concepts without pedantic details or broad, meaningless overviews. You'll look at
real-world networking as performed by real techs. This is a book that understands your
needs, well beyond the scope of a single certification.

If the CompTIA Network+ exam isn’t for you, you can skip the rest of this chapter,
shift your brain into learn mode, and dive into Chapter 2. But then, if you're going to
have the knowledge, why not get the certification?

What Is CompTIA Network+ Certification?

CompTIA Network+ certification is an industry-wide, vendor-neutral certification
program developed and sponsored by the Computing Technology Industry Associa-
tion (CompTIA). The CompTIA Network+ certification shows that you have a basic
competency in the physical support of networking systems and knowledge of the
conceptual aspects of networking. The test covers the knowledge that a network tech-
nician with at least nine months of networking experience should have. CompTIA
recommends CompTIA A+ knowledge or background, but does not require a Comp-
TIA A+ certification to take the CompTIA Network+ exam. You achieve a CompTIA
Network+ certification by taking one computer-based, multiple-choice examination.
To date, many hundreds of thousands of technicians have become CompTIA Net-
work+ certified.

CompTIA Network+ certification enjoys wide recognition throughout the IT indus-
try. At first, it rode in on the coattails of the successful CompTIA A+ certification pro-
gram, but it now stands on its own in the networking industry and is considered the
obvious next step after CompTIA A+ certification.
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What Is CompTIA?

CompTIA is a nonprofit, industry trade association based in Oakbrook Terrace, Illinois,
on the outskirts of Chicago. Tens of thousands of computer resellers, value-added re-
sellers, distributors, manufacturers, and training companies from all over the world are
members of CompTIA.

CompTIA was founded in 1982. The following year, CompTIA began offering the
CompTIA A+ certification exam. CompTIA A+ certification is now widely recognized
as a de facto requirement for entrance into the PC industry. Because the A+ exam covers
networking only lightly, CompTIA decided to establish a vendor-neutral test covering
basic networking skills. So, in April 1999, CompTIA unveiled the CompTIA Network+
certification exam.

CompTIA provides certifications for a variety of areas in the computer industry,
offers opportunities for its members to interact, and represents its members’ interests
to government bodies. CompTIA certifications include A+, Network+, Security+, and
RFID+, to name a few. Check out the CompTIA Web site at www.comptia.org for details
on other certifications.

CompTIA is huge. Virtually every company of consequence in the IT industry is a
member of CompTIA: Microsoft, Dell, Cisco...name an IT company and it's probably
a member of CompTIA.

The Current CompTIA Network+
Certification Exam Release

CompTIA constantly works to provide tests that cover the latest technologies and,
as part of that effort, periodically updates its test objectives, domains, and test ques-
tions. This book covers all you need to know to pass the 2009 revision of the CompTIA
Network+ exam.

How Do | Become CompTIA Network+ Certified?

To become CompTIA Network+ certified, you simply pass one computer-based, multiple-
choice exam. There are no prerequisites for taking the CompTIA Network+ exam, and
no networking experience is needed. You're not required to take a training course or
buy any training materials. The only requirements are that you pay a testing fee to an
authorized testing facility and then sit for the exam. Upon completion of the exam, you
will immediately know whether you passed or failed. Once you've passed, you become
CompTIA Network+ certified for life, just like with CompTIA A+ certification. That's
it—there are no annual dues and no continuing education requirements.

Now for the details: CompTIA recommends that you have at least nine months
of networking experience and CompTIA A+ knowledge, but this is not a require-
ment. Note the word “recommend.” You may not need experience or CompTIA A+
knowledge but they help! The CompTIA A+ certification competencies have a small
degree of overlap with the CompTIA Network+ competencies, such as types of con-
nectors. As for experience, keep in mind that CompTIA Network+ is mostly a practi-
cal exam. Those who have been out there supporting real networks will find many
of the questions reminiscent of the types of problems they have seen on LANs.
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The bottom line is that you'll probably have a much easier time on the CompTIA
Network+ exam if you have some CompTIA A+ experience under your belt.

What Is the Test Like?

The CompTIA Network+ test contains 100 questions, which you have 90 minutes
to complete. To pass, you must score at least 720 on a scale of 100-900. The exam
questions are divided into six areas that CompTIA calls domains. This table lists the
CompTIA Network+ domains and the percentage of the test that each represents.

CompTIA Network+ Domain Percentage
1.0 Network Technologies 20%
2.0 Network Media and Topologies 20%
3.0 Network Devices 17%
4.0 Network Management 20%
5.0 Network Tools 12%
6.0 Network Security 1%

The CompTIA Network+ exam is extremely practical. Questions often present real-life
scenarios and ask you to determine the best solution. CompTIA Network+ loves trouble-
shooting. Let me repeat: many of the test objectives deal with direct, real-world troubleshoot-
ing. Be prepared to troubleshoot both hardware and software failures, and to answer both
“What do you do next?” and “What is most likely the problem?” types of questions.

A qualified CompTIA Network+ test candidate can install and configure a PC to
connect to a network. This includes installing and testing a network card, configuring
drivers, and loading all network software. The exam will test you on the different to-
pologies, standards, and cabling.

Expect conceptual questions about the Open Systems Interconnection (OSI) seven-
layer model. If you've never heard of the OSI seven-layer model, dont worry! This book
will teach you all you need to know. While this model rarely comes into play during the
daily grind of supporting a network, you need to know the functions and protocols for
each layer to pass the CompTIA Network+ exam. You can also expect questions on most
of the protocol suites, with heavy emphasis on the TCP/IP suite.

NOTE CompTIA occasionally makes changes to the content of the exam,
as well as the score necessary to pass it. Always check the Web site of my
company, Total Seminars (www.totalsem.com), before scheduling your exam.

How Do | Take the Test?

To take the test, you must go to an authorized testing center. You cannot take the test
over the Internet. Prometric and Pearson VUE administer the actual CompTIA Network+
tests. You'll find thousands of Prometric and Pearson VUE testing centers scattered across
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the United States and Canada, as well as in over 75 other countries around the world.
You may take the exam at any testing center. In the United States and Canada, call Pro-
metric at 888-895-6116 or Pearson VUE at 877-551-7587 to locate the nearest testing
center and schedule the exam. International customers should go to CompTIA’'s Web site
at www.comptia.org, navigate to the CompTIA Network+ area of the site, and look under
the Ready to take the Exam area for a link called Find your test center.

NOTE While you can’t take the exam over the Internet, both Prometric and
Pearson VUE provide easy online registration. Go to www.prometric.com or
www.vue.com to register online.

How Much Does the Test Cost?

CompTIA fixes the price, no matter what testing center you use. The cost of the exam
depends on whether you work for a CompTIA member. At press time, the cost for non-
CompTIA members is $239 (U.S.).

If your employer has a CompTIA membership, you can save money by obtaining an
exam voucher. In fact, even if you don’t work for a CompTIA member, you can purchase
a voucher from member companies and take advantage of significant member sav-
ings. You simply buy the voucher and then use the voucher to pay for the exam. Most
vouchers are delivered to you on paper, but the most important element is the unique
voucher number that you'll generally receive via e-mail from the company that sells the
voucher to you. That number is your exam payment, so protect it from prying eyes until
you're ready to schedule your exam.

CompTIA requires any company that resells vouchers to bundle them with some
other product or service. Because this requirement is somewhat vague, voucher resell-
ers have been known to throw in some pretty lame stuff, just to meet the requirement
and keep their overhead low. My company, Total Seminars, is an authorized CompTIA
member and voucher reseller, and we bundle our CompTIA Network+ vouchers with
something you can actually use: our excellent test simulation software. It’s just like the
CD-ROM in the back of this book, but with hundreds more questions to help you pre-
pare for the CompTIA Network+ exam.

If you're in the United States or Canada, you can visit www.totalsem.com or call 800-
446-6004 to purchase vouchers. As I always say, “You don't have to buy your voucher
from us, but for goodness’ sake, get one from somebody!” Why pay full price when you
have a discount alternative?

You must pay for the exam when you schedule, either online or by phone. If you're
scheduling by phone, be prepared to hold for a while. Have ready your social security
number (or the international equivalent) and either a credit card or a voucher number
when you call or begin the online scheduling process. If you require any special accom-
modations, both Prometric and Pearson VUE will be able to assist you, although your
selection of testing locations may be a bit more limited.

International prices vary; see the CompTIA Web site for international pricing. Of
course, prices are subject to change without notice, so always check the CompTIA Web
site for current pricing!
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How to Pass the CompTIA Network+ Exam

The single most important thing to remember about the CompTIA Network+ certifica-
tion is that CompTIA designed it to test the knowledge of a technician with as little as
nine months of experience—so keep it simple! Think in terms of practical knowledge.
Read the book, practice the questions at the end of each chapter, take the practice tests
on the CD-ROM in the back of the book, review any topics you missed, and you'll pass
with flying colors.

Is it safe to assume that it's probably been a while since you've taken an exam?
Consequently, has it been a while since you've had to study for an exam? If you're
nodding your head yes, you'll probably want to read the next sections. They lay out a
proven strategy to help you study for the CompTIA Network+ exam and pass it. Try it.
It works.

Obligate Yourself

The first step you should take is to schedule the exam. Ever heard the old adage that
heat and pressure make diamonds? Well, if you don't give yourself a little “heat,” you
might procrastinate and unnecessarily delay taking the exam. Even worse, you may
end up not taking the exam at all. Do yourself a favor. Determine how much time you
need to study (see the next section), then call Prometric or Pearson VUE and schedule
the exam, giving yourself the time you need to study, adding a few extra days for safety.
Afterward, sit back and let your anxieties wash over you. Suddenly, it will become a lot
easier to turn off the television and crack open the book! Keep in mind that Prometric
and Pearson VUE let you schedule an exam only a few weeks in advance, at most. If you
schedule an exam and can’t make it, you must reschedule at least a day in advance or
lose your money.

Set Aside the Right Amount of Study Time

After helping thousands of techs get their CompTIA Network+ certification, we at Total
Seminars have developed a pretty good feel for the amount of study time needed to
pass the CompTIA Network+ exam. Table 1-1 will help you plan how much study time
you must devote to the CompTIA Network+ exam. Keep in mind that these are aver-
ages. If you're not a great student or if you're a little on the nervous side, add another 10
percent. Equally, if you're the type who can learn an entire semester of geometry in one
night, reduce the numbers by 10 percent. To use this table, just circle the values that are
most accurate for you and add them up to get the number of study hours.

A complete neophyte will need at least 120 hours of study time. An experienced net-
work technician already CompTIA A+ certified should only need about 24 hours.

Keep in mind that these are estimates. Study habits also come into play here.
A person with solid study habits (you know who you are) can reduce the number by
15 percent. People with poor study habits should increase that number by 20 percent.

The total hours of study you need is
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Amount of Experience

Once or
Type of Experience None Twice On Occasion Quite a Bit
Installing a SOHO wireless network 4 2 | |
Installing an advanced wireless network 2 2 | |
(802.1X, RADIUS, etc.)
Installing structured cabling 3 2 | |
Configuring a home router 5 3 2 |
Configuring a Cisco router 4 2 | |
Configuring a software firewall 3 2 | |
Configuring a hardware firewall 2 2 | |
Configuring an IPv4 client 8 4 2 |
Configuring an IPvé client 3 3 2 |
Working with SOHO WAN connection 2 2 | 0
(DSL, cable)
Working with advanced WAN connection 3 3 2 2
(Tx, OCx, ATM)
Configuring a DNS server 2 2 2 I
Configuring a DHCP server 2 | | 0
Configuring a Web application server 4 4 2 I
(HTTP, FTP, SSH, etc.)
Configuring aVLAN 3 3 2 I
Configuring aVPN 3 3 2 |
Configuring a dynamic routing protocol 2 2 | |
Table I-1 Determining How Much Study Time You Need

Study for the Test

Now that you have a feel for how long it's going to take, you need a strategy for study-
ing. The following has proven to be an excellent game plan for cramming the knowl-
edge from the study materials into your head.

This strategy has two alternate paths. The first path is designed for highly experi-
enced technicians who have a strong knowledge of PCs and networking and want to
concentrate on just what's on the exam. Let’s call this group the Fast Track group. The
second path, and the one I'd strongly recommend, is geared toward people like me:
the ones who want to know why things work, those who want to wrap their arms com-
pletely around a concept, as opposed to regurgitating answers just to pass the CompTIA
Network+ exam. Let’s call this group the Brainiacs.

1
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To provide for both types of learners, I have broken down most of the chapters into
two parts:

¢ Historical/Conceptual It's not on the CompTIA Network+ exam, but it's
knowledge that will help you understand more clearly what is on the CompTIA
Network+ exam.

e Test Specific Topics that clearly fit under the CompTIA Network+ certification
domains.

The beginning of each of these areas is clearly marked with a large banner that looks
like this:

Historical/Conceptual

If you consider yourself a Fast Tracker, skip everything but the Test Specific section in
each chapter. After reading the Test Specific section, jump immediately to the End of
Chapter questions, which concentrate on information in the Test Specific section. If you
run into problems, review the Historical/Conceptual sections in that chapter. Be aware
that you may need to skip back to previous chapters to get the Historical/Conceptual
information you need for a later chapter.

After going through every chapter as described, do the free practice exams on the CD-
ROM that accompanies the book. First, do them in practice mode, and then switch to
final mode. Once you start hitting in the 80-85 percent range, go take the test!

Brainiacs should first read the book—the whole book. Read it as though you're read-
ing a novel, starting on Page 1 and going all the way through. Don’t skip around on the
first read-through, even if you are a highly experienced tech. Because there are terms
and concepts that build on each other, skipping around will make you confused, and
you'll just end up closing the book and firing up your favorite PC game. Your goal on
this first read is to understand concepts—to understand the whys, not just the hows.

It's helpful to have a network available while you're doing each read-through. This
gives you a chance to see various concepts, hardware, and configuration screens in ac-
tion when you read about them in the book. Nothing beats doing it yourself to rein-
force a concept or piece of knowledge!

You will notice a lot of historical information—the Historical/Conceptual sections—
that you may be tempted to skip. Don’t! Understanding how some of the older stuff
worked or how something works conceptually will help you appreciate the reason be-
hind networking features and equipment, as well as how they function.

After you have completed the first read-through, cozy up for a second. This time,
try to knock out one chapter at a sitting. Concentrate on the Test Specific sections. Get
a highlighter and mark the phrases and sentences that bring out major points. Take a
hard look at the pictures and tables, noting how they illustrate the concepts. Then, do
the end of chapter questions. Repeat this process until you not only get all the ques-
tions right, but also understand why they are correct!



Chapter I: CompTIA Network+ in a Nutshell

Once you have read and studied the material in the book, check your knowledge by
taking the practice exams included on the CD-ROM at the back of the book. The exams
can be taken in practice mode or final mode. In practice mode, you are allowed to check
references in the book (if you want) before you answer each question, and each ques-
tion is graded immediately. In final mode, you must answer all the questions before
you are given a test score. In each case, you can review a results summary that tells you
which questions you missed, what the right answer is, and where to study further.

Use the results of the exams to see where you need to bone up, and then study some
more and try them again. Continue retaking the exams and reviewing the topics you
missed until you are consistently scoring in the 80-85 percent range. When you've
reached that point, you are ready to pass the CompTIA Network+ exam!

If you have any problems or questions, or if you just want to argue about something,
feel free to send an e-mail to me at michaelm@totalsem.com.

We have active and helpful discussion groups at www.totalsem.com/forums. You
need to register to participate (though not to read posts), but that’s only to keep the
spammers at bay. The forums provide an excellent resource for answers, suggestions,
and just socializing with other folks studying for the exam.

For additional information about the CompTIA Network+ exam, contact CompTIA
directly at its Web site: www.comptia.org.

Good luck!

—Mike Meyers

9
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Building a Network
with the OSI Model

The CompTIA Network+ certification exam expects you to know how to
* |.I Explain the function of common networking protocols: TCP/IP suite
* 4.1 Explain the function of each layer of the OSI model
To achieve these goals, you must be able to
* Define the OSI seven-layer model
* Explain the major functions of network hardware
* Describe the functions of network software

The CompTIA Network+ certification challenges you to understand virtually every
aspect of networking—not a small task, but luckily for you there’s a long-used method
to conceptualize the many parts of a network called the Open Systems Interconnection
(OSI) seven-layer model.

The OSI seven-layer model is a guideline, a template that breaks down how a network
functions into seven parts called layers. If you want to get into networking—and if you
want to pass the CompTIA Network+ certification exam—you must understand the OSI
seven-layer model in great detail.

The OSI seven-layer model provides a practical model for networks. The model
provides two things. For network techs, the OSI seven-layer model provides a powerful
tool for diagnosing problems. Understanding the model enables a tech to determine
quickly at what layer a problem can occur and thus zero in on a solution without
wasting a lot of time on false leads. The model also provides a common language to
describe networks—a way for us to communicate to each other about the functions
of a network. Figure 2-1 shows a sample Cisco Systems Web page about configuring
routing—a topic this book covers in detail later on. A router operates at Layer 3 of the
OSI seven-layer model, for example, so you'll hear techs (and Web sites) refer to it as a
“Layer 3 switch.” That's a use of the OSI seven-layer model as language.

This chapter looks first at models, and specifically at the OSI seven-layer model to
see how it helps make network architecture clear for techs. The second and third por-
tions of the chapter apply that model to the practical pieces of networks, the hardware
and software common to all networks.
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Figure 2-1 Using the OSI terminology—Layer 3—in a typical setup screen

Historical/Conceptual

Working with Models

The best way to learn the OSI seven-layer model is to see it in action. For this reason,
I'll introduce you to a small network that needs to copy a file from one computer to an-
other. This example goes through each of the OSI layers needed to copy that file, taking
time to explain each step and why it is necessary. By the end of the chapter you should
have a definite handle on using the OSI seven-layer model as a way to conceptualize
networks. You'll continue to build on this knowledge throughout the book and turn it
into a powerful troubleshooting tool.

Biography of a Model

What does the word “model” mean to you? Does the word make you think of a beauti-
ful woman walking down a catwalk at a fashion show or some hunky guy showing off
the latest style of blue jeans on a huge billboard? Maybe it makes you think of a plastic
model airplane? What about those computer models that try to predict weather? We use
the term “model” in a number of ways, but each use shares certain common themes.
All models are a simplified representation of the real thing. The human model
ignores the many different types of body shapes, using only a single “optimal” figure.
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Figure 2-2 Types of models (Images from left to right courtesy of NOAA, Mike Schinkel,
and Albert Poawui)

The model airplane lacks functional engines or the internal framework, and the com-
puterized weather model might disregard subtle differences in wind temperatures or
geology (Figure 2-2).

Additionally, a model must have at least all the major functions of the real item, but
what constitutes a major rather than a minor function is open to opinion. Figure 2-3
shows a different level of detail for a model. Does it contain all the major components
of an airplane? There’s room for argument that perhaps it should have landing gear to
go along with the propeller, wings, and tail.

Figure 2-3
Simple model
airplane

In modeling networks, the OSI seven-layer model faces similar challenges. What
functions define all networks? What details can be omitted and yet not render the
model inaccurate? Does the model retain its usefulness when describing a network that
does not employ all the layers?

In the early days of networking, different manufacturers made unique types of net-
works that functioned fairly well. But each network had its own cabling, hardware, driv-
ers, naming conventions, and many other unique features. In fact, most commonly, a
single manufacturer would provide everything for a customer: cabling, NICs, hubs, and
drivers, even all the software, in one complete and expensive package!
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Although these networks worked fine as stand-alone networks, the proprietary na-
ture of the hardware and software made it difficult—to put it mildly—to connect net-
works of multiple manufacturers. To interconnect networks and improve networking as
a whole, someone needed to create a guide, a model that described the functions of a
network, so that people who made hardware and software could work together to make
networks that worked together well.

The International Organization for Standardization, known as 1SO, proposed the
OSI seven-layer model. The OSI seven-layer model provides precise terminology for
discussing networks—so let’s see it!

NOTE ISO may look like a misspelled acronym, but it’s actually a word,
derived from the Greek word isos, which means equal.

The Seven Layers in Action

Each layer in the OSI seven-layer model defines a challenge in computer networking, and
the protocols that operate at that layer offer solutions to those challenges. Protocols define
rules, regulations, standards, and procedures so that hardware and software developers
can make devices and applications that function properly. The OSI model encourages
modular design in networking, meaning that each protocol is designed to deal with a
specific layer and to have as little to do with the operation of other layers as possible. Each
protocol needs to understand the protocols handling the layers directly above and below
it, but it can, and should, be oblivious to the protocols handling the other layers.
The seven layers are

e Layer 7 Application
e Layer 6 DPresentation
e Layer 5 Session

e Layer 4 Transport

e Layer 3 Network

e Layer 2 Data Link

e Layer 1 Physical

EXAM TIP Be sure to memorize both the name and the number of each
OSl layer. Network techs use terms such as “Layer 4” and “Transport layer”
synonymously. Students have long used mnemonics for memorizing such
lists. Here is one of my favorites for the OSI seven-layer model:

Please Do Not Throw Sausage Pizza Away. Yum!

\

NOTE Keep in mind that these layers are not laws of physics—anybody who
wants to design a network can do it any way he or she wants.While many
protocols fit neatly into one of the seven layers, others do not.
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The best way to understand OSI is to see it in action—Tlet’s see it work at the fictional
company of MHTechEd, Inc.

Welcome to MHTechEd!

Mike’s High-Tech Educational Supply Store and Post Office, or MHTechEd for short,
has a small network of PCs running Windows, a situation typical of many small busi-
nesses today. Windows runs just fine on a PC unconnected to a network, but it also
comes with all the network software it needs to connect to a network. All the computers
in the MHTechEd network are connected by special network cabling.

NOTE This section is a conceptual overview of the hardware and software
functions of a network. Your network may have different hardware or
software, but it will share the same functions.

As in most offices, virtually everyone at MHTechEd has his or her own PC. Figure 2-4
shows two workers, Janelle and Tiffany, who handle all the administrative functions at
MHTechEd. Because of the kinds of work they do, these two often need to exchange
data between their two PCs. At the moment, Janelle has just completed a new employee
handbook in Microsoft Word, and she wants Tiffany to check it for accuracy. Janelle
could transfer a copy of the file to Tiffany’s computer by the tried-and-true sneakernet
method, saving the file on a thumb drive and walking it over to her, but thanks to the
wonders of computer networking, she doesn’t even have to turn around in her chair.
Let's watch in detail each piece of the process that gives Tiffany direct access to Janelle’s
computer, so she can copy the Word document from Janelle’s system to her own.

Figure 2-4
Janelle and Tiffany,
hard at work

Long before Janelle ever saved the Word document on her system—when the systems
were first installed—someone who knew what they were doing set up and configured
all the systems at MHTechEd to be part of a common network. All this setup activity
resulted in multiple layers of hardware and software that can work together behind the
scenes to get that Word document from Janelle’s system to Tiffany’s. Let's examine the
different pieces of the network, and then return to the process of Tiffany grabbing that
Word document.
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Test Specific

Let’s Get Physical—Network Hardware
and Layers 1-2

Clearly the network needs a physical channel through which it can move bits of data
between systems. Most networks use a cable like the one shown in Figure 2-5. This
cable, known in the networking industry as unshielded twisted pair (UTP), usually con-
tains four pairs of wires that transmit data.

Figure 2-5
UTP cabling

"4
Another key piece of hardware the network uses is a special box-like device called a
hub (Figure 2-6), often tucked away in a closet or an equipment room. Each system on
the network has its own cable that runs to the hub. Think of the hub as being like one of
those old-time telephone switchboards, where operators created connections between
persons who called in wanting to reach other telephone users.

Figure 2-6
Typical hub
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Layer 1 of the OSI model defines the method of moving data between computers. So
the cabling and hubs are part of the Physical layer (Layer 1). Anything that moves data
from one system to another, such as copper cabling, fiber optics, even radio waves, is
part of the Physical layer. Layer 1 doesn’t care what data goes through; it just moves the
data from one system to another system. Figure 2-7 shows the MHTechEd network in
the OSI seven-layer model thus far. Note that each system has the full range of layers, so
data from Janelle’s computer can flow to Tiffany’s computer.

Figure 2-7

Tiffany

The network

Layer 7-Application

so far, with

the Physical

Layer 6—Presentation

layer hardware

installed

Layer 5-Session

Layer 3—Network

Layer 2-Data Link

)
)
)
)
)

N Y Y Y Y Y

Layer |-Physical

The real magic of a network starts with the network interface card, or NIC (pronounced
“nick”), which serves as the interface between the PC and the network. While NICs
come in a wide array of shapes and sizes, the ones at MHTechEd look like Figure 2-8.

Figure 2-8
Typical NIC

On older systems, a NIC truly was a separate card that snapped into a handy expan-
sion port, which is why they were called network interface cards. Even though they're

Janelle

Layer 7-Application

Layer 6—Presentation

Layer 5-Session

Layer 3—Network

[
[
[
[
[
[

Layer 2—Data Link

Cabling
Hubs

Layer |-Physical

)
)
)
)
)
)

now built into the motherboard, we still call them NICs.

When installed in a PC, the NIC looks like Figure 2-9. Note the cable running from
the back of the NIC into the wall; inside that wall is another cable running all the way

back to the hub.

17



CompTIA Network+ All-in-One Exam Guide

18

Figure 2-9
NIC with cable
connecting the
PC to the wall
jack

Cabling and hubs define the Physical layer of the network, and NICs provide the in-
terface to the PC. Figure 2-10 shows a diagram of the network cabling system. I'll build
on this diagram as I delve deeper into the network process.

W Tiffany’s PC Janelle’s PC
The MHTechEd
network

Cables running to other PCs

You might be tempted to categorize the NIC as part of the Physical layer at this point,
and you’d have a valid argument. The NIC clearly is necessary for the physical connec-
tion to take place! The CompTIA Network+ exam and most authors put the NIC into
Layer 2, the Data Link layer, though, so clearly something else is happening inside the
NIC. Let’s take a closer look.
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The NIC

To understand networks, you must understand how NICs work. The network must pro-
vide a mechanism that gives each system a unique identifier—like a telephone num-
ber—so that data is delivered to the right system. That’s one of the most important jobs
of a NIC. Inside every NIC, burned onto some type of ROM chip, is special firmware
containing a unique identifier with a 48-bit value called the media access control address,
or MAC address.

No two NICs ever share the same MAC address—ever. Any company that makes NICs
must contact the Institute of Electrical and Electronics Engineers (IEEE) and request a
block of MAC addresses, which the company then burns into the ROMs on its NICs.
Many NIC makers also print the MAC address on the surface of each NIC, as shown in
Figure 2-11. Note that the NIC shown here displays the MAC address in hexadecimal
notation. Count the number of hex characters—because each hex character represents
4 bits, it takes 12 hex characters to represent 48 bits.

Figure 2-11
MAC address

The MAC address in Figure 2-11 is 004005-607D49, although in print, we represent
the MAC as 00-40-05-60-7D-49. The first six digits, in this example 00-40-05, repre-
sent the number of the manufacturer of the NIC. Once the IEEE issues to a manufacturer
those six hex digits—often referred to as the organizationally unique identifier (OUI)—no
other manufacturer may use them. The last six digits, in this example 60-7D-49, are
the manufacturer’s unique serial number for that NIC; this portion of the MAC is often
referred to as the device ID.

Would you like to see the MAC address for your NIC? If you have a Windows
system, type IPCONFIG /ALL from a command prompt to display the MAC address
(Figure 2-12). Note that IPCONFIG calls the MAC address the physical address, which
is an important distinction, as you'll see a bit later in the chapter.

Okay, so every NIC in the world has a unique MAC address, but how is it used? Ah,
that's where the fun begins! Recall that computer data is binary, which means it's made
up of streams of ones and zeroes. NICs send and receive this binary data as pulses of
electricity, light, or radio waves. The NICs that use electricity to send and receive data
are the most common, so let’s consider that type of NIC. The specific process by which
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B8 Administrator: C:\Windows\system32\cmd.exe o |

3

C:x>ipconfig ~all
indows IP Configquration

michaels
totalhome
Hyuhwid

Mo

Host Mame . . . . . . . .
Primary Dns Suffix . . .
Hnde Twpe . . _ _ _ . _ _
IP Routing Enabled. . . .
UINS Proxy Enabled. . _ _

No
DNS Suffix Search List. . totalhome

[Ethernet adapter Intel Hic:

Media State . . . . . . . . . . . & Media disconnected

Connection specilic DHS Sullix . =

Description . . . . . . . . . . . = Intel{(R> PRO-188 S Desktop Adapter
Physival Address. . . . . . . . . : 88-B2-B3—41-6F-@

DHCP Enabled. . . . Epewe - S

Autoconf iguration Enabled ey . T -

Ethernet adapter Gigabit MNIG:

(,nnnectlon spec‘ltll: DNE Suffix . =
Descr ........... a1t $169-8118 Family PCI Gigabit E

to Enabled . .
Llnk—local IPub Address . — - . . * e80::c547:4dd3:86a3:732dxB(Preferred>
TPu4 Addwe==_ _ _ . _ _ . _ _ . _ : 192_1AR_4_49(Preferrad)

Subnet Mask . . . . . . . . = 255.255.255.8

Leace Obtained - * Thu»sday,. September 25_ 20808 8:-27:-19 AM
Lease Expires : Friday, October B3, 2888 8:27:1% AM

Default Gateway . . . =« =« =« = o « = folB@:-:213-10ff-foaB:262dx8
192.168.4.1

DHCP Berver . . - -« « - = = = - . = 192.168.4.11

DNS Servers . . . . . . . . . . . = 192.168.4.11

HetDIOS over Tcpip. - - - - - . . = LCnabled

4

Figure 2-12  Output from IPCONFIG /ALL

a NIC uses electricity to send and receive data is exceedingly complicated, but luckily
for you, not necessary to understand. Instead, just think of a charge on the wire as a
one, and no charge as a zero. A chunk of data moving in pulses across a wire might look
something like Figure 2-13.

= (7 o ooo oo

along a wire

If you put an oscilloscope on the wire to measure voltage, you'd see something like
Figure 2-14. An oscilloscope is a powerful microscope that enables you to see electrical
pulses.

Figure 2-14

Oscilloscope
of data

Now, remembering that the pulses represent binary data, visualize instead a string of
ones and zeroes moving across the wire (Figure 2-15).
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Figure 2-15
Data as ones

and zeroes 17010111011

Once you understand how data moves along the wire, the next question becomes
this: how does the network get the right data to the right system? All networks transmit
data by breaking whatever is moving across the physical layer (files, print jobs, Web
pages, and so forth) into discrete chunks called frames. A frame is basically a container
for a chunk of data moving across a network. The NIC creates and sends, as well as
receives and reads, these frames.

I like to visualize an imaginary table inside every NIC that acts as a frame creation
and reading station. I see frames as those pneumatic canisters you see when you go to a
drive-in teller at a bank. A little guy inside the network card—named Nick, naturally!—
builds these pneumatic canisters (the frames) on the table, and then shoots them out on
the wire to the hub (Figure 2-16).

Figure 2-16
Inside the NIC

NOTE A number of different frame types are used in different networks. All
NICs on the same network must use the same frame type or they will not be
able to communicate with other NICs.

Here’s where the MAC address becomes important. Figure 2-17 shows a representa-
tion of a generic frame. Even though a frame is a string of ones and zeroes, we often
draw frames as a series of rectangles, each rectangle representing a part of the string of
ones and zeroes. You will see this type of frame representation used quite often, so you



CompTIA Network+ All-in-One Exam Guide

1)

Figure 2-17 Recipient’s Sender’s

Generic frame MAC address MAC address Data CRC

should become comfortable with it. (Even though I still prefer to see frames as pneu-
matic canisters!) Note that the frame begins with the MAC address of the NIC to which
the data is to be sent, followed by the MAC address of the sending NIC. Then comes the
data, followed by a special bit of checking information called the cyclic redundancy check
(CRC) that the receiving NIC uses to verify that the data arrived intact.

Most CRCs are only 4 bytes long, yet the average frame carries around 1500 bytes
of data. How can 4 bytes tell you if all 1500 bytes in the data are correct? That's the
magic of CRCs. Without going into the grinding details, think of the CRC as just the
remainder of a division problem. (Remember learning remainders from division back
in elementary school?) The NIC sending the frame does a little math to make the CRC.
Using binary arithmetic, it works a division problem on the data using a divisor called
a key. This key is the same on all the NICs in your network—it’s built in at the factory.
The result of this division is the CRC. When the frame gets to the receiving NIC, it di-
vides the data by the same key. If the receiving NIC's answer is the same as the CRC, it
knows the data is good.

So, what's inside the data part of the frame? We neither know nor care. The data may
be a part of a file, a piece of a print job, or part of a Web page. NICs aren’t concerned
with content! The NIC simply takes whatever data is passed to it via its device driver
and addresses it for the correct system. Special software will take care of what data gets
sent and what happens to that data when it arrives. This is the beauty of imagining
frames as little pneumatic canisters (Figure 2-18). A canister can carry anything from
dirt to diamonds—the NIC doesn’t care one bit (pardon the pun).

Figure 2-18
Frame as a To:

canister 234al2f42blc
- From:
234al2r4erlac

Like a canister, a frame can hold only a certain amount of data. Different networks
use different sizes of frames, but generally, a single frame holds about 1500 bytes of
data. This raises a new question: what happens when the data to be sent is larger than
the frame size? Well, the sending system’s software must chop the data up into nice,
frame-sized chunks, which it then hands to the NIC for sending. As the receiving sys-
tem begins to accept the incoming frames, it's up to the receiving system’s software to
recombine the data chunks as they come in from the network. I'll show how this disas-
sembling and reassembling is done in a moment—first, let's see how the frames get to
the right system!

When a system sends a frame out on the network, the frame goes into the hub. The
hub, in turn, makes an exact copy of that frame, sending a copy of the original frame to
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every other system on the network. The interesting part of this process is when the copy
of the frame comes into all the other systems. I like to visualize a frame sliding onto
the receiving NIC'’s “frame assembly table,” where the electronics of the NIC inspect
it. Here's where the magic takes place: only the NIC to which the frame is addressed
will process that frame—the other NICs simply erase it when they see that it is not
addressed to their MAC address. This is important to appreciate: every frame sent on a
network is received by every NIC, but only the NIC with the matching MAC address will

process that particular frame (Figure 2-19).
To:
234al2f42blc
From:
234a|2r4er|ac

|.The recipient address matches neither of these
computers, so they will not process the frame.

To:
234al2f42blc
From:
234al2r4erlac

To:
234al2f42blc
From:
234al2r4erlac

Figure 2-19 Incoming frame

address, so this computer will process the frame.

Getting the Data on the Line

The process of getting data onto the wire and then picking that data off the wire is
amazingly complicated. For instance, what happens to keep two NICs from speaking
at the same time? Because all the data sent by one NIC is read by every other NIC on
the network, only one system may speak at a time. Networks use frames to restrict the
amount of data a NIC can send at once, giving all NICs a chance to send data over the
network in a reasonable span of time. Dealing with this and many other issues requires
sophisticated electronics, but the NICs handle these issues completely on their own
without our help. So, thankfully, while the folks who design NICs worry about all these
details, we don't have to!
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Getting to Know You

Using the MAC address is a great way to move data around, but this process raises an
important question. How does a sending NIC know the MAC address of the NIC to
which it's sending the data? In most cases, the sending system already knows the desti-
nation MAC address, because the NICs had probably communicated earlier, and each
system stores that data. If it doesn't already know the MAC address, a NIC may send a
broadcast onto the network to ask for it. The MAC address of FF-FF-FF-FF-FF-FF is the
broadcast address—if a NIC sends a frame using the broadcast address, every single NIC
on the network will process that frame. That broadcast frame’s data will contain a re-
quest for a system’s MAC address. The system with the MAC address your system is seek-
ing will read the request in the broadcast packet and respond with its MAC address.

The Complete Frame Movement
Now that you've seen all the pieces used to send and receive frames, let’s put these
pieces together and see how a frame gets from one system to another. The basic send/
receive process is as follows.

First, the sending system network operating system (NOS) software—such as Windows
Vista—hands some data to its NIC. The NIC begins building a frame to transport that
data to the receiving NIC (Figure 2-20).

NIC receives the command to send
data and starts to make the frame.

Figure 2-20 Building the frame
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After the NIC creates the frame, it adds the CRC, and then dumps it and the data into
the frame (Figure 2-21).

Figure 2-21
Adding the data
and CRC to the
frame

i

Next, the NIC puts both the destination MAC address and its own MAC address
onto the frame. It waits until no other NIC is using the cable, and then sends the frame
through the cable to the network (Figure 2-22).

Figure 2-22

Sending the frame
- NIC sends the frame when
no one else is using the wire.

The frame propagates down the wire into the hub, which creates copies of the frame
and sends it to every other system on the network. Every NIC receives the frame and
checks the MAC address. If a NIC finds that a frame is addressed to it, it processes the
frame (Figure 2-23); if the frame is not addressed to it, the NIC erases it.
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Figure 2-23
Reading an

incoming frame The frame has the
MAC address for this NIC.

From Hub

So, what happens to the data when it gets to the correct NIC? First, the receiving
NIC uses the CRC to verify that the data is valid. If it is, the receiving NIC strips off all
the framing information and sends the data to the software—the network operating
system—for processing. The receiving NIC doesn’t care what the software does with the
data; its job stops the moment it passes on the data to the software.

Any device that deals with a MAC address is part of the OSI Data Link layer. Let’s up-
date the OSI model to include details about the Data Link layer (Figure 2-24).

Note that the cabling and the hub are located in the Physical layer. The NIC is in the
Data Link layer, but spans two sublayers.

Layer 7—Application

Layer 6—Presentation

Layer 5—Session

Layer 4—Transport

Layer 3—Network

)
)
)
)
)
)

Layer 2—Data Link

Layer |-Physical ]
Cabling/hubs

Figure 2-24 Layer | and Layer 2 are now properly applied to the network
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The Two Aspects of NICs

Consider how data moves in and out of a NIC. On one end, frames move into and
out of the NIC's network cable connection. On the other end, data moves back and
forth between the NIC and the network operating system software. The many steps a
NIC performs to keep this data moving—sending and receiving frames over the wire,
creating outgoing frames, reading incoming frames, and attaching MAC addresses—are
classically broken down into two distinct jobs.

The first job is called the Logical Link Control (LLC). The LLC is the aspect of the NIC
that talks to the operating system, places data coming from the software into frames,
and creates the CRC on each frame. The LLC is also responsible for dealing with in-
coming frames: processing those that are addressed to this NIC and erasing frames
addressed to other machines on the network.

The second job is called the Media Access Control (MAC), and I bet you can guess
what it does! That's right—it remembers the NIC's own MAC address and handles the
attachment of MAC addresses to frames. Remember that each frame the LLC creates
must include both the sender’s and recipient’'s MAC addresses. The MAC also ensures
that the frames, now complete with their MAC addresses, are then sent along the net-
work cabling. Figure 2-25 shows the Data Link layer in detail.

Figure 2-25 Layer 7—Application
LLC and MAC,

the two parts

of the Data Layer 6—Presentation
Link layer

Layer 5—Session

Layer 4—Transport

Layer |-Physical

= OSI seven-layer model, so know that the Data Link layer is the only layer that
\—— has any sublayers.

“ EXAM TIP The CompTIA Network+ exam tests you on the details of the
N\ O
\ <

I\

Most networking materials that describe the OSI seven-layer model put NICs
squarely into the Data Link layer of the model. It's at the MAC sublayer, after all, that
data gets encapsulated into a frame, destination and source MAC addresses get added
to that frame, and error checking occurs. What bothers most students with placing

1]
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NICs solely in the Data Link layer is the obvious other duty of the NIC—putting the
ones and zeroes on the network cable. How much more physical can you get?

Many teachers will finesse this issue by defining the Physical layer in its logical
sense—that it defines the rules for the ones and zeroes—and then ignore the fact that
the data sent on the cable has to come from something. The first question when you hear
a statement like that—at least to me—is, “What component does the sending?” It's the
NIC of course, the only device capable of sending and receiving the physical signal.

Network cards, therefore, operate at both Layer 2 and Layer 1 of the OSI seven-layer
model. If cornered to answer one or the other, however, go with the more common
answer, Layer 2.

Beyond the Single Wire—Network Software
and Layers 3-7

Getting data from one system to another in a simple network (defined as one in which
all the computers connect to one hub) takes relatively little effort on the part of the
NICs. But one problem with simple networks is that computers need to broadcast to
get MAC addresses. It works for small networks, but what happens when the network
gets big, like the size of the entire Internet? Can you imagine millions of computers
all broadcasting? No data could get through. When networks get large, you can’t use
the MAC addresses anymore. Large networks need a logical addressing method that no
longer cares about the hardware and enables us to break up the entire large network
into smaller networks called subnets. Figure 2-26 shows two ways to set up a network.
On the left, all the computers connect to a single hub. On the right, however, the LAN
is separated into two five-computer subnets.

(@)
P— 8 =
mme— |
] :
S |
Sy ©
o
ey Hub Magic box
=5 -

Figure 2-26 Large LAN complete (left) and broken up into two subnets (right)
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\\ EXAM TIP MAC addresses are also known as physical addresses.
\oe

To move past the physical MAC addresses and start using logical addressing requires
some special software, usually called a network protocol. Network protocols exist in every
operating system. A network protocol not only has to create unique identifiers for each
system, but must also create a set of communication rules for issues like how to handle
data chopped up into multiple packets, and how to make sure that those packets get
from one subnet to another. Let's take a moment to learn a bit about the most famous
network protocol—TCP/IP—and its unique universal addressing system.

To be accurate, TCP/IP is really several network protocols designed to work together—
but two protocols, TCP and IP, do so much work the folks who invented all these proto-
cols named the whole thing TCP/IP. TCP stands for Transmission Control Protocol, and IP
stands for Internet Protocol. 1P is the network protocol I need to discuss first; rest assured,
however, I'll cover TCP in plenty of detail later.

NOTE TCP/I